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Re. Entrance to the Pocahontas Building 
All members of the public will be required to show his/her driver's license, passport or other government 
issued ID to enter the Pocahontas Building. Each person will go through the x-ray machine and follow the 
Expect the Check rules. 
 
All State employees must have on his/her state ID badge on at all times while in the building. Each 
employee will go through the x-ray machine and follow the Expect the Check rules.  
 
Re. Face Mask 
A face mask is required to enter the building if you have NOT been fully vaccinated. A face mask is NOT 
required if you are fully vaccinated.  
 
Re. public comment  
Public comment will first be heard from those persons participating in person as per the sign-up 
list.  Next, we will hear from the persons who requested to speak via chat on the WebEx.  Last, we will 
hear from persons who provided their name and phone number to FOIA@elections.virginia.gov.     
 
Re. limitation on individual participation in public comment  
Due to the large number of persons who may wish to speak, we encourage you to be as brief as 
possible, with a maximum of THREE minutes per person. We also ask that you be prepared to approach 
the podium or unmute yourself if you hear your name announced as the next participant.   
 
Re. How to Participate in Public Comment 
If you are a member of the public and wish to participate, you must sign up in order to be recognized to 
speak.  Please note the following: 
If you are attending in person, please ensure your name is on the sign-up list at the front door.   
If you are participating virtually using WebEx, sign up using the chat feature, located on the bottom right 
part of the WebEx application, to add your participant name.   
If you are participating virtually using a phone and cannot access WebEx’s chat feature, please send an 
email with your name and your phone number to FOIA@elections.virginia.gov. You will need to provide 
your first and last name and the phone number you’ve used to call in. 

VII. SPLIT PRECINCT WAIVER 
A. Henrico County  

 
 
 
 

VIII. PUBLIC COMMENT 
 
 
 

IX. ADJOURNMENT  
 
 

Daniel Davenport 
ELECT Policy Analyst 

https://townhall.virginia.gov/L/ViewMeeting.cfm?MeetingID=34699%20
mailto:FOIA@elections.virginia.gov
mailto:FOIA@elections.virginia.gov


 

SBE Board Working Papers 
 

 
 

Approval of Minutes 
 

 
BOARD WORKING PAPERS 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



State Board of Elections  
May 24, 2022 
FINAL Meeting Minutes 

The State Board of Elections (“the Board”) meeting was held on Tuesday, 1 

May 24, 2022, in Senate Room A of the Pocahontas Building in Richmond, 2 

Virginia. The meeting also offered public participation through electronic 3 

communication so the remote public could view and hear the meeting. In 4 

attendance: Robert Brink, Chairman; John O’Bannon, Vice Chairman; Georgia 5 

Alvis-Long, Angela Chiang, and Delegate Donald Merricks, members; represented 6 

the State Board of Elections (“the Board”). Susan J. Beals, Commissioner, 7 

represented the Department of Elections (“ELECT”), and Joshua Lief represented 8 

the Office of the Attorney General (“OAG”). Chairman Brink called the meeting to 9 

order at 1:00 P.M. 10 

Chairman Brink opened the floor for secretarial nominations. Vice Chair 11 

O’Bannon moved that the Board nominate Mrs. Alvis-Long for Secretary. 12 

Delegate Merricks seconded the motion and the motion passed unanimously. A roll 13 

call vote was taken: 14 

 Chairman Brink – Aye 15 

Vice Chair O’Bannon – Aye 16 

Mrs. Alvis-Long – Aye 17 

Ms. Chiang – Aye 18 

Delegate Merricks – Aye 19 

The first item of business was the approval of the minutes presented by, 20 

1



State Board of Elections  
May 24, 2022 
FINAL Meeting Minutes 
 
Chairman Brink. Chairman Brink moved that the Board approve the amended 21 

minutes from April 13, 2022 Board Meeting.  22 

Chairman Brink – Aye 23 

Vice Chair O’Bannon – Aye 24 

Secretary Alvis-Long – Aye 25 

Ms. Chiang – Aye 26 

Delegate Merricks – Aye 27 

(Secretary Alvis-Long was recorded as voting "Aye." She intended to 28 

abstain on this vote.) 29 

The second item of business was the Commissioner’s Report presented by 30 

Commissioner Beals. Commissioner Beals informed the Board that on May 17, 31 

ELECT conducted a Continuity of Operations (“COOP”) meeting for Election 32 

Day. The Commissioner stated that ELECT had made progress on implementing 33 

the legislative changes such as Same Day Registration, Pre-Registration of 16 year 34 

olds, and Absentee Reporting by Precincts. Commissioner Beals informed the 35 

Board that ELECT’s Policy team will be releasing a new General Registrar and 36 

Electoral Board (“GREB”) Handbook this summer. The Commissioner advised the 37 

Board of deadlines for registration, early voting and requesting absentee ballots 38 

related to the June 21 Primary Election.  39 

Chairman Brink stated that the Board directed him to write letters to the 40 
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Chairs of the Democratic and Republican parties of Virginia regarding the local 41 

political party’s recommendation for the appointment to local Electoral Boards. 42 

This letter appears as APPENDIX: A. The Chairman stated that the Board directed 43 

him to write a letter to the Chief Justice of the Supreme Court of Virginia asking 44 

for assistance in making local circuit courts aware of the importance of those 45 

appointed. This letter appears as APPENDIX: B.  46 

The third item of business was the Split Precinct Waiver for Bedford 47 

County, presented by Daniel Davenport, ELECT Policy Analyst. These documents 48 

are in the Working Papers for the May 24, 2022 Meeting. Chairman Brink deferred 49 

consideration of the waiver for precinct 104. Delegate Merricks moved to approve 50 

the waiver for precincts 303 and 503 of Bedford County. Vice Chair O’Bannon 51 

seconded the motion and the motion passed unanimously. A roll call vote was 52 

taken:  53 

Chairman Brink – Aye 54 

Vice Chair O’Bannon – Aye 55 

Secretary Alvis-Long – Aye 56 

Ms. Chiang – Aye 57 

Delegate Merricks – Aye 58 

The fourth item of business was the Electronic Poll Book Standards and 59 

Certification Overview, presented by Karen Hoyt-Stewart, Locality Security 60 
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Program Manager. This PowerPoint presentation is in the Working Papers for the 61 

May 24, 2022 Meeting. No motion was heard. 62 

The fifth item of business was the Elections System & Software Expresspoll 63 

7.2.4.0 Certification, presented by Karen Hoyt-Stewart, Locality Security Program 64 

Manager. This report is in the Working Papers for the May 24, 2022 Meeting. 65 

Delegate Merricks moved that the Board certify the use of Election Systems & 66 

Software ExpressPoll 7.2.4.0 electronic pollbook in elections in the 67 

Commonwealth of Virginia, pursuant to the Virginia State Certification of 68 

Electronic Pollbooks: Requirements and Procedures. Ms. Chiang seconded the 69 

motion and the motion passed unanimously. A roll call vote was taken: 70 

Chairman Brink – Aye 71 

Vice Chair O’Bannon – Aye 72 

Secretary Alvis-Long – Aye 73 

Ms. Chiang – Aye 74 

Delegate Merricks – Aye 75 

The sixth item of business was the Advisory Review Workgroup 76 

Presentation, presented by Lisa Koteen Gerchick. This PowerPoint presentation is 77 

in the Working Papers for the May 24, 2022 Meeting. No motion was heard. 78 

Chairman Brink opened the floor to public comment. Christopher Page 79 

asked to have his statement put into the minutes. His statement appears as 80 
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APPENDIX: C. Mae Tucker, Vice Chairwoman of Nottoway County Electoral 81 

Board asked to have her statement put into the minutes. Her statement appears as 82 

APPENDIX: D. Rodney Reynolds, Nottoway County General Registrar asked to 83 

have his statement put into the minutes. His statement appears as APPENDIX: E.84 

 Thomas Crews, Chairman of the Nottoway County Democratic Committee 85 

asked to have his statement put into the minutes. His statement appears as 86 

APPENDIX: F. Christine Brim, Fairfax County Republican Committee Elections 87 

Integrity Working Group asked to have her statement put into the minutes. Her 88 

statement appears as APPENDIX: G. Sarah Allen, Ann Grigorian, Diana-Lynn 89 

Wilkson, James Nachman, Chairman of Richmond City Electoral Board; and 90 

Susan Hogge, President of Republican Woman of Greater Richmond addressed the 91 

Board.  92 

At 2:18 P.M., Delegate Merricks moved, pursuant to Virginia Code Section 93 

2.2-3711(A)(7), that the Board go into closed session for the purpose of discussing 94 

pending and threatened litigation. In accordance with Section 2.2-3712(F), Susan 95 

Beals, Commissioner of Elections, Daniel Davenport, ELECT Policy Analyst, and 96 

Joshua Lief of the Office of the Attorney General will attend the closed session 97 

because their presence will reasonably aid the Board in its consideration of the 98 

subject of the meeting. Vice Chair O’Bannon seconded the motion and the motion 99 

passed unanimously. A roll call vote was taken: 100 
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Chairman Brink – Aye 101 

Vice Chair O’Bannon – Aye 102 

Secretary Alvis-Long – Aye 103 

Ms. Chiang – Aye 104 

Delegate Merricks – Aye 105 

At 3:07 P.M., Delegate Merricks moved to reconvene in open session, and 106 

take a roll call vote certifying that to the best of each member’s knowledge (i) only 107 

such public business matters lawfully exempted from open meeting requirements 108 

under this chapter and (ii) only such public business matters as were identified in 109 

the motion by which the closed meeting was convened were heard, discussed, or 110 

considered. Vice Chair O’Bannon seconded the motion and the motion passed 111 

unanimously. A roll call vote was taken: 112 

Chairman Brink – Aye 113 

Vice Chair O’Bannon – Aye 114 

Secretary Alvis-Long – Aye 115 

Ms. Chiang – Aye 116 

Delegate Merricks – Aye 117 

Vice Chair O’Bannon moved to approve the waiver for split precinct 104 of 118 

Bedford County. Delegate Merricks seconded the motion and the motion passed 119 

unanimously. A roll call vote was taken:  120 
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Chairman Brink – Aye 121 

Vice Chair O’Bannon – Aye 122 

Secretary Alvis-Long – Aye 123 

Ms. Chiang – Aye 124 

Delegate Merricks – Aye 125 

Ms. Chiang moved to adjourn the meeting. Delegate Merricks seconded the 126 

motion and the motion passed unanimously. The meeting adjourned at 3:09 P.M. 127 

___________________________ 128 
Chairman 129 
 130 
___________________________ 131 
Vice-Chairman 132 
 133 
___________________________ 134 
Secretary 135 
 136 
___________________________ 137 
Board Member 138 
 139 
___________________________ 140 
Board Member 141 
  142 
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APPENDIX: A 143 
Letters to the Chair of the  144 

Democratic and Republican Parties of Virginia  145 
  146 
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* VIRGINIA *

STATE BOARD Of ELECTIONS

June 3,2022

The Honorable S. Bernard Goodu,1,1

ChiefJustice
Supreme Court of Virginia
P.O. Box 1315

100 North Nrnth Street

Richmond, Y A 2321 8-1,31, 5

Deat Chief Justice Goodwr''n:

Under 524.2-103 of the Code of Virginia, the State Board of Elections is responsible for supen'ising

and coordinaung the work of local Electoral Boatds to obtain uniformitl, in their practices and

proceedrngs and legality and puriq, in all elecuons. I am writing, at the direction of the State Board,

to request your assistance in emphasizing the rmportance of appointments to those Boards. Recent

unfortunate events invoh.ing Electoral Board members har-e demonstrated the sensitir,'iw of those

positions. Two key aspects tequfued of a boatd member are that they take all tequired training and

are able to grasp both the laws gor.'erning elecdons and the duties of assuming public office.

Virginia's 1,33 local Electoral Boards plav a critical role rn the conduct of elections in the

Commonwealth. 'Ihe authoritv fot the admirustation of all aspects of elections for each localig'',

including oversight of the General Registrar/Ditector of Elections, rests with those Electoral
Boatds.

By the attached letter, I have written to the chairs of the two state parties, reminding them of the
important responsibilin held by local parties in recommendrng membets to se1a,-e on their localiw's
Electoral Board. I har.e asked them to reinforce these expectadons with their local partv chairs.

Srmiladv, I am respectful\' asking for your assistance rn reminding the Crcuit Courts of their
responsibility in appoinung Electoral Board members. I request that you communicate the

significance of positions on local Electoral Boards to the Chief Judges of local Circuit Courts and

encourage them to demonstrate that understanding when they make apporntments to those boards.

Thank vou for your attention to this important matter.

Sincetely,

kt'-'l
Chairman

Encl: Letter to DPVA/RPV

1100 Bank Street
Washington Building - First Floor

Richmond, Y A 232L9-3947
www.elections.virginia. gov

Telephone: (804) 864-8901

Toll Free: (800) 552-9745

TDD: (800) 260-3466

inf o@elections.virginia. gov
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Letter of Concern 

 Christine Brim 

Fairfax GOP Election Integrity Committee 

christinebrim@protonmail.com 

 

(Links are pasted in the text in entirety throughout the document. Recommendations are in Red 

text). 
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INTRODUCTION 
 

This letter of concern addresses the April 13, 2022 certification by the Virginia State Board of 

Elections of the KNOWiNK Poll Pad versions 2.5.8 and Poll Pad Plus version 3.0.1, pursuant to 

the State Certification of Electronic Pollbooks: Requirements and Procedures, under the 

applicable code section 24.2-611. This document discusses issues that could require mitigation 

by ELECT or the vendor. The document also provides some background on electronic pollbooks 

(EPB) in Virginia for the general reader, to provide context for concerns raised here on 

KNOWiNK electronic pollbooks.  The document will undergo revisions based on comments and 

corrections.  

 

INSTALLED BASE OF KNOWINK POLLPADS 
 

The KNOWiNK PollPad version 2.5.8 and Poll Pad Plus version 3.0.1 were certified on April 13 

by the SBE. The issues raised in this document focus on identifying possible risks for the 

installed base of KNOWiNK Pollpads in Virginia. I don’t know the size of the installed base of 

the equipment across Virginia, other than the estimate provided on April 13 by Locality Security 

Program Manager Karen Hoyt-Stewart, who stated “I can’t remember exactly how many 

localities but it’s like, probably 20, 30 that have KNOWiNK…” 

(https://www.youtube.com/watch?v=_CZHcu6V8ac ). The largest county in the state, Fairfax,  

used KNOWiNK pollpads for 16 in-person absentee satellites in 2021 and 247 Election Day 

precincts.  

 

TRANSPARENCY #1:  PROVIDE THE KNOWiNK POLL PAD 2022 VSTL ASSESSMENTS  
 

Citizens have access only to open source materials: state-provided equipment test results, 

acquisition documents, news reports, academic papers and so on. This document is based on 

those available resources.  

 

Unfortunately, ELECT staff did not provide any detailed reports or test results for KNOWiNK 

Pollpads for the April 13, 2022 SBE meeting. ELECT provided only three pages: a memo 

describing the recertification process, a single page letter from SLI Compliance describing the 

testing process, and a letter stating that a mock election had been held with the new versions of 

the KNOWiNK Pollpad 

(https://townhall.virginia.gov/l/GetFile.cfm?File=meeting\151\34697\Agenda_ELECT_34697_v

2.pdf ).   

 

The March 31, 2022 single page letter from SLI Compliance briefly summarized their ongoing 

concerns with the KNOWiNK Pollpads: “It has been determined that the KNOWiNK Poll Pad 

2.5.8 & 3.0.1 ePollBook systems meet the audited acceptance criteria of the State of Virginia’s 

ePollBook Standard, meets the requirements of Virginia Election Laws §24.2, except for 

masking/unmasking of passwords (T0065). Also, it was not verified that the Poll Pad Plus cannot 

be connected to a voting system. It is also strongly recommended that strict configuration 

guidelines be supplied to the jurisdiction to lock down the Poll Pad Plus devices to specific 

networks and systems.”  

https://www.youtube.com/watch?v=_CZHcu6V8ac
https://townhall.virginia.gov/l/GetFile.cfm?File=meeting/151/34697/Agenda_ELECT_34697_v2.pdf
https://townhall.virginia.gov/l/GetFile.cfm?File=meeting/151/34697/Agenda_ELECT_34697_v2.pdf
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The omission of detailed test reports was unexpected and concerning, because just two years ago 

ELECT had provided detailed test results in the public materials for the May 26, 2020 SBE 

meeting that certified KNOWiNK Poll Pad version 2.5.0. See 

https://townhall.virginia.gov/l/GetFile.cfm?File=Meeting%5C151%5C30344%5CAgenda_ELE

CT_30344_v1.pdf . Those 2020 tests were conducted using the Commonwealth of Virginia 2019 

EPB Test Cases v3 and the Virginia Electronic Pollbook final standards 2020.  

 

As a result of ELECT staff omitting the test results in the 2022 materials, the SBE and the public 

do not know if the risks cited in the May 26, 2020 test results have been remediated, or if new 

risks were identified in 2022. If the SBE was shown the results and the public was not, the SBE 

and ELECT staff might offer the public their reasoning for reducing election transparency in 

2022 compared to 2020. 

 

The 2020 Virginia Electronic Pollbook Standard has several requirements for the vendor to 

report to ELECT about electronic pollbook test results, but none for ELECT to report to the SBE 

about those same results. (See below for the 2015 EPB Standard, which did list requirements for 

ELECT to report to the SBE.) 

 

When election equipment test results that were previously published in 2020 are no longer made 

public for new versions in 2022, voters’ confidence in election integrity is understandably 

diminished. Other states such as California and Texas publish election equipment assessments, 

and Virginia itself has published detailed test results for election equipment in the past, 

including: 

 

ES &S EVS 6.0.4.0 Certification, August 6, 2019 

https://townhall.virginia.gov/L/GetFile.cfm?File=Meeting%5C151%5C29431%5CAgend

a_ELECT_29431_v2.pdf 

 

KNOWiNK Pollpad 2.5.0 Certification, May 26, 2020 

https://townhall.virginia.gov/l/GetFile.cfm?File=Meeting%5C151%5C30344%5CAgend

a_ELECT_30344_v1.pdf 

 

 

Virginia should set an objective to become a national model for public transparency for all 

election equipment documents, as part of the mission of the Chief Transformation Officer’s 

commitment to greater transparency and accountability. 

 

TRANSPARENCY #2: PROVIDE TEST REPORTS FOR THE ES&S EXPRESSPOLL 
 

Equipment test documentation for the “Elections System & Software Expresspoll 7.2.4.0 

Certification” provided in advance of the May 24, 2022 SBE meeting is comparable to the three 

summary pages provided for the April 13, 2022 SBE meeting for the KNOWiNK Poll Pads. That 

omission is concerning, because the Expresspoll is not without problems.  

 

https://townhall.virginia.gov/l/GetFile.cfm?File=Meeting%5C151%5C30344%5CAgenda_ELECT_30344_v1.pdf
https://townhall.virginia.gov/l/GetFile.cfm?File=Meeting%5C151%5C30344%5CAgenda_ELECT_30344_v1.pdf
https://townhall.virginia.gov/L/GetFile.cfm?File=Meeting%5C151%5C29431%5CAgenda_ELECT_29431_v2.pdf
https://townhall.virginia.gov/L/GetFile.cfm?File=Meeting%5C151%5C29431%5CAgenda_ELECT_29431_v2.pdf
https://townhall.virginia.gov/l/GetFile.cfm?File=Meeting%5C151%5C30344%5CAgenda_ELECT_30344_v1.pdf
https://townhall.virginia.gov/l/GetFile.cfm?File=Meeting%5C151%5C30344%5CAgenda_ELECT_30344_v1.pdf
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The ES&S ExpressPoll equipment reportedly had software programming issues in the 

Pennsylvania primaries earlier this month in Berks County (see 

https://www.wfmz.com/news/area/berks/berks-distributing-paper-ballots-after-widespread-

problems-with-new-electronic-poll-books/article_368aebf8-d5e6-11ec-9a3a-3396aa8275c2.html 

). Hardware problems are also a concern; ExpressPoll uses the Microsoft Surface Go as a tablet, 

which has had security issues (see for example the Surface Go 2 issue here 

https://www.techepages.com/microsoft-surface-laptops-impacted-with-critical-bluetooth-

vulnerability/ ).   

 

Counties using the 7.2.4.0 ES&S ExpressPoll will find useful information in the Pennsylvania 

certification for ExpressPoll 7.2.0.0 tablets (a slightly earlier version of the software). For 

practical deployment advice, see the recommendations starting on page 12. They seem even 

more relevant for the newer 7.2.4.0 version being certified in Virginia. For the Pennsylvania 

certification, see 

https://www.dos.pa.gov/VotingElections/Documents/Voting%20Systems/ExpressPoll%207200/

Electronic%20Poll%20Book%20Approval%20Report%20ExpressPoll%207200%20Final.pdf  

 

As a specific action to achieve the objective of transparency, ELECT staff should provide in the 

meeting materials for the June 2022 SBE meeting all VSTL test results and any other relevant 

documentation for the 2022 certification of KNOWiNK Poll Pads and the ES&S ExpressPoll 

equipment. ELECT should provide similar documentation in SBE meeting agenda materials for 

all other election equipment in the future. 

 

GENERAL REGISTRARS AND LOCAL STAFF NEED MORE SUPPORT FROM ELECT TO MEET 
COMPLIANCE DEMANDS 
 

Implementation of any electronic pollbook system across multiple locations can be challenging, 

as seen in the problems encountered with the ES&S ExpressPoll in Berks County, PA and with 

KNOWiNK Poll Pads in Franklin County, OH. In all states, both county election administrators 

and the vendors share responsibility for the logistics and security requirements for deploying 

EPB’s, including initial programming of election definitions for the EPB system, voter database 

uploads and downloads, training, systems integration with peripherals, connectivity functionality 

and security, quality control and contingency planning.  

 

The 2020 state-wide EPB Standard requires a minimal acceptance test for certification, a single 

“mock election” in one jurisdiction testing against a set of functional requirements. Certification 

does not address other issues essential to successful deployments of EPBs, including realistic 

stress tests of the EPBs, user experience (UX) tests with actual users (not vendor or IT 

employees), disaster recovery and contingency planning, and evaluations of training materials 

and methods. 

 

In response to concerns raised at the April 13, 2022 SBE meeting about the ability of local 

election offices to deploy EPB’s and their need for assistance, ELECT staff provided a one-page 

form in the May 24, 2022 SBE meeting materials (p. 39), a satellite voting security checklist. See 

the meeting materials here: 

https://www.wfmz.com/news/area/berks/berks-distributing-paper-ballots-after-widespread-problems-with-new-electronic-poll-books/article_368aebf8-d5e6-11ec-9a3a-3396aa8275c2.html
https://www.wfmz.com/news/area/berks/berks-distributing-paper-ballots-after-widespread-problems-with-new-electronic-poll-books/article_368aebf8-d5e6-11ec-9a3a-3396aa8275c2.html
https://www.techepages.com/microsoft-surface-laptops-impacted-with-critical-bluetooth-vulnerability/
https://www.techepages.com/microsoft-surface-laptops-impacted-with-critical-bluetooth-vulnerability/
https://www.dos.pa.gov/VotingElections/Documents/Voting%20Systems/ExpressPoll%207200/Electronic%20Poll%20Book%20Approval%20Report%20ExpressPoll%207200%20Final.pdf
https://www.dos.pa.gov/VotingElections/Documents/Voting%20Systems/ExpressPoll%207200/Electronic%20Poll%20Book%20Approval%20Report%20ExpressPoll%207200%20Final.pdf
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https://townhall.virginia.gov/l/GetFile.cfm?File=meeting\151\34698\Agenda_ELECT_34698_v4

.pdf  

 

According to the accompanying PowerPoint in the SBE meeting materials, election 

administrators must complete and submit the checklist (presumably) to ELECT staff for their 

review. The PowerPoint states, “Early Voting Absentee Voting Checklist is submitted by 

localities for all satellite locations with EPB connectivity”  

 

The concerns raised on April 13 were more generally about General Registrar deployment of 

EPB’s, but the connectivity question is key, so let’s look at the utility of that Checklist. The full 

10-page “Early Voting Absentee Voting Checklist,” not just the one page included in the 

meeting materials, is here: https://www.elections.virginia.gov/media/formswarehouse/absentee-

voting/Satellite-Early-Voting-Readiness-Checklist-FINAL-(1).pdf .  

 

The Checklist raises more questions than it answers, including: 

 

• Do General Registrars and their staff have the training, tools and expertise to understand 

the technical citations in the Checklist and complete it accurately? Does ELECT provide 

them with assistance if they require it?  

 

• Who in ELECT evaluates each Checklist once it is submitted, for accuracy and 

completeness? Is the Checklist shared with VITA staff for additional security review, or 

only reviewed by ELECT staff? What is the evaluation methodology? What is the 

expertise of the reviewer?  

 

• If items are left off the Checklist or security problems are identified in review, who is 

responsible for remediating the problem? How is that remediation documented? 

 

• Does the reviewer create a report about the data in all the Checklists? Who reads and 

evaluates that report if one is created? Is the report provided to the Secretary of 

Administration’s office? Can the report be posted online at the ELECT website for public 

review? 

 

• Are Checklists kept as part of election materials for the prescribed time period? Are they 

in whole or part available to the public for inspection? 

 

• Is the Checklist completed during a trial setting up and testing the technology for security 

compliance, or is it completed in the day prior to the start of early voting when staff are 

working long hours already? 

 

 

If all localities had staff that were trained to understand and implement the requirements in the 

Checklist’s “Addendum – Secure Connection Requirements” and the following Appendix (pages 

5 to 10), ELECT could be confident in the cybersecurity and networking expertise of local 

Registrars. The Addendum includes literally dozens of NIST specifications which must be 

understood and followed, as well as the HB2178 Minimum Security Checklist. As an example, 

https://townhall.virginia.gov/l/GetFile.cfm?File=meeting/151/34698/Agenda_ELECT_34698_v4.pdf
https://townhall.virginia.gov/l/GetFile.cfm?File=meeting/151/34698/Agenda_ELECT_34698_v4.pdf
https://www.elections.virginia.gov/media/formswarehouse/absentee-voting/Satellite-Early-Voting-Readiness-Checklist-FINAL-(1).pdf
https://www.elections.virginia.gov/media/formswarehouse/absentee-voting/Satellite-Early-Voting-Readiness-Checklist-FINAL-(1).pdf
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look at “CM-6 Configuration Settings” (p. 7). The Checklist makes the assumption that localities 

can meet the standards in the HB2178 Minimum Security Checklist.  

 

Yet in a November 18, 2021 press release, ELECT itself publicized the problems that localities 

encounter with HB2178 compliance. The press release announced an award presented to 

ELECT’s former CIO/CISO Daniel Persico, stating “After the General Assembly passed 

HB2178, authorizing the creation of security standards for elections, he [Persico] oversaw the 

establishment of these election cybersecurity Minimum Security Standards. When many 

localities could not meet these standards, he began searching for a way to bridge the gap 

without funding…” Persico’s solution was to create “Cybernavigators,” college students who 

have passed a course in cybersecurity, who will help localities improve their election 

cybsersecurity processes https://www.elections.virginia.gov/news-releases/virginia-department-

of-elections-ciociso-wins-award-for-strengthening-the-commonwealths-cybersecurity.html. 

 

In short, when the former ELECT CIO/CISO states that in reality, localities cannot meet the 

standards for HB2178, that problem isn’t solved by requiring localities to attest on a form that 

they have met the HB2178 standards (along with dozens of NIST standards…) for VPN and 

Secure Wireless connections. It’s also not fair to the localities and their employees. 

 

General Registrars and their staff need realistic support to solve a myriad of potential security 

problems in order to achieve actual, not merely paper, compliance with the standards cited in the 

“Checklist” for electronic pollbooks.  

 

LEARNING FROM OTHER STATES 
 

Perhaps examples of test reports for KNOWiNK from other states would be helpful for a 

comparison with Virginia’s 2020 report on KNOWiNK, and the lack of any report in 2022. For 

example, look at the California’s “Staff Report Prepared by Secretary of State’s Office of Voting 

Systems Technology Assessment for KNOWiNK Poll Pad Version 2.5.0” from January 30, 

2020. Testing was done by both staff and SLI over a period of seven days rather than Virginia’s 

two to three days of testing. https://verifiedvoting.org/wp-

content/uploads/2020/09/CA_KNOWiNK_250-staff-rep.pdf . Multiple issues were found and the 

mitigation efforts by KNOWiNK were recorded for each. The level of detail provided in the 

report is far greater than in the Virginia reports. The same VSTL, SLI Compliance, is preparing 

the reports; the reports presumably vary because of different expectations in the state election 

offices. 

 

California also posts the Source Code report on KNOWiNK for public review; see 

https://votingsystems.cdn.sos.ca.gov/vendors/knowink/ki-2-5-0-source.pdf , listing eight 

vulnerabilities in January 2020 including one involving a failure to use the encryption 

functionality that had been provided in the code. All of these were later resolved. Virginia 

receives a source code analysis from SLI but does not publish it. I don’t know if summary 

versions of these reports are provided to the SBE; if they are, but not provided to the public, we 

should at least know that SBE is receiving them.  

 

https://www.elections.virginia.gov/news-releases/virginia-department-of-elections-ciociso-wins-award-for-strengthening-the-commonwealths-cybersecurity.html
https://www.elections.virginia.gov/news-releases/virginia-department-of-elections-ciociso-wins-award-for-strengthening-the-commonwealths-cybersecurity.html
https://verifiedvoting.org/wp-content/uploads/2020/09/CA_KNOWiNK_250-staff-rep.pdf
https://verifiedvoting.org/wp-content/uploads/2020/09/CA_KNOWiNK_250-staff-rep.pdf
https://votingsystems.cdn.sos.ca.gov/vendors/knowink/ki-2-5-0-source.pdf
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The California Executive Summary for tests on a later KNOWiNK version - v2.5.2.01b, from 

Jun 2020 - is particularly helpful in concisely presenting important details, including problems 

and resolutions, A document like this Executive Summary would be helpful for the Virginia SBE 

and interested citizens. See 

https://votingsystems.cdn.sos.ca.gov/vendors/knowink/25201b/pollpad-exec.pdf . This California 

Executive Summary lists issues in detail that were uncovered by the tests, and the status in 

resolving those issues. The Virginia ELECT/VSTL reports on the other hand provide a long list 

of all the tests that were passed, which is helpful and a necessary first step; but then the Virginia 

reports provide a minimum of information about actual problems, much less their resolution. 

This approach runs the risk of blindsiding the SBE or ELECT management later with problems 

that could have been remediated had they been identified earlier. 

 

 

Pennsylvania state elections office provides a model set of implementation guidelines for 

localities for the ExpressPoll EPB, starting on page 12  in their certification document 

https://www.dos.pa.gov/VotingElections/Documents/Voting%20Systems/ExpressPoll%207200/

Electronic%20Poll%20Book%20Approval%20Report%20ExpressPoll%207200%20Final.pdf . 

The recommendations could apply to any EPB system and include pilot tests, phased-in 

deployments, extensive training in advance of elections (p. 13), training to detect cyber attacks, 

proof-of-concepts for integrated systems, and disaster recovery plans.  

 

In sum, other states are doing detailed testing, publishing results with greater transparency, 

engaging in a productive dialogue with vendors showing resolution of multiple issues identified 

across a longer testing period, and taking a realistic approach to the needs of localities installing 

new technology. There are useful lessons here for Virginia. 

 

LACK OF FEDERAL STANDARDS  
 

Electronic pollbooks, like other election equipment, are highly competitive products introducing 

new features and functionality for election administrators.  But innovations that expand 

operational intelligence and networked efficiencies can also introduce new complexity and 

vulnerabilities. Election officials don’t want to find themselves unexpectedly beta-testing new 

software upgrades or network patches, possibly with inadequate vendor documentation or 

training. The Election Assistance Commission is trying to resolve this problem of technology 

adoption with a proposed “Voluntary Voting System Guidelines Lifecycle Policy” for all 

election equipment (see https://www.eac.gov/news/2022/04/05/eac-adopts-voluntary-voting-

system-guidelines-lifecycle-policy ).  

 

However, the VVSG Lifecycle Guidelines don’t currently apply to electronic pollbooks because 

the EAC still does not set standards for electronic pollbooks. In November 2021, the EAC made 

a small first step and sponsored a roundtable discussion on E-Poll book testing for a pilot 

program ( https://www.eac.gov/events/2021/11/17/roundtable-discussion-e-poll-book-testing-

pilot-program-considerations), but years may pass before a final standard is approved. Given the 

EAC’s delays in setting national voluntary standards for electronic pollbooks, Virginia and a 

handful of other states have set their own standards. The Virginia standard should be reviewed 

and amended as needed periodically by the SBE and ELECT. 

https://votingsystems.cdn.sos.ca.gov/vendors/knowink/25201b/pollpad-exec.pdf
https://www.dos.pa.gov/VotingElections/Documents/Voting%20Systems/ExpressPoll%207200/Electronic%20Poll%20Book%20Approval%20Report%20ExpressPoll%207200%20Final.pdf
https://www.dos.pa.gov/VotingElections/Documents/Voting%20Systems/ExpressPoll%207200/Electronic%20Poll%20Book%20Approval%20Report%20ExpressPoll%207200%20Final.pdf
https://www.eac.gov/news/2022/04/05/eac-adopts-voluntary-voting-system-guidelines-lifecycle-policy
https://www.eac.gov/news/2022/04/05/eac-adopts-voluntary-voting-system-guidelines-lifecycle-policy
https://www.eac.gov/events/2021/11/17/roundtable-discussion-e-poll-book-testing-pilot-program-considerations
https://www.eac.gov/events/2021/11/17/roundtable-discussion-e-poll-book-testing-pilot-program-considerations
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RECOMMENDED ADDITIONS TO VIRGINIA STANDARD FOR ELECTRONIC POLLBOOKS  
 

The January 2020 Virginia Electronic Pollbook (EPB) Certification Standard appears to be 

current. It was a revision on the earlier 2015 EPB Standard.  See 

https://www.elections.virginia.gov/media/election-security/Virginia_Electronic-Pollbook-

Certification-Standard-FINAL.pdf .  

 

The 2020 EPB Standard could benefit from three additions. 

 

On January 28, 2020, the PowerPoint presentation to the SBE describing the new 2020 EPB 

standard (p. 324) noted that the new standard eliminated two requirements that had been in the 

2015 EPB Standard: the “Technical Requirements Evaluation” and the “Virginia Functional 

Configuration Audit.” 

https://townhall.virginia.gov/L/GetFile.cfm?File=Meeting%5C151%5C30342%5CAgenda_ELE

CT_30342_v7.pdf 

 

To review those two eliminated requirements, see the earlier 2015 version of the Virginia 

Electronic Pollbook Standard here 

https://www.eac.gov/sites/default/files/eac_assets/1/28/Virginia%20EPB%20Certification%20Pr

ocedures%20and%20System%20Requirements%20REV-05151.pdf .  

 

Technical Requirements Evaluation: On page 13, the 2015 EPB Standard specified the 3.2 

“Technical Requirements Evaluation.” This set of requirements lists the documents to be 

submitted to the SBE, including: 

 

1. A full copy of the Technical Data Package (TDP); 

2. A copy of the Test Plan, Test Report and all Test Procedures and Test Cases from the 

VSTL; 

3. A release to the VSTL to respond to any requests for information from all agencies in 

the Commonwealth of Virginia; 

REV-0515 12 

4. A release to other state election administration agencies which have certified the 

system or prior versions of the system to respond to any requests for information from the 

Commonwealth of Virginia.” 

 

No equivalent list of documents to be submitted to the SBE is listed in the revised 2020 standard.   

 

Section 3.2 also states “SBE will not allow any EPB software wholly or containing components 

utilizing Alpha or Beta versions of software or programs to be tested.” No equivalent 

requirement is in the 2020 standard. 

 

Virginia Functional Configuration Audit: On page 15, the 2015 “Virginia Functional 

Configuration Audit” requirement recommended looking at the experiences of other states with 

the electronic pollbooks. ELECT should make this an ongoing initiative and report findings of 

best practices to the SBE for continuous improvements in the EPB Standard and 

https://www.elections.virginia.gov/media/election-security/Virginia_Electronic-Pollbook-Certification-Standard-FINAL.pdf
https://www.elections.virginia.gov/media/election-security/Virginia_Electronic-Pollbook-Certification-Standard-FINAL.pdf
https://townhall.virginia.gov/L/GetFile.cfm?File=Meeting%5C151%5C30342%5CAgenda_ELECT_30342_v7.pdf
https://townhall.virginia.gov/L/GetFile.cfm?File=Meeting%5C151%5C30342%5CAgenda_ELECT_30342_v7.pdf
https://www.eac.gov/sites/default/files/eac_assets/1/28/Virginia%20EPB%20Certification%20Procedures%20and%20System%20Requirements%20REV-05151.pdf
https://www.eac.gov/sites/default/files/eac_assets/1/28/Virginia%20EPB%20Certification%20Procedures%20and%20System%20Requirements%20REV-05151.pdf
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implementations. California and Pennsylvania publish electronic pollbook test reports with 

examples of best practices in deploying electronic pollbooks in election offices where staff 

experience levels may vary.  

 

RECOMMENDATIONS:  

1. The 2020 EPB Standard should be amended to add a requirement for ELECT to report to the 

SBE, modeled on the 2015 EPB “Technical Requirements Evaluation.” 

2. The 2020 EPB Standard should be amended to add a prohibition against testing with Alpha or 

Beta versions of the software, as stated in the 2015 EPB “Technical Requirements Evaluation.” 

3.  The 2020 EPB Standard should be amended to require ELECT to learn about best practices 

for electronic pollbook testing, deployment and transparency used by other states. 

 

Undoubtedly other aspects of the 2020 EPB Standard need to be reviewed and updated by 

ELECT, especially to conform to new requirements for “Same-Day Registration” and emerging 

requirements for the voter registration database replacing VERIS. 

 

VIRGINIA ELECTION INFRASTRUCTURE PRESENTS UNRESOLVED COMPLEX AND 
INTERDEPENDENT RISKS 

Efforts to mitigate electronic pollbook risks don’t occur in a vacuum. If they are to be used in 

Virginia, electronic pollbooks must function securely in the risky integrated system of systems of 

today’s highly computerized and networked elections. Many ongoing risks affect the IT security 

of elections in Virginia, including VERIS instability, state and county problems with IT project 

evaluation, staffing and training as identified in JLARC reports, recent state-level cybersecurity 

breaches including ransomware attacks in 2021 and 2022, insecure and non-compliant IT 

practices in some county election offices, localities’ lack of capacity to comply with HB2178 

minimum cybersecurity standards, and potential threats from insiders with elevated privileges. 

General Registrars, legislators, the media and the general public are aware of these existing 

challenges to cybersecurity potentially affecting both ELECT and Virginia’s 133 political units. 

All stakeholders want to resolve these issues.   

The next two years will increase the risk environment for EPB’s.  

 

• Many counties will be replacing aging election equipment (including EPB’s) in the next 

two years, placing additional workload and learning curve demands on existing staffs. 

Seasonal workers who staff early voting as extensions of the General Registrar’s office 

will need additional training on operations, connectivity and security for new EPBs, but 

county managers may not have planned for the additional staff time in their election 

administration budgets. Pre-election training, test runs on equipment  and disaster 

recovery planning are sometimes not adequately resourced by localities. 

 

• “Same-day” voter registration starts in 2022, and it could impose a new set of 

requirements for updating EPB’s both across counties during early voting and nightly to 

the main VERIS database. Tests should begin as soon as possible for all localities on 

handling same-day registration, and training support provided to General Registrars and 

their staffs.  
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• Over the next two years, the VERIS voter registration system will be transitioning to its 

new replacement voter registration database. The VERIS transition may place additional 

functional requirements on both new and existing EPB’s for uploads and daily updates, 

requiring recertification if the changes are not de minimus. The transition will be 

demanding for all involved, adding to existing workload. 

 

EPB’s will face significant future challenges that can be anticipated and planned for in advance. 

Therefore, in addition to the “cybernavigators” assistance, localities will need the financial 

resources and ongoing professional support to help with the connectivity and security challenges 

in deploying EPB’s as well as other election equipment.  

 

THE PAPER POLLBOOK BACKUP: ONLY A PARTIAL SOLUTION GIVEN VIRGINIA EARLY 
VOTING REQUIREMENTS 
 

Given the risks with electronic pollbooks, some counties in other states are now returning to 

paper poll books. In 2020, Franklin County, OH - the largest county in the state with 1.34 million 

residents and over 830,000 registered voters at the time – had problems with KNOWiNK 

pollpads and switched to paper pollbooks. See 

https://www.dispatch.com/story/news/politics/elections/2020/11/03/franklin-county-shifts-paper-

pollbooks-after-data-upload-problem/6135788002/ Franklin County had problems again in their 

2021 elections with KNOWiNK pollpads failing to update, and the county is now reporting 

weekly to the Secretary of State to fix the problems with KNOWiNK equipment. See 

https://www.ohiosos.gov/media-center/press-releases/2021/2021-11-04/ . 

 

Paper copies of pollbooks are required in Virginia in all precincts on Election Day by law. A 

March 15, 2021 ELECT Guidance marked “For Fairfax County Only” (filename EAA-

36865738-250222-1539-112.pdf) stated “Under Virginia Code §§24.2-610 and 24.2-611, all of 

your precincts must have a paper copy of their pollbook available on Election Day, even if you 

use EPBs…Paper Pollbook Requirement (new, starting November 2020): While a paper copy of 

the absentee pollbook is not required for absentee voting, it is encouraged. Virginia 

Administrative Code does now require all of your precincts to have a paper copy of their 

pollbook available on Election Day, even if you use EPBs.” 

 

Paper pollbooks work as a backup on Election Day, but are impractical under current Virginia  

law mandating that in-person voting must start 45 days before Election Day, on a county-wide 

basis. The laws requiring in-person absentee voting (24.2-701.1, 24.2-701.2) do not require  

pollbooks as a backup at satellite polling places. Satellite polling places serve entire counties, not 

just precincts, and in large counties the number of registered voters makes it difficult or 

impossible to print a county-wide pollbook. In Fairfax we have over 780,000 registered voters. 

 

ELECTRONIC POLLBOOKS REGULATIONS AT SATELLITE OFFICES 
 

Election officers (or employees of the Registrar’s office) have used laptops directly connected to 

the VERIS system as the backup for any failure of electronic pollbooks, as specified under 

https://www.dispatch.com/story/news/politics/elections/2020/11/03/franklin-county-shifts-paper-pollbooks-after-data-upload-problem/6135788002/
https://www.dispatch.com/story/news/politics/elections/2020/11/03/franklin-county-shifts-paper-pollbooks-after-data-upload-problem/6135788002/
https://www.ohiosos.gov/media-center/press-releases/2021/2021-11-04/
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1VAC20-70-60 Security requirements for absentee satellite offices” 

https://law.lis.virginia.gov/admincode/title1/agency20/chapter70/section60/ .  

 

Note in particular this section of VAC20-70-60, regarding the use of direct VERIS links as the 

pollbook backup: “4. Computer systems at the satellite office locations will be directly connected 

to the Virginia Electronic Registration Information System (VERIS). Electronic pollbooks 

connected to the cloud or to a virtual private network (VPN) will be linked to each other across 

various satellite office locations as well as the General Registrar's office. Voter credit will be 

uploaded into VERIS at the end of each day, and updated files will be uploaded at the beginning 

of each day to the electronic pollbooks.” 

 

The 2020 Virginia Electronic Pollbook Standard also specifies connectivity requirements for in-

person early voting (p. 8): 

“Any registered voter within each locality can vote at any one of the Early Voting 

locations within the specified period prior to Election Day. This requires each locality to 

have secure connectivity to the voter registration information (VRI) throughout the Early 

Voting period to: 

1. Confirm the person is eligible to vote in the election 

2. Confirm the person has not previously voted in the election 

3. Record voter history in real-time. 

 

Reference Appendix K for an additional list of security-related requirements that are 

applicable only for those vendors choosing to host EPBs in the Cloud, as a part of their 

solution for managed connectivity to/from locality devices during this Early Voting 

period.” 

 

 

Appendix K for EPB connectivity is a useful, but very general, set of requirements. See p. 40, 

https://www.elections.virginia.gov/media/election-security/Virginia_Electronic-Pollbook-

Certification-Standard-FINAL.pdf  

 

IF YOU CAN LOG IT, YOU CAN REPORT IT 
 

Both the Virginia 2020 EPB Standard, and KNOWiNK functionality require EPB audit and 

system logs for the entire election season. This could a valuable source of exportable data, 

independent of the VERIS system, for identifying voter maintenance issues. The data could be 

helpful as well for identifying system and human performance issues with the EBP’s, as well as 

possible cybersecurity issues in each satellite and precinct location across Virginia. All EPB’s 

rely on some kind of Mobile Device Manager (MDM) that gives the General Registrar staff 

remote access to the EPB’s in the field, typically across an encrypted VPN. That same system 

should be capable of aggregating log data for encrypted transmission from all localities to 

ELECT.  

 

The state should provide resources to ELECT for database design, warehousing and analysis for 

data from all logs for election equipment across the state, starting with the audit and system logs 

for EPB’s. A pilot project could start with KNOWiNK PollPad data from the 20 to 30 localities 

https://law.lis.virginia.gov/admincode/title1/agency20/chapter70/section60/
https://www.elections.virginia.gov/media/election-security/Virginia_Electronic-Pollbook-Certification-Standard-FINAL.pdf
https://www.elections.virginia.gov/media/election-security/Virginia_Electronic-Pollbook-Certification-Standard-FINAL.pdf
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estimated to be using that EPB system for the November 2022 election. Localized reports 

generated from the analysis can provide useful feedback to General Registrars and statewide 

reports should be provided to ELECT management, the SBE and the public. 

 

KNOWiNK RISKS IDENTIFIED IN CALIFORNIA AND VIRGINIA REPORTS 
 

Several issues with KNOWiNK Poll Pads are listed below. SLI Compliance conducted tests on 

KNOWiNK Poll Pads in 2020 for both Virginia and California, so there’s some overlap in what 

was found. The California tests appear to have been much more thorough, or at least the reports 

have much more detail.  Rather than excerpting the detailed California reports which identify 

dozens of individual issues in this document, it’s better to read them in entirety for the full 

context: 

 

• California Certification Security and Telecommunications Test Report for KNOWiNK 

version 2.5.0. https://votingsystems.cdn.sos.ca.gov/vendors/knowink/ki-2-5-0-sec.pdf  

 

• California Source Code Review for KNOWiNK version 2.5.0 

https://votingsystems.cdn.sos.ca.gov/vendors/knowink/ki-2-5-0-source.pdf 

 

• California Staff Report for KNOWiNK version 2.5.0  https://verifiedvoting.org/wp-

content/uploads/2020/09/CA_KNOWiNK_250-staff-rep.pdf 

 

• California certification for KNOWiNK version 2.5.2.01b 

https://votingsystems.cdn.sos.ca.gov/vendors/KNOWiNK/25201b/pollpad-approval.pdf. 

 

• California Executive Summary [including resolved issues] for KNOWiNK version 

2.5.2.01b https://votingsystems.cdn.sos.ca.gov/vendors/knowink/25201b/pollpad-

exec.pdf  

 

On a positive note, the California documents appear to indicate that KNOWiNK tries to resolve 

identified issues quickly and simply.  

 

Local configurations of Know Ink Poll Pads are a known risk 
 

The California and Virginia 2020 tests, and that single sentence in the SLI Compliance letter to 

ELECT in 2022, all emphasize that local configurations of the KNOWiNK EPB system present 

the major risk for mistakes and security lapses. Let’s look at how SLI presented this issue to 

ELECT in the SBE Virginia May 26, 2020 meeting materials: 

 

“Per Test Case T0074: Data Transfer Outside Approved Network, without the restrictions 

put into place by the MDM the Poll Pad is able to connect to any network that the 

administrators or jurisdiction chooses to connect and will transmit data on any network 

that it is successfully connected to. This requires that strict configuration guidelines need 

to be supplied to the jurisdiction to lock down the Poll Pad devices to specific networks.” 

 

 

https://votingsystems.cdn.sos.ca.gov/vendors/knowink/ki-2-5-0-sec.pdf
https://votingsystems.cdn.sos.ca.gov/vendors/knowink/ki-2-5-0-source.pdf
https://verifiedvoting.org/wp-content/uploads/2020/09/CA_KNOWiNK_250-staff-rep.pdf
https://verifiedvoting.org/wp-content/uploads/2020/09/CA_KNOWiNK_250-staff-rep.pdf
https://votingsystems.cdn.sos.ca.gov/vendors/KNOWiNK/25201b/pollpad-approval.pdf
https://votingsystems.cdn.sos.ca.gov/vendors/knowink/25201b/pollpad-exec.pdf
https://votingsystems.cdn.sos.ca.gov/vendors/knowink/25201b/pollpad-exec.pdf
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“The KNOWiNK Poll Pad Plus Electronic Poll Book system relies heavily upon security 

measures that are dependent upon third party technology and services, including Apple 

native IOS Security, Cisco Meraki MDM, and Amazon Web Services. Due to this 

compromise to the individual systems and services could affect the overall security of the 

system. 

 

The systems tested onsite can utilize wireless communications of any type. If the systems 

are not set up to the specific requirements of the Commonwealth [see above on localities 

being unable to comply with HB2178], then improper configuration could lead to 

compromise of the system. Utilization of unsecured/unauthorized wireless networks is an 

example….” 

 

“While not full-blown vulnerabilities, the following items could lead to issues or 

compromise if not properly monitored / managed…” 

 

“Any Wifi networking used by the jurisdictions is subject to processes and 

procedures set forth by the jurisdiction and was not specifically tested or reviewed. 

The Examination was conducted with attempts to circumvent or exploit vulnerabilities 

within the communication systems such as applicable and within legal boundaries in 

respect to third party services….” 

 

“The KNOWiNK Poll Pad Plus version 2.5.0, presented for examination, meets the 

requirements of Virginia Election Laws §24.2, except for masking/unmasking of 

passwords (T0065). 

 

Also, it was not verified that the Poll Pad Plus cannot be connected to a voting system. 

 

It is also strongly recommended that strict configuration guidelines be supplied to the 

jurisdiction to lock down the Poll Pad Plus devices to specific networks and systems.” 

 

 

Keep Pollpad In Kiosk Mode 
 

Tests in California on the 2.5.x versions of the KNOWiNK Poll Pad by SLI Compliance 

emphasize the importance of keeping the tablets in Guided Access/single-use/kiosk mode. See 

for example the California certification for KNOWiNK version 2.5.2.01b 

https://votingsystems.cdn.sos.ca.gov/vendors/KNOWiNK/25201b/pollpad-approval.pdf. Locking 

the poll pad into kiosk mode may also prevent the following risk identified in the “California 

Certification Security and Telecommunications Test Report” for KNOWiNK version 2.5.0. 

(https://votingsystems.cdn.sos.ca.gov/vendors/knowink/ki-2-5-0-sec.pdf ): 

 

“The application fails to prevent users from connecting to it over unencrypted 

connections. An attacker able to modify a legitimate user's network traffic could bypass 

the application's use of SSL/TLS encryption, and use the application as a platform for 

attacks against its users. This attack is performed by rewriting HTTPS links as HTTP, so 

https://votingsystems.cdn.sos.ca.gov/vendors/KNOWiNK/25201b/pollpad-approval.pdf
https://votingsystems.cdn.sos.ca.gov/vendors/knowink/ki-2-5-0-sec.pdf
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that if a targeted user follows a link to the site from an HTTP page, their browser never 

attempts to use an encrypted connection. The sslstrip tool automates this process.  

To exploit this vulnerability, an attacker must be suitably positioned to intercept and 

modify the victim's network traffic. This scenario typically occurs when a client 

communicates with the server over an insecure connection such as public Wi-Fi, or a 

corporate or home network that is shared with a compromised computer.”  

 

Additional Risks Identified in Virginia May 26, 2020 SLI Compliance Report 
 

https://townhall.virginia.gov/l/GetFile.cfm?File=Meeting%5C151%5C30344%5CAgenda_ELE

CT_30344_v1.pdf 

 

Supervisor ability to change voter status is necessary for election operations, but 

also something that audit logs should pick up for tracking. 

The fo4.16 Test Case Identifier: T0016: 24.2-653, 24.2-651.1.II.Voted 
The EPB must require a supervisor control 

to change the voter status from VOTED or another status 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book requires 

supervisor access to change a voter’s VOTED status to something else. 
 

Supervisor ability to change absentee status is necessary for election operations, but 

also something that audit logs should pick up for tracking. 
 

4.17 Test Case Identifier: T0017: 24.2-653, 24.2-711.II, 24.2-651.1.II.Absentee 
VA.S. § 24.2-653, 24.2-711.II, 24.2-651.1.II.Absentee - The EPB must require a 

supervisor control to add the absentee status. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book requires 

supervisor access to add absentee status 

 

Supervisor ability to change check-in status is necessary for election operations, but 

also something that audit logs should pick up for tracking. 
 

4.22 Test Case Identifier: T0022: Check-In Cancellation.I.Supervisor role 
VA.S. § Check-In Cancellation.I.Supervisor role - The EPB must have the ability 

to cancel a voter check-in, which requires Supervisor controls. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book requires 

supervisor controls to allow voter check-in cancellation. 

 

The Elections Administrator’s  ability to change workflow requirements, as well as 

state and jurisdiction procedures is necessary for election operations, but also 

something that audit logs should pick up for tracking. 
 

4.35 Test Case Identifier: T0035: Workflow Automation/Customization 
VA.S. § Workflow Automation/Customization - The EPB must be customizable 

so changes in workflow requirements and/or the change State and/or jurisdiction 

https://townhall.virginia.gov/l/GetFile.cfm?File=Meeting%5C151%5C30344%5CAgenda_ELECT_30344_v1.pdf
https://townhall.virginia.gov/l/GetFile.cfm?File=Meeting%5C151%5C30344%5CAgenda_ELECT_30344_v1.pdf
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procedures in the voter check-in process can be accommodated. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book is able to 

customize workflow and procedure of the voter check-in process through the 

ePulse system 

 

Since the EPB is continuously synchronizing across the EPulse network via an encrypted 

VPN, the security of the VPN and underlying internet connection must be properly 

configured, checked, logged and reported. 

4.37 Test Case Identifier: T0037: Continuous Check-In Count, Network 
VA.S. § Continuous Check-In Count, Network - The EPB must continuously 

display and automatically update the voter credits issued and synchronize with 

other units on a network 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book will automatically 

update and display the voter credits that have been issues and synchronize with 

other units on the network. 

 

CRUD Capabilities At Pollbook Level need to be logged and reported, especially given 

limited training of pollbook operators. 

4.40 Test Case Identifier: T0040: Retrieval of Voter Information.I 
VA.S. § Retrieval of Voter Information.I - The EPB must be able to add, remove, 

update and delete stored information. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book can add, remove, 

update and delete stored information. 

 

There’s simply no reason for ELECT to test the Pollbook and not have a range of  

voting systems available to test this requirement. Failing to do so accomplishes 

nothing but the deterioration of public confidence. 

4.48 Test Case Identifier: T0048: Voting System Not Required.II 
VA.S. § Voting System Not Required.II - The EPB cannot connect to the voting 

system. 

Summary of Testing: No voting system was available to functionally verify this 

requirement. 

 

 

Since the EPB in early voting is continuously synchronizing across the EPulse network via 

an encrypted VPN, the security of the VPN and underlying internet connection must be 

properly configured, checked, logged and reported. 

4.49 Test Case Identifier: T0049: Network Interruption.I 
VA.S. § Network Interruption.I - The EPB must be networkable. Once networked 

together all EPB’s must synchronize to the most current voter information. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book when networked 

with other Poll Pod Plus version 2.5.0 Poll Books will synchronize to the most 

current voter information. 
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Since the EPB in early voting is continuously synchronizing across the EPulse network via 

an encrypted VPN, the security of the VPN and underlying internet connection must be 

properly configured, checked, logged and reported. 

4.50 Test Case Identifier: T0050: Network Interruption.II 
VA.S. § Network Interruption.II - If network connectivity is lost, once restored all 

devices on the network must synchronize. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book will synchronize 

all networked devices when connectivity is restored. 

 

And that which is logged can be reported. 

4.58 Test Case Identifier: T0058: Errors 
VA.S. § Errors - The EPB must log all system errors and notify the user of errors 

that can be corrected by the user 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book will notify and log 

all system errors to the audit log 

 

There is no reason this couldn’t be verified during testing unless they just ran out of 

time. See above the comparison between California’s 8 day test and Virginia’s 2-3 

day test.  

4.59 Test Case Identifier: T0059: Clean Wipe.I 
VA.S. § Clean Wipe.I - The EPB must support the ability to wipe clean the EPB 

via Industry standards, manually. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book can be wiped 

clean to factory default when the feature is enabled through the Apple 

Configurator. This was confirmed in the documentation but was not functionally 

verified during the examination. 

 

FIPS 140-2 Level 1 is the encryption level specified in the standard. It’s not a current 

problem but by 2026, FIPS 140-2 will be archived. Ask the vendor for their product 

encryption roadmap. 

4.63 Test Case Identifier: T0063: Encryption.I.Data 
VA.S. § Encryption.I.Data - All modules and data are cryptographic and are FIPS 

140-2 compliant. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book modules and 

data are cryptographic and IPS 140-2 compliant. 

 

Further investigation is needed on whether passwords are role-based or individual-user 

based. Were all Supervisors in a county using the same password to access the EPB’s for 

early voting? Were all Chiefs using the same password to access the EPB’s for Election 

Day? Password management is challenging and every solution has costs and risks. But 

ELECT needs to know, log and report. This is a far more important password question 

than the unmasking issue. Note the KNOWiNK PollPad default password in 2019 was 

“1234” https://subscriber.politicopro.com/article/2019/12/popular-e-poll-books-default-

password-is-1234-1847513  

4.65 Test Case Identifier: T0065: Authentication 

VA.S. § Authentication – 

https://subscriber.politicopro.com/article/2019/12/popular-e-poll-books-default-password-is-1234-1847513
https://subscriber.politicopro.com/article/2019/12/popular-e-poll-books-default-password-is-1234-1847513
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Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book employs the 

following password security techniques 

I. All passwords used by EPB follow the NIST SP 800-63B Standard 

II. All passwords used by the EPB must allow upper case, lower case, 

numbers, and special character 

III. The same password cannot be reused within at least the past 10 times. 

IV. The EPB requires passwords to be changed every 6 months 

V. NOTE: The iOS on the Poll Pad Plus version 2.5.0 Poll Book does not have 

the ability to mask or unmask passwords at text entry 

 

“Can be Locked” raises again the problems with local configuration compliance. 

Who observes or tracks that it is in fact locked? 

4.69 Test Case Identifier: T0069: Ports and Connected Devices 
VA.S. § Ports and Connected Devices - The EPB must restrict all ports to only 

allow known system components to communicate with the EPB and not allow 

unknown device to connect. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book port can be 

locked using a third-party seal. 

 

Is the security of the upload from VERIS to the Epulse server dependent on the 

security of the local county’s internet connection and VPN software? Is that 

independently tested? 

4.70 Test Case Identifier: T0070: Data Synchronization.I 
VA.S. § Data Synchronization.I - The EPB must be networkable. Once networked 

together all EPB’s must synchronize to the most current voter information. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Books can be 

networked with each other and synchronized to the most current voter information 

 

“Can be restricted” once again raises the issue of locality configurations of the 

system. 

4.72 Test Case Identifier: T0072: Data Synchronization.III 
VA.S. § Data Synchronization.III - The EPB must not connect to unauthorized 

networks. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book can be restricted 

from connecting to unauthorized networks through the MDM 

 

This test – a pretty important one – could not be performed because the equipment 

was not available. Connectivity with a voting machine also could not be performed 

because the equipment was not available. Were the March 2022 tests properly 

provisioned? We have no way of knowing because the detailed test reports were not 

provided. 

4.73 Test Case Identifier: T0073: Data Synchronization.IV 
VA.S. § Data Synchronization.IV - The EPB must not allow connections that are 

not IP whitelisted. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book can block nonwhitelisted 
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IPs through a Cradlepoint router with the appropriate features. Testing 

was not performed since the correct equipment was not received. 

 

System security depends  on the security of the Cisco Meraki MDM. More on potential 

risks for that device listed below, beyond the obvious one of an insider threat. 

4.74 Test Case Identifier: T0074: Data Transfer Outside Approved Network 
VA.S. § Data Transfer Outside Approved Network - The EPB must have 

success and failure message to the user for the transfer of data outside of the 

approved network. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book System allows 

for an MDM (Mobile Device Manager) to restrict the ability to connect the Poll Pad 

Plus version 2.5.0 Poll Book Devices to unauthorized networks. For this solution 

this prevents data transfers outside of the Approved networks. While this does not 

give specific success or failure messages to the user for transfer of data outside 

of approved networks. It does prevent the connection of the Poll Pad Plus version 

2.5.0 Poll Book device to unauthorized networks which results in a message 

stating that the user is unable to connect to the unauthorized network. As such for 

this system the requirement for the system to have a success and failure 

messages presented to users for transferred data outside of the approved network 

is Not applicable. 

Without the restrictions put into place by the MDM the Poll Pad Plus version 2.5.0 

Poll Book is able to connect to any network that the administrators or jurisdiction 

chooses to connect and will transmit data on any network that it is successfully 

connected to. This requires that strict configuration guidelines are supplied to the 

Vendor to lock down the Poll Pad Plus version 2.5.0 Poll Book devices to specific 

networks. 

 

Who is the “Customer” here – the Election Administrator at the Epulse controls uploading 

the VERIS data for distribution to the EPB’s, or the Supervisor at the satellite polling place 

in the morning syncing the latest updates? What is the source for the “given totals from 

the voter registration to detect any discrepancies”? 

4.80 Test Case Identifier: T0080: Reconciliation of Data Load to EPB.II 
VA.S. § Reconciliation of Data Load to EPB.II - The EPB must provide a 

verification that the data loaded for the election was successful, accurate, and any 

discrepancies in the process handled. 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book will display 

verification that data is loaded successfully and accurately. After the importing of 

data, the verification screen will display categories (Active, Inactive, Absentee, 

etc). Customers are instructed to compare those totals with the given totals from 

the voter registration to detect any discrepancies.  

 

It appears that the test merely compared one set of written standards to another, 

rather than actually confirming that memory devices are wiped. Does the General 

Registrar confirm the wiping? The Supervisor/Chief? What’s the process to apply 

the standard? 

4.82 Test Case Identifier: T0082: DoD 5220.22-M wiping standard 
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VA.S. § DoD 5220.22-M wiping standard - Memory devices or USB drives 

provided with the EPB system and/or supplied to localities must be fully wiped per 

the DoD 5220.22-M wiping standard to prevent any preloaded software from being 

inadvertently installed on the systems 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book wiping standards 

match the standards put in the DoD 5220.22-M, as referenced in the NIST Special 

Publication 800-88 Revision 1 in Table A-3: Mobile Device Sanitization  

 

AWS is a good solution depending on the vendor’s connectivity and staff training. 

There’s no lack of AWS breaches (https://securityboulevard.com/2021/12/worst-

aws-data-breaches-of-2021/). Misconfigured Amazon S3 buckets are the usual 

culprit.  

4.86 Test Case Identifier: T0086: Security Best Practices for Internet 

Connectivity 
VA.S. § Security Best Practices for Internet Connectivity - If the EPB Vendor 

utilizes the cloud to host EPBs for locality access during the Early Voting period 

they must utilize security best practices for internet connectivity including network, 

wireless, and cloud services 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book cloud hosting 

utilizes Amazon Web Services (AWS) which uses security best practices for its 

internet connectivity. 

 

See above for recommendations on adding a requirement to the 2020 EPB Standard for 

ELECT to report to the SBE. At the least, a summary of methods and any issues identified 

in the Penetration Analysis Report should be provided to the SBE and General Registrars, 

to flag potential weaknesses. It’s not enough just to say it’s been reviewed – what was in it? 

4.98 Test Case Identifier: T0098: Independent Third-Party Application Penetration 

Analysis Report 

VA.S. § Independent Third-Party Application Penetration Analysis Report - 

Review of Documentation 

Summary of Testing: The Poll Pad Plus version 2.5.0 Poll Book Independent 

Third-Party Application Penetration Analysis Report document has been reviewed. 

 

Additional Password Issues 
 

 

Password controls are subject to misconfiguration 

“The Poll Pad application does not require a user specific username and password be entered 

when accessing the application. This was mitigated by adjusting the iPad settings to require a 

password anytime the iPad is accessed. However, user specific usernames and passwords are 

not available for the Poll Pad application.  

From the January 30, 2020 California tests of 2.5.0 by SLI 

 https://verifiedvoting.org/wp-content/uploads/2020/09/CA_KNOWiNK_250-staff-rep.pdf 

https://securityboulevard.com/2021/12/worst-aws-data-breaches-of-2021/
https://securityboulevard.com/2021/12/worst-aws-data-breaches-of-2021/
https://verifiedvoting.org/wp-content/uploads/2020/09/CA_KNOWiNK_250-staff-rep.pdf
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Cisco Meraki Mobile Device Manager Passwords 
 

Meraki models MR 42, MR33 and MR 18 (a router) appear to be used in some KNOWiNK 

systems. Local configurations for these may need to be monitored because the default password 

for each is the serial number with no additional password, as of January 28, 2021. KNOWiNK 

typically installs these and would fix the problem with new credentials. If KNOWiNK doesn’t do 

the installation, it’s a potential risk. See the following: 

 

https://www.router-reset.com/default-password-ip-list/Meraki 

 

Default password for a Meraki MR42 Access Point is the serial number login, no password as of 

January 28 2021 

https://documentation.meraki.com/MR/MR_Installation_Guides/MR42_Installation_Guide 

 

Same default password for MR33 

https://documentation.meraki.com/MR/MR_Installation_Guides/MR33_Installation_Guide 

 

Meraki vulnerabilities are reported periodically but typically rapidly resolved by Cisco. 

Nonetheless, a communications process should be (already is?) in place with KNOWiNK 

defining how Cisco alerts them to Meraki issues, and how KNOWiNK will then alert ELECT. 

Because the Meraki MDM is the hub of each county’s EPB network, it’s a critical point of 

failure if breached. 

 

CONCLUSION: 1.0 VERSION OF THIS DOCUMENT 
 

I hope this document is helpful even in this draft version 1.0, possibly to the SBE but also to 

other citizens with concerns about electronic pollbooks in general or KNOWiNK in particular. 

The question at hand isn’t whether the SBE and ELECT will certify, and counties purchase and 

install, EPB’s including the KNOWiNK EPB. That was decided on April 13, 2022 and is at least 

partly codified under current Virginia law. 

 

What is needed is a much higher standard for transparency, greater practical support for localities 

to comply with ELECT mandates, and proactive efforts to learn from other states that appear to 

be doing their testing more effectively and thoroughly than Virginia – especially California. 

 

Finally, printed pollbooks by law must be available in precincts, and by common sense in early 

voting locations in smaller counties. Equally important, training is needed for Chiefs and 

Supervisors (the latter where practicable) on using the printed pollbooks as backups. 

 

For additional reading, see the comprehensive paper on EPB’s, “Enhancing the Security of 

Electronic Pollbooks is Essential for Election Integrity” presented by David Levine, Alliance for 

Securing Democracy and Edward Perez, OSET Institute in Lisbon last year: 

https://securingdemocracy.gmfus.org/wp-content/uploads/2021/06/26Jun21_EPollbooks-

Levine_Perez.pdf 

https://www.router-reset.com/default-password-ip-list/Meraki
https://documentation.meraki.com/MR/MR_Installation_Guides/MR42_Installation_Guide
https://documentation.meraki.com/MR/MR_Installation_Guides/MR33_Installation_Guide
https://securingdemocracy.gmfus.org/wp-content/uploads/2021/06/26Jun21_EPollbooks-Levine_Perez.pdf
https://securingdemocracy.gmfus.org/wp-content/uploads/2021/06/26Jun21_EPollbooks-Levine_Perez.pdf


State Board of Elections  
Tuesday, June 21, 2022 
FINAL Meeting Minutes 
 

 The State Board of Elections (“the Board”) meeting was held was 1 

held by electronic communication Tuesday, June 21, 2022. In attendance: Robert 2 

Brink, Chairman; John O’Bannon, Vice Chairman; Georgia Alvis-Long, Secretary, 3 

and Angela Chiang member; represented the State Board of Elections (“the 4 

Board”). Susan J. Beals, Commissioner, represented the Department of Elections 5 

(“ELECT”), and Joshua Lief represented the Office of the Attorney General 6 

(“OAG”). Chairman Brink called the meeting to order at 10:15 A.M.  7 

Chairman Brink informed the Board that the only item on the agenda was 8 

oversight of the Primary Election and that there would be no opportunity for public 9 

comment. At 10:16 A.M., the Board went into recess.  10 

Chairman Brink opened the meeting from recess at 7:05 P.M. No business 11 

was conducted during this meeting. Ms. Chiang moved to adjourn the meeting. 12 

Vice Chair O’Bannon seconded the motion and the motion passed unanimously. 13 

The meeting adjourned at approximately 7:06 P.M. 14 

 15 
___________________________ 16 
Chairman 17 
 18 
___________________________ 19 
Vice Chairman 20 
 21 
___________________________ 22 
Secretary 23 
 24 
___________________________ 25 
Board Member 26 
 27 
___________________________ 28 
Board Member 29 
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Memorandum 
 

 
To:  Chairman Brink, Vice Chair O’Bannon, Secretary Alvis-Long, Angela Chiang, and Delegate Merricks 
 
From:  Paul G. Saunders, III, Elections and Registration Services Supervisor 
 
Date:  July 5, 2022  
 
Re:  Certification of Election Results for the June 21, 2022 Democratic and Republican Primary Elections 
 

 
Suggested motion for a Board member to make:  
“I move that the Board certify the results of the June 21, 2022 Democratic and Republican Primary Elections as 
presented and declare the winners of each primary to be that party’s nominee for the November 8, 2022 General 
Election.”   
 
Applicable Code Section:  
Va. Code § 24.2-534 – As soon as possible after receipt of the certified abstract and not later than fourteen days after 
the day of the election, the State Board shall open and tabulate the returns. Upon completion of the tabulation the 
Board shall declare the nominee in the manner and form as it does in general elections. 
 
Attachments:  
Abstracts of Votes for the following: 

Republican Primary Offices Winners 

Member, House of Representatives, 2nd  District Jen A. Kiggans 

Member, House of Representatives, 3rd  District Terry T. Namkung 

Member, House of Representatives, 6th  District Ben L. Cline 

Member, House of Representatives, 7th District Yesli I. Vega 

  
Democratic Primary Office Winner 

Member, House of Representatives, 8th  District Donald S. Beyer, Jr. 

  

 
Background:  
Two primary elections, a Democratic and a Republican, were held on June 21, 2022 for the purpose of selecting 
candidates to be the Virginia political parties’ nominees for the November 8, 2022 election. 

 

 Upon completion of the election, local general registrars (GRs) entered all relevant election data into the Virginia 
Election and Registration Information System (VERIS). 
 

 In accordance with Va. Code § 24.2‐532, within six days after the election, local electoral boards conducted 
provisional ballot meetings and canvasses to ascertain and certify election results for their localities. Upon 
completion of canvass, the GRs forwarded their localities’ certified Abstracts of Votes (Abstracts) to the Department 
of Elections (ELECT). 



 

 To ensure accuracy of the results, ELECT staff performed the procedures below. Staff worked with localities to 
resolve and/or explain any issues identified. ELECT staff: 

o confirmed all required Abstracts were properly completed and submitted; 
o compared turnout to votes cast;  and 
o compared results listed in the Abstracts to the results entered in VERIS. 

 
ELECT Staff Recommendation:  
ELECT staff recommends that the Board vote to certify the results of the June 21, 2022 Democratic and Republican 
Primaries as presented and declare the winners of each primary to be that party’s nominee for the November 8, 2022 
election.  
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Memorandum 

To: Chairman Brink, Vice Chair O’Bannon, Secretary Alvis-Long, Ms. Chiang, and Delegate    
                 Merricks 
From: Zakia Williams 
Date: July 5, 2022 
Re: Virginia Absentee Ballot Application Form (SBE-701/703.1)  
 

Suggested motion for a Board member to make: 

“I move that the Board adopt the revisions to the Virginia Absentee Ballot Application Form, and that the 
revised forms be effective for use immediately.”  

Applicable Code Sections:  

• § 24.2-701 Application for absentee ballot 

Attachments: 

• Current SBE-701/703.1 Virginia Absentee Ballot Application Form 
• DRAFT (for approval) SBE-701/703.1 Virginia Absentee Ballot Application Form  

 

Background: 

The Department of Elections and a workgroup of general registrars have collaborated to revise the Virginia 
Absentee Ballot Application Form (SBE-701/703.1). The revised Virginia Absentee Ballot Application will simplify 
the process for voters by streamlining the questions, refining language for clarity and addressing formatting issues.  
 
 
SBE 701/701.3 Virginia Absentee Ballot Application Form 

• GR’s received several incomplete applications that excluded the last four digits of the voter’s Social 
Security Number (SSN). The committee elected to reverse the “birth year” (which is optional) and “SSN” 
question to highlight that the SSN is required.  

• In the Permanent Absentee Option section, the committee elected to replace the sentence “if none 
selected, we won’t send primary ballots” with the sentence, “you may select one party designation under 
VA law.” The change was implemented to encourage voters to select only one party primary ballot.  

• For ease of use for voters, personal information questions were streamlined and the absentee ballot for 
one election question and permanent absentee option question were transposed.  

• College students struggled with properly answering the “Address Where You Live” question. The 
committee elected to revise the language and replace with “Registration Address.” 

 
 
 



 

 

2 
 

 
Recommendation: The Department of Elections recommends the State Board of Elections adopt the revisions for 
SBE-701/703.1 Virginia Absentee Ballot Application Form for use in elections in the Commonwealth beginning 
immediately. 



Virginia Absentee Ballot Application Form 
 

SBE-701/703.1  Rev. 7/12/2021 

Print your 
Personal 
Information   1 

Last Name:  First Name:  
 

Middle Name:  Suffix:  
 

 Birth Year (optional):      Y Y Y Y  Social Security # (last 4 digits required): # # # - # # - # # # # 
 

Permanent 
Absentee 
Option 

2 

Do you want to vote by mail for all future elections?  Yes (do not complete #3)    No (skip to #3) 

If yes, which party primary ballots would you like to receive? If none selected, we won’t send primary ballots.  
 

Democratic Party  Republican Party  I do not wish to receive ballots for Primary Elections. 
 

Absentee 
Ballot for 
One Election 

3 
 I want to vote an absentee ballot in the: General or Special Election Democratic Primary  Republican Primary 

Date of Election: MM / DD / YYYY in the city/county of:  
 

Address 
Where You 
Live 

4 
Address:  Apt/Suite #: 

 

City:       VA Zip Code: # # # # # 
                                         

If rural address or homeless, describe residence.    
 

Ballot 
Mailing 
Address if 
different from 
above 

5 

  If you chose the Permanent Absentee Option in Section 2 above, do not fill out this section. 

Address:    Apt/Suite #: 

City:  State:  Zip Code: # # # # # Country: 
  

 

Contact  
info 
(Optional) 

6 
 Telephone: # # # 

- 
# # # 

- 
# # # # 

 Email/Fax:  
 

Section 7 only applies to some voters. Leave blank and skip to Section 8 if none of these apply to you. 

 

Change of 
Name/ 
Address 

7a 

Former Full Name:    

Former Address:  Date Moved: MM / DD 
  

City:  State:  Zip code: # # # # # 
 

Military or 
Overseas 
Voters  7b 

If you are a military/overseas voter OR a spouse/dependent, we need to know more: 
1. Turn the form over to find your category under the Military and Overseas Section.  
2. Print category letter code here: ______________. If applicable, last date of residency: _________________. 
3. Deliver my ballot to:  Residence address from Section 4  Email address from Section 6 

 
 

 Ballot mailing address from Section 5   Fax number from Section 6 
 

Assistance 
with Ballot 

7c 

 I need assistance completing my ballot due to a 
disability, blindness, or an inability to read or write. 
If checked, an assistance form will be sent with the 
ballot.  

 I am a print-disabled voter and would like to receive my ballot 
electronically at the email address provided above in Section 6. You will 
Receive your ballot electronically and your general registrar will send  
you the proper envelopes to return your ballot. 

 I need assistance completing my ballot due to a disability, blindness, or inability to read or write. 
If checked, an assistance form will be sent with the ballot. 
  

 

Assistance 
with this 
Form 
 

 7d 

Assistant, fill in your information below and sign if applicant is unable to sign due to disability: 

Assistant’s Full Name:  Phone: # # # - # # # - # # # #  

Assistant’s Address:  Apt/Suite:  

City:  State:  Zip code: # # # #  # 
I swear/affirm, subject to felony penalties for making false statements pursuant to VA Code § 24.2-1016, that (1) the 
information provided in this form is true, and (2) I have written “Applicant unable to sign” on the applicant’s 
signature line in Section 8.  

Assistant, sign here:  Date: MM / DD / YY   
 

Voter’s 
Statement + 
Signature 8 

I swear/affirm, subject to felony penalties for making false statements pursuant to VA Code § 24.2-1016, that (1) the information 
provided in this form is true, (2) I am not requesting a ballot or voting in any other jurisdictions in the US, and (3) I am registered to vote 
in the city/county where I am applying to vote. 

Voter, sign here (or mark if unable): X  Date: MM / DD / YY 
 

Office use only 
 Precinct:  District/Senate/House:    Application #   App accepted:  Yes       No 

 Date received:  Received by:    Reason not accepted 
   

 Method received:     Email                Fax                  Mail              In person          Other 
 

 Ballot sent by:     Email                Fax                  Mail      

https://law.lis.virginia.gov/vacode/24.2-1016/
https://law.lis.virginia.gov/vacode/24.2-1016/


Virginia Absentee Ballot Application Form 
 

SBE-701/703.1  Rev. 7/12/2021 

Privacy Act Notice: This form requires personal information. The last 
four (4) digits of your Social Security Number are required. Your 
application will be denied if you fail to provide the last four digits of your 
Social Security Number or if you fail to provide any other information 
required to determine your qualification to vote by mail. Federal law (the 
Privacy Act of 1974; the Help America Vote Act of 2002) and state law 
(Virginia Constitution, article II, § 2; § 24.2- 701, Code of Virginia; the 
Government Data Collection and Dissemination Practices Act) authorize 
collecting this information and restrict its use to official purposes only. 
 

Warning: Intentionally voting more than once in an election or making a 
materially false statement on this form constitutes the crime of election 
fraud. Intentionally voting more than once in an election is punishable 
under Virginia law as a Class 6 felony and is punishable by a term of 
imprisonment of up to five years, or confinement in jail for not more 
than 12 months, and/or a fine of not more than $2,500. Making a 
materially false statement on this form is punishable under Virginia law 
as a Class 5 felony and is punishable by a term of imprisonment of up to 
ten years, confinement in jail for not more than 12 months, and/or a fine 
of not more than $2,500. 

Instructions 
How to Apply to Vote an Absentee Ballot 

To vote an absentee ballot, complete this form and submit it to your 
local voter registration office. You can find the contact information for 
your local voter registration office through the Department of Elections’ 
website, 
https://vote.elections.virginia.gov/VoterInformation/PublicContactLookup. 

If you prefer to vote in person, this form is not needed.  

General Information 

You can apply to vote absentee for all elections (Section 2) or for just one 
election (Section 3).  

If you choose to vote absentee in one election, a separate form is 
required for each election. To apply to vote absentee in all future 
elections, please see the instructions for “Permanent Absentee Option 
(Section 2).” 

Your local office must receive your application by mail, email, or fax by 
5:00 pm on the eleventh (11th) day before the election. 

Ballots are available 45 days before an election. (If you register to vote in 
person, you must wait five days before you can have your ballot mailed 
to you.)  

Your Personal Information (Section 1) 

Provide your personal information. Your name and the last four digits of 
your Social Security number are required. 

Permanent Absentee Option (Section 2) 

If you checked the “Yes” box in Section 2, you are indicating that you 
wish to receive your ballot in the mail for every election in the future. 

Ballots for all future elections will be sent to the address in your voter 
registration record. If you need your ballot sent to a different address or 
want to change the political party you’ve chosen for Primary Elections, 
please use form SBE-703.1C. 

If you move to a new county or city, complete a new form and submit it 
to your new general registrar to continue receiving ballots. 

If you want to receive a primary ballot, you must indicate a political party 
preference in Section 2. If you do not want a ballot for primary elections, 
please mark the last box or leave the answer to this question blank. 

Absentee Ballot for One Election (Section 3) 

Fill out Section 3 if you only want to receive an absentee ballot for one 
election. In the spaces provided, indicate for which election you would 
like to receive an absentee ballot (General Election, Special Election, 
Democratic Primary, or Republican Primary). Make sure to add the date 
of the election and include the county or city in which you live. By filling 
out Section 3, you will receive an absentee ballot only for the election 
you have indicated. 

Address Where You Live (Section 4) 

Provide the address where you live. If you have a rural address or are 
homeless, please describe where you live. 

 

 

Ballot Mailing Address (Section 5) 

Only fill out this section if 

 you want to vote absentee in one election and have filled out 
Section 3; and 

 you want your ballot mailed to a different address than the 
one in your voter registration record. 

Your ballot can only be mailed to one of the following: 

1. Your residence address 
2. Your location while outside your city/county of residence 
3. Your place of temporary confinement for illness, disability, 

misdemeanor conviction, or awaiting trial 

Ballots cannot be forwarded or sent “in care of”/“to the attention of” 
another person. 

Military and Overseas Voters (Section 7b) 

The Uniformed and Overseas Citizen Absentee Voting Act (UOCAVA) 
entitles certain individuals to receive their vote by mail ballots by email 
or fax. If you meet one or more of the following UOCAVA voter 
categories, please enter the code(s) for that category in section 7b of this 
form. 

A. I am an active duty merchant marine or in the armed forces. 

B. I am a spouse or dependent living with an active duty merchant 
marine or armed forces member. 

C. I am temporarily residing outside of the U.S. for a non-employment 
related reason. (Voter Registration Office: review VA Code § 24.2-453) 

If you have given up your address permanently or have no intent to 
return, enter your last date of residency in section 7b, line 2. 

D. I am temporarily residing outside of the U.S. for employment or a 
spouse or dependent living with a person temporarily residing 
outside of the U.S. for employment. 

While UOCAVA voters may use this form, they are encouraged to use the 
Federal Post Card Application (FPCA) (which also serves as a voter 
registration application/update). If you do submit this Virginia Vote by 
Mail form (ELECT-701), it will be interpreted as a request by you to 
discontinue any FPCA you have previously submitted. For more 
information on or to obtain the FPCA, visit https://www.fvap.gov/. 

If your ballot is being emailed to you, ensure you monitor your 
junk/spam email folders. If your ballot is being faxed to you, ensure you 
monitor your fax machine. The Department of Elections and your local 
voter registration office are not responsible for emailed or faxed ballots 
that are routed to a junk/spam folder or are not received by you. 

Voter’s Statement and Signature (Section 8) 

In order for the application to be valid, you must sign the application or, 
if you are disabled and unable to sign, the person assisting you with 
filling out your application should write “Voter unable to sign” on the line 
and fill out Section 7d. 

  

https://vote.elections.virginia.gov/VoterInformation/PublicContactLookup
https://law.lis.virginia.gov/vacode/title24.2/chapter4.1/section24.2-453/
https://www.fvap.gov/


Virginia Absentee Ballot Application Form 
 

SBE-701/703.1  Rev. 6/2022 

Print your 
Personal 
Information   

1 
Last Name:  First Name:  

 

Middle Name:  Suffix:  
 

Social Security # (last 4 digits required): # # # - # # - # # # # Birth Year (optional): Y Y Y Y          
 

Registration 
Address 2 

Address:  Apt/Suite #: 
 

City:       VA Zip Code: # # # # # 
                                           

If rural address or homeless, describe residence.      
 

Absentee 
Ballot for 
One Election 

3  I want to vote an absentee ballot in the: 
☐  General or Special Election ☐  Democratic Primary ☐  Republican Primary 

Date of Election: MM / DD / YYYY in the city/county of:  
 

Permanent 
Absentee 
Option 4 

Do you want to vote by mail for all future elections? ☐  Yes   ☐  No  
If yes, which party primary ballots would you like to receive? You may select one party designation under Virginia law.  
 

☐  Democratic Party ☐  Republican Party ☐  I do not wish to receive ballots for Primary Elections. 
 

Ballot 
Mailing 
Address if 
different from 
section 2 

5 
  If you chose the Permanent Absentee Option in Section 4 above, do not fill out this section. 

Address:    Apt/Suite #: 

City:  State:  Zip Code: # # # # # Country:   
 

Contact  
info 
(Optional) 

6  Telephone: # # # - # # # - # # # # 

 Email/Fax:  
 

Section 7 only applies to some voters. Leave blank and skip to Section 8 if none of these apply to you. 

 

Change of 
Name/ 
Address 

7a 
Former Full Name:     

Former Address:  Date Moved: MM / DD     

City:  State:  Zip code: # # # # # 
 

Military or 
Overseas 
Voters  7b 

If you are a military/overseas voter OR a spouse/dependent, we need to know more: 
1. Turn the form over to find your category under the Military and Overseas Section.  
2. Print category letter code here: ______________. If applicable, last date of residency: _________________. 

3. Deliver my ballot to: ☐ Residence address from Section 2 ☐ Email address from Section 6 

 
 

  ☐   Ballot mailing address from Section 5  ☐   Fax number from Section 6 
 

Assistance 
with Ballot 7c 

☐  I need assistance completing my ballot due to a 
disability, blindness, or an inability to read or write. 
If checked, an assistance form will be sent with the 
ballot.  

☐  I am a print-disabled voter and would like to receive my ballot 
electronically at the email address provided above in Section 6. You will 
Receive your ballot electronically and your general registrar will send  
you the proper envelopes to return your ballot. 

                  
           

  

 

Assistance 
with this 
Form 
 
 7d 

Assistant, fill in your information below and sign if applicant is unable to sign due to disability: 
Assistant’s Full Name:                                                                                                                                  Phone: 

Assistant’s Address:  Apt/Suite:  

City:  State:  Zip code: # # # #  # 
I swear/affirm, subject to felony penalties for making false statements pursuant to VA Code § 24.2-1016, that (1) the 
information provided in this form is true, and (2) I have written “Applicant unable to sign” on the applicant’s 
signature line in Section 8.  

Assistant, sign here: 
 

Date:       
 

Voter’s 
Statement + 
Signature 8 

I swear/affirm, subject to felony penalties for making false statements pursuant to VA Code § 24.2-1016, that (1) the information 
provided in this form is true, (2) I am not requesting a ballot or voting in any other jurisdictions in the US, and (3) I am registered to vote 
in the city/county where I am applying to vote. 

Voter, sign here (or mark if unable): X  Date: MM / DD / YY 
 

Office use only 
 Precinct:  District/Senate/House:    Application #  App accepted: □ Yes       No 
 Date received:  Received by:    Reason not accepted 

    Method received:     □Email               □ Fax                 □ Mail             □ In person         □ Other  

 Ballot sent by:     □Email               □ Fax                 □ Mail      

https://law.lis.virginia.gov/vacode/24.2-1016/
https://law.lis.virginia.gov/vacode/24.2-1016/


Virginia Absentee Ballot Application Form 
 

SBE-701/703.1  Rev. 6/2022 

Privacy Act Notice: This form requires personal information. The last 
four (4) digits of your Social Security Number are required. Your 
application will be denied if you fail to provide the last four digits of your 
Social Security Number or if you fail to provide any other information 
required to determine your qualification to vote by mail. Federal law (the 
Privacy Act of 1974; the Help America Vote Act of 2002) and state law 
(Virginia Constitution, article II, § 2; § 24.2- 701, Code of Virginia; the 
Government Data Collection and Dissemination Practices Act) authorize 
collecting this information and restrict its use to official purposes only. 
 

Warning: Intentionally voting more than once in an election or making a 
materially false statement on this form constitutes the crime of election 
fraud. Intentionally voting more than once in an election is punishable 
under Virginia law as a Class 6 felony and is punishable by a term of 
imprisonment of up to five years, or confinement in jail for not more 
than 12 months, and/or a fine of not more than $2,500. Making a 
materially false statement on this form is punishable under Virginia law 
as a Class 5 felony and is punishable by a term of imprisonment of up to 
ten years, confinement in jail for not more than 12 months, and/or a fine 
of not more than $2,500.

Instructions
How to Apply to Vote an Absentee Ballot 
To vote an absentee ballot, complete this form and submit it to your 
local voter registration office. You can find the contact information for 
your local voter registration office through the Department of Elections’ 
website, 
https://vote.elections.virginia.gov/VoterInformation/PublicContactLookup. 

If you prefer to vote in person, this form is not needed.  
General Information 
You can apply to vote absentee for all elections (Section 2) or for just one 
election (Section 3).  
If you choose to vote absentee in one election, a separate form is 
required for each election. To apply to vote absentee in all future 
elections, please see the instructions for “Permanent Absentee Option 
(Section 2).” 
Your local office must receive your application by mail, email, or fax by 
5:00 pm on the eleventh (11th) day before the election. 
Ballots are available 45 days before an election. (If you register to vote in 
person, you must wait five days before you can have your ballot mailed 
to you.)  
Your Personal Information (Section 1) 
Provide your personal information. Your name and the last four digits of 
your Social Security number are required. 
Registration Address (Section 2) 
Provide the address listed in your voter registration record. If you have a 
rural address or are homeless, please describe where you live. 
Absentee Ballot for One Election (Section 3) 
Fill out Section 3 if you only want to receive an absentee ballot for one 
election. In the spaces provided, indicate for which election you would 
like to receive an absentee ballot (General Election, Special Election, 
Democratic Primary, or Republican Primary). Make sure to add the date 
of the election and include the county or city in which you live. By filling 
out Section 3, you will receive an absentee ballot only for the election 
you have indicated. 
Permanent Absentee Option (Section 4) 
If you checked the “Yes” box in Section 4, you are indicating that you 
wish to receive your ballot in the mail for every election in the future. 
Ballots for all future elections will be sent to the address in your voter 
registration record. If you need your ballot sent to a different address or 
want to change the political party you’ve chosen for Primary Elections, 
please use form SBE-703.1C. 
If you move to a new county or city, complete a new form and submit it 
to your new general registrar to continue receiving ballots. 
If you want to receive a primary ballot, you must indicate a political party 
preference. If you do not want a ballot for primary elections, please mark 
the last box or leave the answer to this question blank. 
 
 

Ballot Mailing Address (Section 5) 
Only fill out this section if 

● you want to vote absentee in one election and have filled out 
Section 3; and 

● you want your ballot mailed to a different address than the 
one in your voter registration record. 

Your ballot can only be mailed to one of the following: 
1. Your residence address 
2. Your location while outside your city/county of residence 
3. Your place of temporary confinement for illness, disability, 

misdemeanor conviction, or awaiting trial 
Ballots cannot be forwarded or sent “in care of”/“to the attention of” 
another person. 
Military and Overseas Voters (Section 7b) 
The Uniformed and Overseas Citizen Absentee Voting Act (UOCAVA) 
entitles certain individuals to receive their vote by mail ballots by email 
or fax. If you meet one or more of the following UOCAVA voter 
categories, please enter the code(s) for that category in section 7b of this 
form. 
A. I am an active duty merchant marine or in the armed forces. 
B. I am a spouse or dependent living with an active duty merchant 

marine or armed forces member. 
C. I am temporarily residing outside of the U.S. for a non-employment 

related reason. (Voter Registration Office: review VA Code § 24.2-453) 
If you have given up your address permanently or have no intent to 
return, enter your last date of residency in section 7b, line 2. 

D. I am temporarily residing outside of the U.S. for employment or a 
spouse or dependent living with a person temporarily residing 
outside of the U.S. for employment. 

While UOCAVA voters may use this form, they are encouraged to use the 
Federal Post Card Application (FPCA) (which also serves as a voter 
registration application/update). If you do submit this Virginia Vote by 
Mail form (ELECT-701), it will be interpreted as a request by you to 
discontinue any FPCA you have previously submitted. For more 
information on or to obtain the FPCA, visit https://www.fvap.gov/. 
If your ballot is being emailed to you, ensure you monitor your 
junk/spam email folders. If your ballot is being faxed to you, ensure you 
monitor your fax machine. The Department of Elections and your local 
voter registration office are not responsible for emailed or faxed ballots 
that are routed to a junk/spam folder or are not received by you. 
Voter’s Statement and Signature (Section 8) 
In order for the application to be valid, you must sign the application or, 
if you are disabled and unable to sign, the person assisting you with 
filling out your application should write “Voter unable to sign” on the line 
and fill out Section 7d. 
  

https://vote.elections.virginia.gov/VoterInformation/PublicContactLookup
https://law.lis.virginia.gov/vacode/title24.2/chapter4.1/section24.2-453/
https://www.fvap.gov/
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Memorandum 

To: Chairman Brink, Vice Chair O’Bannon, Secretary Alvis-Long, Ms. Chiang, and Delegate    
                 Merricks 
From: Zakia Williams 
Date: July 5, 2022 
Re: Virginia Permanent Absentee Voter Single Election Change Form (SBE-703.1C) 
 

Suggested motion for a Board member to make: 

“I move that the Board adopt the revisions to the Virginia Permanent Absentee Voter Change Forms, and that 
the revised forms be effective for use immediately.”  

Applicable Code Sections:  

• § 24.2-703.1 Permanent absentee voter list 

Attachments: 

• Current SBE-703.1C Virginia Permanent Absentee Voter Single Election Change Form 
• DRAFT (for approval) SBE-703.1C Virginia Permanent Absentee Voter Change Form 

 

Background: 

The Department of Elections and a workgroup of general registrars have collaborated to revise the Virginia 
Permanent Absentee Voter Single Election Change Form (SBE-703.1C).  
 
The revised Virginia Permanent Absentee Voter Change Form now provides more concise instructions, an 
additional section for voters to clearly mark their changes, an option to cancel their permanent absentee voter 
status, and a new title to better reflect the form’s intent. The Department made additional changes to this form to 
comply with stakeholder’s feedback. Specific changes to the form is as follows: 
 
SBE 703.1C: Virginia Permanent Absentee Voter Single Election Change Form 

• GR’s received several incomplete applications that excluded the last four digits of Social Security Number 
(SSN). The committed elected to reverse the “birth year” (which is optional) and “SSN” question to 
highlight that the SSN is required.  

• College students struggled with properly answering the “Address Where You Live” question. The 
committee elected to revise the language and replace with “Registration Address.” 

• Added an “I’d like to” section to include reasons for voters to complete the form. 
• Added an option to cancel permanent absentee voter status. 

 

 



 

 

2 
 

 
• Addressed an error with the former form skipping from number 5 to 8. The form was corrected with 

sequential numbering.  
• Revised instructions on back of the form to reflect the changes on the front. 
• The name of the form was changed from Virginia Permanent Absentee Voter Single Election Change Form 

to Virginia Permanent Absentee Voter Change Form since voters can make changes for more than one 
election with the grouped “Primary and General Election” option. 

• The color of the form was changed from blue to green per GR’s request to differentiate the form from the 
SBE-701/703.1 Virginia Absentee Ballot Application Form. 

Recommendation: The Department of Elections recommends the State Board of Elections adopt the revisions for 
the SBE 703.1C Virginia Permanent Absentee Voter Change Form for use in elections in the Commonwealth 
beginning immediately. 



Virginia Permanent Absentee Voter Single Election Change Form 

SBE-703.1C  Rev. 7/2021 

Who should 
use this 
form? 

To use this form, you must already have selected the “Permanent Absentee Option” on the “Virginia Absentee Ballot 
Application Form.”  You may use this form to change where your ballot is sent for one election, change the political 
party primary ballot you receive for one election, or change the political party primary ballot you receive for all 
primary elections. Fill out only the sections that apply to the change(s) you want to make. 

Print your 
personal 
information  1 

Last Name: First Name: 
Middle Name:  Suffix: 
Birth Year (optional):   Y Y Y Y Social Security # (optional): # # # - # # - # # # # 

Address 
where you 
live 2 

Address: Apt/Suite #: 

City:   VA Zip Code: # # # # # 
If rural address or homeless, describe residence. 

I want to 
change the 
address 
where my 
ballot is 
sent. 

3a 

Your ballot will be mailed to the address on your voter registration record unless you indicate in this 
section that you want it sent to a different address. 
I want my ballot to be sent to the address in Section 3b for the following election:  

Primary Election  General Election  Primary and General Election  Special Election 
Provide the date of the election for which you would like your ballot sent to a different address. If you selected 
“Primary and General Election” above, only enter the date of the Primary. 

Date of Election: MM / DD / YYYY 
Ballot 
mailing 
address 

3b 
Provide the address where you would like your ballot(s) mailed for the election(s) indicated in Section 3a. 

Address:    Apt/Suite #: 

City:  State:  Zip Code: # # # # # Country: 
 

I would like 
to change 
the ballot I 
receive for a 
Primary 
Election 

4 

Which party primary ballot would you like to receive? 

Democratic Party  Republican Party  I do not wish to receive ballots for Primary Elections. 

Is this change for the next Primary Election only or for all Primary Elections? 

Next Primary Only  All Primaries 

Contact 
info. 
(Optional) 5 

Telephone: # # # - # # # - # # # # 

Email/Fax: 

Voter’s 
Statement + 
Signature 

8 

I swear/affirm, subject to felony penalties for making false statements pursuant to VA Code § 24.2-1016, that (1) the information 
provided in this form is true, (2) I am not requesting a ballot or voting in any other jurisdictions in the US, and (3) I am registered to 
vote in the city/county where I am applying to vote. 

Voter, sign here (or mark if unable): X Date: MM / DD / YY 

Privacy Act Notice: This form requires personal information. The last four 
(4) digits of your Social Security Number are required. Your application 
will be denied if you fail to provide the last four digits of your Social 
Security Number or if you fail to provide any other information required 
to determine your qualification to vote by mail. Federal law (the Privacy 
Act of 1974; the Help America Vote Act of 2002) and state law (Virginia
Constitution, article II, § 2; § 24.2- 701, Code of Virginia; the Government
Data Collection and Dissemination Practices Act) authorize collecting this 
information and restrict its use to official purposes only.

Warning: Intentionally voting more than once in an election or making a 
materially false statement on this form constitutes the crime of election fraud. 
Intentionally voting more than once in an election is punishable under Virginia 
law as a Class 6 felony and is punishable by a term of imprisonment of up to 
five years, or confinement in jail for not more than 12 months, and/or a fine 
of not more than $2,500. Making a materially false statement on this form is 
punishable under Virginia law as a Class 5 felony and is punishable by a term 
of imprisonment of up to ten years, confinement in jail for not more than 12 
months, and/or a fine of not more than $2,500. 

Office use only 
 Precinct: District/Senate/House:   Application # App accepted:  Yes       No 
 Date received: Received by: Reason not accepted 

 Method received:   Email         Fax        Mail     In person          Other 

 Ballot sent by:   Email         Fax        Mail  



Virginia Permanent Absentee Voter Change Form

SBE-703.1C  Rev. 6/2022 

Who should 
use this form? 

To use this form, you must already have selected the “Permanent Absentee Option” on the “Virginia Absentee Ballot 
Application Form.”  You may use this form to change where your ballot is sent for an election, change the political 
party primary ballot you receive for one election, change the political party primary ballot you receive for all primary 
elections or cancel your permanent absentee voter status. Fill out only the sections that apply to the change(s) you 
want to make. 

Print your 
personal 
information   1 

Last Name: First Name: 

Middle Name: Suffix:  

Social Security # (last 4 digits optional): # # # #      Birth Year (optional): Y Y Y Y 
Registration 
Address 2 

Address: Apt/Suite #: 

City:      VA Zip Code: # # # # # 
If rural address or homeless, describe residence. 

I’d like to 

3  Change ballot mailing 
address 

(complete sections 4a and 4b) 

 Change political party 
primary for one election 
(complete section 5) 

 Change political party 
primary for all elections 
(complete section 5) 

 Cancel Permanent 
Absentee Voter status 
(complete section 6) 

I want to 
change the 
address where 
my ballot is 
sent for an 
upcoming 
election 

4a 

Complete this section if you want to change your ballot mailing address for one election or for one 
primary and general election. After the selected election, future ballots will go to your voter 
registration address unless you submit this form again. 

I want my ballot to be sent to the address in Section 4b for the following election: 

 Primary Election  General Election  Primary and General Election  Special Election 

Provide the date of the election for which you would like your ballot sent to a different address. If you selected 
“Primary and General Election” above, only enter the date of the Primary. 

Date of Election: MM / DD / YYYY
 

Ballot mailing 
address 4b 

Provide the address where you would like your ballot(s) mailed for the election(s) indicated in Section 4a. 

Address:    Apt/Suite #: 

City:  State:  Zip Code: # # # # # Country: 

I would like to 
change the 
ballot I receive 
for a Primary 
Election  

5 

Which party primary ballot would you like to receive? 

Democratic Party  Republican Party  I do not wish to receive ballots for Primary Elections. 

Is this change for the next Primary Election only or for all Primary Elections? 

 Next Primary Only  All Primaries 
I would like to 
be removed 
from the PAB 
Voter List 

6 
I would like to be removed from the Permanent Absentee Voter List.  Yes    No 
If you check “yes”, future absentee ballots will not be sent without completing a new absentee ballot application. 
Do not check “yes" and add information in sections 4 or 5. 

 

Contact info. 
(Optional) 7 Telephone: # # # - # # # - # # # # 

Email: 

Voter’s 
Statement + 
Signature 8 

I swear/affirm, subject to felony penalties for making false statements pursuant to VA Code § 24.2-1016, that (1) the information 
provided in this form is true, (2) I am not requesting a ballot or voting in any other jurisdictions in the US, and (3) I am registered to vote 
in the city/county where I am applying to vote. 

Voter, sign here (or mark if unable): X Date: MM / DD / YY 

Office use only 
 Precinct: District/Senate/House:   Application # App accepted:  Yes       No 
 Date received: Received by: Reason not accepted 

Method received: Email  Fax  Mail  In person  Other

 Ballot sent by: Email  Fax  Mail

https://law.lis.virginia.gov/vacode/24.2-1016/


Virginia Permanent Absentee Voter Change Form 

SBE-703.1C  Rev. 6/2022 

Privacy Act Notice: This form requires personal information. The last 
four (4) digits of your Social Security Number are required. Your 
application will be denied if you fail to provide the last four digits of your 
Social Security Number or if you fail to provide any other information 
required to determine your qualification to vote by mail. Federal law (the 
Privacy Act of 1974; the Help America Vote Act of 2002) and state law 
(Virginia Constitution, article II, § 2; § 24.2- 701, Code of Virginia; the 
Government Data Collection and Dissemination Practices Act) authorize 
collecting this information and restrict its use to official purposes only. 

Warning: Intentionally voting more than once in an election or making a 
materially false statement on this form constitutes the crime of election 
fraud. Intentionally voting more than once in an election is punishable 
under Virginia law as a Class 6 felony and is punishable by a term of 
imprisonment of up to five years, or confinement in jail for not more 
than 12 months, and/or a fine of not more than $2,500. Making a 
materially false statement on this form is punishable under Virginia law 
as a Class 5 felony and is punishable by a term of imprisonment of up to 
ten years, confinement in jail for not more than 12 months, and/or a fine 
of not more than $2,500.

Instructions
How do I submit this form? 
You may mail, deliver or scan the signed form and email it to your local 
voter registration office. You can find the contact information for your 
local voter registration office through the Department of Elections’ 
website, www.elections.virginia.gov/LocalGR 
If you prefer to vote in person, this form is not needed. 
General Information 
You may make change(s) only if you have already selected the 
“Permanent Absentee Option” on the “Virginia Absentee Ballot 
Application Form.” 

Your local office must receive your application by mail, email, or fax by 
5:00 pm on the eleventh (11th) day before the election. 
Ballots are available 45 days before an election. (If you register to vote in 
person, you must wait five days before you can have your ballot mailed 
to you.)  
Your Personal Information (Section 1) 
Provide your personal information. 
Your Registration Address (Section 2) 
Provide the address listed on your voter registration record. If you have a 
rural address or are homeless, please describe where you live. 

I’d like to (Section 3) 
You may make change(s) only if you have already selected the 
“Permanent Absentee Option” on the “Virginia Absentee Ballot 
Application Form.” 

You may select one or more changes for the following: 

• Where your ballot is sent for a Primary, General, or Special 
election, or for both a Primary and the corresponding General
Election;

• The political party primary ballot for one election; or
• The political party primary ballot you receive for all primary

elections.
• Cancel your permanent absentee voter status

I want to change the address where my ballot is sent (Section 4a) 
You’ll fill out this section if you want to change the mailing address 
where your ballot will be sent. If this section is not completed, your 
ballot will be mailed to the address on your voter registration record. 
You will need to select the specific election(s) for the change and include 
the date for the election(s). 

Ballot Mailing Address (Section 4b) 
Only fill out this section if 

• You want your ballot mailed to a different address than the 
one in your voter registration record.

Ballots cannot be forwarded or sent “in care of”/“to the attention of” 
another person. 

I would like to change the ballot I receive for a Primary Election 
(Section 5) 
Only fill out this section if 

• You want to change the party primary ballot you receive or
discontinue receiving a party primary ballot.

You will need to indicate if your request is applicable for the next 
primary election or for all primaries. 

I would like to be removed from the Permanent Absentee Voter List 
(Section 6) 
Only fill out this section if 

• You want to be removed from the Permanent Absentee Voter
List.

You will no longer receive ongoing absentee ballots for every election. 

https://vote.elections.virginia.gov/VoterInformation/PublicContactLookup
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Memorandum 

To: Chairman Brink, Vice Chair O’Bannon, Secretary Alvis-Long, Delegate Merricks, and 

Ms. Chiang 

From: Daniel Davenport, Policy Analyst 

Date: July 5, 2022 

Re: Split Precinct Waiver 

Suggested Motion 

The Department of Elections (ELECT) does not have one suggested motion as each request to 

administer a split precinct will be reviewed and addressed individually. The State Board may 

move to (i) approve the split precinct waiver, (ii) deny the split precinct waiver, or (iii) defer 

review of the split precinct waiver request for a later meeting. 

Split Precincts Background 

The Code of Virginia authorizes the Board to grant a waiver to administer a split precinct, if the 

governing body of a locality is unable to establish a precinct with the minimum number of 

registered voters without splitting the precinct, pursuant to § 24.2-307. This is a result of SB 740, 

which passed during the 2020 General Assembly session. 

Waivers must be requested by the governing body of a locality. This is often accomplished by a 

formal resolution passed by the governing body or by documenting the approval to request a 

waiver in the governing body’s signed meeting minutes. These documents are submitted to 

ELECT by the general registrar of the locality along with the SBE-307 Split Precinct Waiver. A 

locality may only administer a split precinct for elections held in the year the waiver is granted; 

therefore, a new waiver is required each calendar year. 

Attachments and References 

 Split Precinct Waiver Request For:

o Henrico County

 Va. Code § 24.2-307

Staff Recommendation 

Staff recommendations will be addressed for each individual request. 
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