" COMMONWEALTH OF VIRGINIA
y Department of Health Professions

Perimeter Center, 9960 Mayland Drive, Second Floor (804) 367-4456 (Tel)
Henrico, Virginia 23233 (804) 527-4472(Fax)
Tentative Agenda of E-prescribing Workgroup
August 2, 2017
9AM - 3PM
PAGES
Call to Order: David Brown, DC, Director
o Welcome & Introductions
e Approval of Agenda
Call for Public Comment
Overview of E-prescribing requirements and actions necessary for
implementation:
» Federal regulations effective June 1, 2010; letter from DEA; DEA 1-20
Questions/Answers
¢ HB 2165 21-26
Virginia statistics 27
e Frequently Asked Questions regarding New York mandate effective
March 27, 2016; Exceptions 28-32

Evaluate hardships and inability to comply with deadline:
e Challenges for prescribers
e Challenges for dispensers

Identify recommended exemption processes:
o Exceptions identified in New York
e Other possible exceptions

Next steps

Adjourn

**The workgroup will have a working lunch at approximately 12pm.
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Management Division, Department of
Justice, Patrick Henry Building, Suite
1600, 601 D Street NW., Washington,
DC z20520.

F., Executive Order 12988

This regulation meets the applicable
standards set forth in Sections 3(a) and
3(b)(2} of Executive Order 12988 Civil
Justice Reform.

G. Executive Order 13132

This rulemaking does not preempt or
modify any provision of State law; nor
does it impose enforcement
responsibilities on any State; nor does it
diminish the power of any State to
enforce its own laws. Accordingly, this
rulemaking does not have federalism
implications warranting the application
of Executive Order 13132,

H. Unfunded Mandates Reform Act of
1995

This rule will not result in the net
expenditure by State, local, and tribal
governments, in the aggregate, or by the
private sector, of $120,000,000 or more
(adjusted for inflation) in any one year
and will not significantly or uniquely
affect small governments. Because this
rule will not affect other governments,
no actions were deemed necessary
under the provisions of the Unfunded
Mandates Reform Act of 1995. The
economic impact on private entities is
analyzed in the Economic Impact
Analysis of the Electronic Prescription
Rule.

List of Subjects
21 CFR Part 1300

Chemicals, Drug traffic control.
21 CFR Part 1304

Drug traffic control, Reporting and
recordkeeping raquiremenis

21 GFR Part 1306

Drug traffic control, Prescription
drugs.

21 CFR Part 1311

Adminjstrative practice and
procedure, Certification authorities,
Controlled substances, Digital
certificates, Drug traffic contro],
Electronic signatures, Incorporation by
reference, Prescription drugs, Reporting
and recordkeeping requirements.

m For the reasons set out above, 21 CFR
parts 1300, 1304, 13086, and 1311 are
amended as follows:

PART 1300—DEFINITIONS

m 1. The authority citation for part 1300
continues to read as follows:

Authority: 21 U.5.C. 802, 821, 829, 871(b),
951, 958(f).

H 2. Section 1300.03 is added to read as
follows:

§1300.03 Definitions relating to electronic
orders for controlied substances and
electronic prescriptions for controlled
substances.

For the purposes of this chapter, the
following terms shall have the meanings
specified:

Applicaiion service provider means
an entity that sells electronic
prescription or pharmacy applications
as a hosted service, where the entity
controls access to the application and
maintains the software and records on
its servers,

Audif trail means a record showing
who has accessed an information
technology application and what
operations the user performed during a
given period.

Authentication means verifying the
identity of the user as a prerequisite to
allowing access to the information
application.

Authentication protocol means a well
specified message exchange process that
verifies possession of a token to
remotely authenticate a person to an
application.

Biometric authentication means
authentication based on measurement of
the individual’s physical features or
repeatable actions where those features
or actions are both distinctive to the
individual and measurable.

Biometric subsystem means the
hardware and software used to capture,
store, and compare biometric data. The
biometric subsystem may be part of a
larger application. The biometric
subsystem is an automated system
capable of:

(1) Capturing a biometric sample from
an end user,

{2) Extracting and processing the
biometric data from that sample.

(3) Storing the extracted information
in a datahase.

(4) Comparing the biometric data with
data contained in one or more reference
databases.

(5) Determining how well the stored
data matches the newly captured data
and indicating whether an identification
or verification of identity has been
achieved.

Cache means to download and store
information on a local server or hard
drive.

Certificate policy means a named set
of rules that sets forth the applicability
of the specific digital certificate to a
particular community or class of
application with common security
requirements.

Certificate revocation list (CRL) means
a list of revoked, but unexpired
certificates issued by a certification
authority.

Certification authority {CA) means an
organization that is responsible for
verifying the identity of applicants,
authorizing and issuing a digital
certificate, maintaining a directory of
public keys, and maintaining a
Certificate Revocation List.

Certified information systems auditor
{CISA) means an individual who has
been certified by the Information
Systems Audit and Control Association
as qualified to andit information
systems and who performs compliance
audits as a regular ongoing business
activity.

Crecientia] means an object or data
structure that authoritatively binds an
identity (and optionally, additional
atiributes) to a token possessed and
controlled by a person.

Credential service provider (CSP}
means a trusted entity that issues or
registers tokens and issues electronic
credentials to individuals, The CSP may
be an independent third party or may
issue credentials for its own use.

CSOS means controlled substance
ordering system.

Digital certificafe means a data record
that, at a minimum—

(1} Identifies the certification
authority issuing it;

(2) Names or otherwise identifies the
certificate holder;

(3) Contains a public key that
corresponds to a private key under the
sole control of the certificate holder;

(4) Identifies the operational period;
and

(5) Contains a serial number and is
digitally signed by the certification
authm'it%r issuing it.

Digital signature means a record
created when a file is algorithmically
transformed inte a fixed length digest
that is then encrypted using an
asymmetric cryplographic private key
associated with a digital certificate, The
combination of the encryption and
algorithm transformation ensure that the
signer’s identity and the integrity of the
file can be confirmed.

Digitally sign means to affix a digital
signature to a data file.

Electronic prescription means a
prescription that is generated on an
electronic application and transmitted
as an electronic data file.

Electronic prescription application
provider means an entity that develops
or markets electronic prescription
software either as a stand-alone
application or as a module in an
electronic health record application.

Electronic signature means a method
of signing an electronic message that



Federal Register/Vol. 75, No. 61/Wednesday, March 31, 2010/Rules and Regulations

16305

identifies a particular person as the
source of the message and indicates the
person's approval of the information
contained in the message.

False match rate means the rate at
which an impostor’s biometric is falsely
accepted as being that of an authorized
user. It is one of the statistics used to
measure biometric performance when
operating in the verification or
authentication task. The false match rate
is similar to the false accept (or
acceptance) rate,

False non-match rate means the rate
at which a genuine user's biometric is
falsely rejected when the user’s
biometric data fail to match the enrolled
data for the user, It is one of the
statistics used to measure biometric
performance when operating in the
verification or authentication task. The
false match rate is similar to the false
reject (or rejection) rate, except that it
does not include the rate at which a
biomestric system fails to acquire a
biometric sample from a genuine user.

FIPS means Federal Information
Processing Standards. These Federal
standards, as incorporated by reference
in § 1311.08 of this chapter, prescribe
specific performance requirements,
practices, formats, communications
protocols, etc., for hardware, software,
data, etc.

FIPS 140-2, as incorporated by
reference in § 1311.08 of this chapter,
means the National Institute of
Standards and Technology publication
entitled “Security Requirements for
Cryptographic Modules,” a Federal
standard for security requirements for
cryptographic modules.

FIPS 180-2, as incorporated hy
reference in § 1311.08 of this chapter,
means the National Institute of
Standards and Technology publication
entitled “Secure Hash Standard,” a
Federal secure hash standard.

FIPS 180-3, as incorporated by
reference in § 1311.08 of this chapter,
means the National Institute of
Standards and Technology publication
entitled “Secure Hash Standard (SHS),”
a Federal secure hash standard.

FIPS 186-2, as incorporated by
reference in § 1311.08 of this chapter,
means the National Institute of
Standards and Technology publication
entitled “Digital Signature Standard,” a
Federal standard for applications used
to generate and rely upon digital
signatures,

FIPS 186-3, as incorporated by
reference in § 1311.08 of this chapter,
means the National Institute of
Standards and Technology publication
entitled “Digital Signature Standard
(DSS),” a Federal standard for

applications used to generate and rely
upon digital signatures.

Hard token means a cryptographic
key stored on a special hardware device
(e.g., a PDA, cell phone, smart card,
USB drive, one-time password device)
rather than on a general purpose
computer,

Identity proofing means the process
by which a credential service provider
or certification authority validates
sufficient information to uniquely
identify a person.

Installed electronic prescription
application means software that is used
to create electronic prescriptions and
that is installed on a practitioner’s
computers and servers, where access
and records are controlled by the
practitioner. .

Installed pharmacy application
means software that is used to process
prescription information and that is
installed on a pharmacy’s computers or
servers and is controlled by the
pharmacy.

Intermediary means any technology
syslem that receives and transmits an
electronic prescription between the
practitioner and pharmacy.

Key pair means two mathematically
related keys having the properties that:

(1) One key can be used to encrypt a
message that can only be decrypted
using the other key; and

(2) Even knowing one key, it is
computationally infeasible to discover
the other key.

NIST means the National Institute of
Standards and Technology.

NIST 5P 800-63-1, as incorporated by
reference in § 1311.08 of this chapter,
means the National Institute of
Standards and Technology publication
entitled “Electronic Authentication
Guideline,” a Federal standard for
electronic authentication.

NIST SP 800-76-1, as incorporated by
reference in § 1311.08 of this chapter,
means the National Institute of
Standards and Technology publication
entitled “Biometric Data Specification
for Personal Identity Verification,” a
Federal standard for biometric data
specifications for personal identity
verification.

Operating poinf means a point chosen
on a receiver operating characteristic
(ROC) curve for a specific algorithm at
which the biometric system is set to
function. It is defined by its
corresponding coordinates—a false
match rate and a false non-match rate.
An ROC curve shows graphically the
trade-off between the principal two
types of errors (false match rate and
false non-match rate) of a biometric
system by plotting the performance of a

specific algorithm on a specific set of
data.

Paper prescription means a
prescription created on paper or
computer generated to be printed or
transmitted via facsimile that meets the
requirements of part 1306 of this
chapter including a manual signature,

Password means a secret, typically a
character string (letters, numbers, and
other symbols), that a person memorizes
and uses to authenticate his identity.

PDA means a Personal Digital
Assistant, a handheld computer used to
manage contacts, appointments, and
tasks.

Pharmacy application provider means
an entity that develops or markets
software that manages the receipt and
processing of electronic prescriptions.

Private key means the key of a key
pair that is used to create a digital
signature.

Public key means the key of a key pair
that is used to verify a digital signature.
The public key is made available to
anyone who will receive digitally signed
messages from the holder of the key
pair.

Public Key Infrastructure (PKI} means
a structure under which a certification
authority verifies the identity of
applicants; issues, renews, and revokes
digital certificates; maintains a registry
of public keys; and maintains an up-to-
date certificate revocation list,

Readily retrievable means that certain
records are kept by automatic data
processing applications or other
electronic or mechanized recordkeeping
systems in such a manner that they can
he separated out from all other records
in a reasonable time and/or records are
kept on which certain items are
asterisked, redlined, or in some other
manner visually identifiable apart from
other items appearing on the records.

SAS 70 Audit means a third-party
audit of a technology provider that
meets the American Institute of
Certified Public Accountants (AICPA)
Statement of Auditing Standards (SAS)
70 criteria,

Signing function means any keystroke
or other action used to indicate that the
practiticner has authorized for
transmission and dispensing a
controlled substance prescription. The
signing function may occur
simultaneously with or after the
completion of the two-factor
authentication protocol that meets the
requirements of part 1311 of this
chapter. The signing function may have
different names (e.g., approve, sign,
transmit), but it serves as the
practitioner’s final authorization that he

intends to issue the prescription for a
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legitimate medical reason in the normal
course of his professional practice.

SysTrust means a professional service
performed by a qualified certified public
accountant to evaluate one or more
aspects of electronic systems.

Third-party audii means an
independent review and examination of
records and activities to assess the
adequacy of system controls, to ensure
compliance with established policies
and operational procedures, and to
recommend necessary changes in
controls, policies, or procedures.

Token means something a person
possesses and controls (typically a key
or password) used to authenticate the
person’s identity.

Trusted agent means an entity
authorized to act as a representative of
a certification authority or credential
service provider in confirming
practitioner identification during the
enrollment process.

Valid prescription means a
prescription that is issued for a
legitimate medical purpose by an
individual practitioner licensed by law
to administer and prascribe the drugs
concerned and acting in the usual
course of the practitioner’s professional
practice.

WebTrust means a professional
service performed by a qualified
certified public accountant to evaluate
one or more aspects of Web sites.

PART 1304—RECORDS AND
REPORTS OF REGISTRANTS

m 3. The authority citation for part 1304
continues to read as follows:

Authority: 21 U.S.C. 821, 827, 831, 871(b),
958(e}, 965, unless otherwise noted,

B 4. Section 1304.03 is amended by
revising paragraph (c) and adding
paragraph (h) to read as follows:

§1304.03 Persons required to keep
records and file reports.
* * * ® *

{c) Except as provided in § 1304.06, a
registered individual practitioner is not
required to keep records of controlled
substances in Schedules II, 111, IV, and
V that are prescribed in the lawful
course of professional practice, unless
such substances are prescribed in the
course of maintenance or detoxification
treatment of an individual.

* * L * &

(h) A person is required to keep the
records and file the reports specified in
§ 1304.06 and part 1311 of this chapter
if they are either of the following:

(1) An electronic prescription
application provider.

2) An electronic pharmacy
application provider.

® 5. Section 1304.04 is amended by
revising paragraph (b) introductory text,
paragraph (b)(1), and paragraph (h) to
read as follows:

§1304.04 Maintenance of records and
inventories.
* * * * *x

(b) All registrants that are authorized
to maintain a central recordkeeping
system under paragraph (a} of this
section shall be subject to the following
conditions:

(1) The records to be maintained at
the central record location shall not
include executed order forms and
inventories, which shall be maintained
at each registered location.

* * - * *

{h) Each registered pharmacy shall
maintain the inventories and records of
controlled substances as follows:

(1) Inventories and records of all
controlled substances listed in Schedule
I and II shall be maintained separately
from all other records of the pharmacy.

(2} Paper prescriptions for Schedule I
controlled substances shall be
maintained at the registered location in
a separate prescription file,

(3} Inventories and records of
Schedules III, IV, and V controlled
substances shall be maintained either
separately from all other records of the
pharmacy or in such form that the
information required is readily
retrievable from ordinary business
records of the pharmacy.

{4) Paper prescriptions for Schedules
IT, IV, and V controlled substances shall
be maintained at the registered location
either in a separate prescription file for
Schedules II1, IV, and V controlled
substances only or in such form that
they are readily retrievable from the
other prescription records of the
pharmacy. Prescriptions will be deemed
readily retrievable if, at the time they
are initially filed, the face of the
prescription is stamped in red ink in the
lower right corner with the letter “C” no
less than 1 inch high and filed either in
the prescription file for controlled
substances listed in Schedules [ and II
or in the usual consecutively numbered
prescription file for noncontrolled
substances. However, if a pharmacy
employs a computer application for
prescriptions that permits identification
by prescription number and retrieval of
original documents by prescriber name,
patient’s name, drug dispensed, and
date filled, then the requirement to mark
the hard copy prescription with a red
“C” is waived.

(5) Records of electronic prescriptions
for controlled substances shall be
maintained in an application that meets
the requirements of part 1311 of this

chapter. The computers on which the
records are maintained may be located
at another location, but the records must
be readily retrievable at the registered
location if requested by the
Administration or other law
enforcement agent. The electronic
application must be capable of printing
out or transferring the records in a
format that is readily understandable to
an Administration or other law
enforcement agent at the registered
location. Electronic copies of
prescription records must be sortable by
prescriber name, patient name, drug
dispensed, and date filled.

m 6. Section 1304.06 is added toread as
follows:

§1304.06 Records and reports for
electronic prescriptions.

(a) As required by § 1311.120 of this
chapter, a practitioner who issues
electronic prescriptions for controlled
substances must use an electronic
prescription application that retains the
following information:

(1) The digitally signed record of the
information specified in part 1306 of
this chapter.

(2) The internal audit trail and any
auditable event identified by the
internal audit as required by §1311.150
of this chapter.

(b) An institutional practitioner must
retain a record of identity proofing and
issuance of the two-factor
authentication credential, where
applicable, as required by § 1311.110 of
this chapter.

(c) As required by § 1311.205 of this
chapter, a pharmacy that processes
electronic prescriptions for controlled
substances must use an application that
retains the following:

(1) All of the information required
under § 1304.22(c) and part 1306 of this
chapter.

(2) The digitally signed record of the
prescription as received as required by
§1311.210 of this chapter.

(3) The internal audit trail and any
auditable event identified by the
internal audit as required by §1311.215
of this chapter.

{d) A registrant and application
service provider must retain a copy of
any security incident report filed with
the Administration pursuant to
§§1311.150 and 1311.215 of this
chapter.

(e} An electronic prescription aor
pharmacy application provider must
retain third party audit or certification
reports as required by § 1311.300 of this
chapter.

(f) An applicaticn provider must
retain a copy of any notification to the
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Administration regarding an adverse
audit or certification report filed with
the Administration on problems
identified by the third-party audit or
certification as required by § 1311.300 of
this chapter.

{g) Unless otherwise specified,
records and reports must be retained for
two years.

PART 1306—PRESCRIPTIONS

m 7. The authority citation for part 1306
continues to read as follows:

Authority: 21 U.S.C. 821, 829, 831, 871(b},
unless otherwise noted.
M 8. Section 1306.05 is revised to read
as follows:

§1306.05 Manner of Issuance of
prescriptions.

(a) All prescriptions for controlled
substances shall be dated as of, and
signed on, the day when issued and
shall bear the full name and address of
the patient, the drug name, strength,
dosage form, quantity prescribed,
directions for use, and the name,
address and registration number of the
Practitioner,

(b) A prescription for a Schadule III,
IV, or V narcotic drug approved by FDA
specifically for “detoxification
treatment” or “maintenance treatment”
must include the identification number
issued by the Administrator under
§1301.28(d) of this chapter or a written
notice stating that the practitioner is
acting under the good faith exception of
§ 1301.28(e) of this chapter.

{c) Where a prescription is for gamma-
hydroxybutyric acid, the practitioner
shall note on the face of the prescription
the medical need of the patient for the
prescription,

(d} A practitioner may sign a paper
prescription in the same manner as he
would sign a check or legal document
(e.g., J.H. Smith or John H, Smith).
Where an oral order is not permitted,
paper prescriptions shall be written
with ink or indelible pencil, typewriter,
or printed on a computer printer and
shall be manually signed by the
practitioner. A computer-generated
prescription that is printed out or faxed
by the practitioner must be manually
signed.

(e) Electronic prescriptions shall be
created and signed using an application
that meels the requirements of part 1311
of this chapter.

(f) A prescription may be prapared by
the secretary or agent for the signature
of a practitioner, but the prescribing
practitioner is responsible in case the
prescription does not conform in all
essential respects to the law and
regulations, A corresponding liability

rests upon the pharmacist, including a
pharmacist employed by a central fill
pharmacy, who fills a prescription not
prepared in the form prescribed by DEA
regulations.

) An individual practitioner
exempted from registration under
§ 1301.22(c) of this chapter shall include
on all prescriptions issued by him the
registration number of the hospital or
other institution and the special internal
code number assigned to him by the
hospital or other institution as provided
in § 1301.22(c) of this chapter, in lieu of
the registration number of the
practitioner required by this section.
Each paper prescription shall have the
name of the practitioner stamped, typed,
or handprinted on it, as well as the
signature of the practitioner.

(h) An official exempted from
registration under § 1301.23(a) of this
chapter must include on all
prescriptions issued by him his branch
of service or agency (e.g., “U.S. Army”
or “Public Health Service”) and his
service identification number, in lieu of
the registration number of the
practitioner required by this section,
The service identification number for a
Public Health Service employee is his
Social Security identification number,
Each paper prescription shall have the
name of the officer stamped, typed, or
handprinted on it, as well as the
signature of the officer.

B 9. Section 1306.08 is added to read as
follows:

§1306.08 Electrenic prescriptions.

{a) An individual practitioner may
sign and transmit electronic
prescriptions for controlled substances
provided the practitioner meets all of
the following requirements:

(1) The practitioner must comply with
all other requirements for issuing
controlled substance prescriptions in
this part;

(ZJP'Ihe practitioner must use an
application that meets the requirements
of part 1311 of this chapter; and

3) The practitioner must comply with
the requirements for practitioners in
part 1311 of this chapter,

(b) A pharmacy may fill an
electronically transmitted prescription
for a controlled substance provided the
pharmacy complies with all other
requirements for filling controlled
substance prescriptions in this part and
with the requirements of part 1311 of
this chapter.

{c) To annotate an electronic
prescription, a pharmacist must include
all of the information that this part
requires in the prescription record.

d) If the content of any of the
information required under § 1306.05

for a controlled substance prescription
is altered during the transmission, the
prescription is deemed to be invalid and
the pharmacy may not dispense the
controlled substance.

m 10. In § 1306.11, paragraphs (a), {c),
(d)(1), and (d)(4) are revised to read as
follows:

§1306.11 Requirement of prescription.

{a) A pharmacist may dispense
directly a controlled substance listed in
Schedule 1 that is a prescription drug
as determined under section 503 of the
Federal Food, Drug, and Cosmetic Act
(21 U.5.C.. 353(b)) only pursuant to &
written prescription signed by the
practitioner, except as provided in
paragraph {d) of this section. A paper
prescription for a Schedule I controlled
substance may be transmitted by the
practitioner or the practitioner’s agent to
a pharmacy via facsimile equipment,
provided that the original manually
signed prescription is presented to the
pharmacist for review prior to the actual
dispensing of the controlled substance,
except as noted in paragraph (e), (f), or
(g) of this section. The original
prescription shall be maintained in
accordance with § 1304.04(h) of this
chapter.

* * * * *

{c) An institutional practitioner may
administer or dispense directly (but not
prescribe} a controlled substance listed
in Schedule II only pursuant to a
written prescription signed by the
prescribing individual practitioner or to
an order for medication made by an
individual practitioner that is dispensed
for immediate administration to the
ultimate user.

(d)y* * *

(1) The quantity prescribed and
dispensed is limited to the amount
adequate to treat the patient during the
emergency period (dispensing beyond
the emergency period must be pursuant
to a paper or electronic prescription
signed by the prescribing individual
practitioner);

* * * * *

(4) Within 7 days after authorizing an
emergency oral prescription, the
prescribing individual practitioner shall
cause a written prescription for the
emergency quantity prescribed to be
delivered to the dispensing pharmacist.
In addition to conforming to the
requirements of § 1306.05, the
prescription shall have written on its
face “Authcrization for Emergency
Dispensing,” and the date of the oral
order. The paper prescription may be
delivered to the pharmacist in person or
by mail, but if delivered by mail it must
be postmarked within the 7-day period.
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Upon receipt, the dispensing pharmacist
must attach this paper prescription to
the oral emergency prescription that had
earlier been reduced to writing. For
electronic prescriptions, the pharmacist
must annotate the record of the
electronic prescription with the original
authorization and date of the oral order.
The pharmacist must notify the nearest
office of the Administration if the
prescribing individual practitioner fails
to deliver a written prescription to him;
failure of the pharmacist to do so shall
void the authority conferred by this
paragraph to dispense without a written
prescription of a prescribing individual
practitioner.

L] * * * *

m 11.1In § 1306.13, paragraph (a) is
revised to read as follows:

§1306.13 Partial filling of prescriptions.

(a) The partial filling of a prescription
for a controlled substance listed in
Schedule IT is permissible if the
pharmacist is unable to supply the full
quantity called for in a written or
emergency oral prescription and he
makes a notation of the quantity
supplied on the face of the written
prescription, written record of the
emergency oral prescription, or in the
electronic prescription record. The
remaining portion of the prescription
may be filled within 72 hours of the first
partial filling; however, if the remaining
portion is not or cannot be filled within
the 72-hour period, the pharmacist shall
notify the prescribing individual
practitioner. No further quantity may be
supplied beyond 72 hours without a
new prescription.

* * * * *

W 12, In § 1306.15, paragraph (a)(1) is
revised to read as follows:

§1306.15 Provision of prescription
information between retail pharmacies and
central fill pharmacies for prescriptions of
Schedule Il controlled substances.

* ® * * *

(a] *® %k *

(1) Write the words “CENTRAL FILL”
on the face of the original paper
prescription and record the name,
address, and DEA registration number of
the central fill pharmacy to which the
prescription has been transmitted, the
name of the retail pharmacy pharmacist
transmitting the prescription, and the
date of transmittal. For electronic
prescriptions the name, address, and
DEA registration number of the central
fill pharmacy to which the prescription
has been transmitted, the name of the
retail pharmacy pharmacist transmitting
the prescription, and the date of

transmittal must be added to the
electronic prescription record.
* * * * *

® 13.1In § 1306.21, paragraphs (a) and (c)
are revised to read as follows:

§1306.21 Requirement of prescription.

{a) A pharmacist may dispense
directly a controlled substance listed in
Schedule III, IV, or V that is a
prescription drug as determined under
section 503(b) of the Federal Food,
Drug, and Cosmetic Act (21 U.5.C.
353(b)) only pursuant to sither a paper
prescription signed by a practitioner, a
facsimile of a signed paper prescription
transmitted by the practitioner or the
practitioner’s agent to the pharmacy, an
electronic prescription that meets the
requirements of this part and part 1311
of this chapter, or an oral prescription
made by an individual practitioner and
promptly reduced to writing by the
pharmacist containing all information
required in § 1306.05, except for the
signature of the practitioner,

* * * * *

(c) An institutional practitioner may
administer or dispense directly (but not
prescribe] a controlled substance listed
in Schedule III, IV, or V only pursuant
to a paper prescription signed by an
individual practitioner, a facsimile of a
paper prescription or order for
medication transmitted by the
practitioner or the practitioner’s agent to
the institutional practitioner-
pharmacist, an electronic prescription
that meets the requirements of this part
and part 1311 of this chapter, or an oral
prescription made by an individual
practitioner and promptly reduced to
writing by the pharmacist (containing
all information required in § 1306.05
except for the signature of the
individual practitioner), or pursuant to
an order for medication made by an
individual practitioner that is dispensed
for immediate administration to the
ultimate user, subject to § 1306.07.

W 14, Section 1306.22 is revised to read
as follows:

§1306.22 Refilling of prescriptions.

{a) No prescription for a controlled
substance listed in Schedule III or IV
shall be filled or refilled more than six
months after the date on which such
prescription was issued. No prescription
for a controlied substance listed in
Schedule III or IV authorized to be
refilled may be refilled more than five
times.

(b) Each refilling of a prescription
shall be entered on the back of the
prescription or on another appropriate
document or electronic prescription
record. If entered on another document,

such as a medication record, or
electronic prescription record, the
document or record must he uniformly
maintained and readily retrievable.

(c) The following information must be
retrievable by the prescription number:

(1) The name and dosage form of the
conirolled substance.

(2) The date filled or refilled.

(3) The quantity dispensed.

(4) The initials of the dispensing
pharmacist for each refill.

(5) The total number of refills for that
prescription,

(d) If the pharmacist merely initials
and dates the back of the prescription or
annotates the electronic prescription
record, it shall be deemed that the full
face amount of the prescription has been
dispensed.

(e) The prescribing practitioner may
authorize additionai refills of Schedule
11 or IV controlled substances on the
original prescription through an oral
refill authorization transmitted to the
pharmacist provided the following
conditions are met:

(1) The total quantity authorized,
including the amount of the original
prescription, does not exceed five refills
nor extend heyond six months from the
date of issue of the original prescription.

(2) The pharmacist obtaining the oral
authorization records on the reverse of
the original paper prescription or
annotates the electronic preseription
record with the date, quantity of refill,
number of additional refills authorized,
and initials the paper prescription or
annotates the electronic prescription
record showing who received the
authorization from the prescribing
practitioner who issued the original
prescription.

(3) The quantity of each additional
refill authorized is equal to or less than
the quantity authorized for the initial
filling of the original prescription.

(4) The prescribing practitioner must
execute a new and separate prescription
for any additional quantities beyond the
five-refill, six-month limitation,

(f) As an alternative to the procedures
provided by paragraphs (a) through (e)
of this section, a computer application
may be used for the storage and retrieval
of refill information for original paper
prescription orders for controlled
substances in Schedule III and IV,
subject to the following conditions:

(1) Any such proposed computerized
application must provide online
retrieval (via computer monitor or hard-
copy printout) of original prescription
order information for those prescription
orders that are currently authorized for
refilling. This shall include, but is not
limited to, data such as the original
prescription number; date of issuance of
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the original prescription order by the
practitioner; full name and address of
the patient; name, address, and DEA
registration number of the practitioner;
and the name, strength, dosage form,
quantity of the controlled substance
prescribed (and quantity dispensed if
different from the quantity prescribed},
and the total number of refills
authorized by the prescribing
practitioner,

(2) Any such proposed computerized
application must also provide online
retrieval (via computer monitor or hard-
copy printout) of the current refill
history for Schedule I or IV controlled
substance prescription orders (those
authorized for refill during the past six
months). This refill history shall
include, but is not limited to, the name
of the controlled substance, the date of
refill, the quantity dispensed, the
identification code, or name or initials
of the dispensing pharmacist for each
refill and the total number of refills
dispensed to date for that prescription
order.

{3) Documentation of the fact that the
refill information entered into the
computer each time a pharmacist refills
an original paper, fax, or oral
prescription order for a Schedule III or
IV controlled substance is correct must
be provided by the individual
pharmacist who makes use of such an
application. If such an application
provides a hard-copy printout of each
day’s controlled substance prescription
order refill data, that printout shall be
verified, dated, and signed by the
individual pharmacist who refilled such
a prescription order. The individual
pharmacist must verify that the data
indicated are correct and then sign this
document in the same manner as he
would sign a check or legal document
(e.g., ].H. Smith, or John H, Smith}. This
document shall be maintained in a
separate file at that pharmacy for a
period of two years from the dispensing
date. This printout of the day's
controlled substance prescription order
refill data must be provided to each
pharmacy using such a computerized
application within 72 hours of the date
on which the refill was dispensed. It
must be verified and signed by each
pharmacist who is involved with such
dispensing. In lieu of such a printout,
the pharmacy shall maintain a bound
log baok, or separate file, in which each
individual pharmacist involved in such
dispensing shall sign a statement (in the
manner previously described) each day,
attesting to the fact that the refill
information entered into the computer
that day has been reviewed by him and
is correct as shown. Such a book or file
must be maintained at the pharmacy

employing such an application for a
period of two years after the date of
dispensing the appropriately authorized
refill.

(4) Any such computerized
application shall have the capability of
producing a printout of any refill data
that the user pharmacy is responsible
for maintaining under the Act and its
implementing regulations. For example,
this would include a refill-by-refill audit
trail for any specified strength and
dosage form of any controlled substance
(by either brand or generic name or
both). Such a printout must include
name of the prescribing practitioner,
name and address of the patient,
quantity dispensed on each refill, date
of dispensing for each refill, name or
identification code of the dispensing
pharmacist, and the number of the
original prescription order. In any
computerized application employed by
a user pharmacy the central
recordkeeping location must be capable
of sending the printout to the pharmacy
within 48 hours, and if a DEA Special
Agent or Diversion Investigator requests
a copy of such printout from the user
pharmacy, it must, if requested to do so
by the Agent or Investigator, verify the
printout transmittal capability of its
application by documentation (e.g.,
postmark).

(5) In the event that a pharmacy
which employs such a computerized
application experiences system down-
time, the pharmacy must have an
auxiliary procedure which will he used
for documentation of refills of Schedule
Il and IV controlled substance
prescription orders. This auxiliary
procedure must ensure that refills are
authorized by the original prescription
order, that the maximum number of
refills has not been exceeded, and that
all of the appropriate data are retained
for online data entry as soon as the
computer system is available for use
again.

{g) When filing refill information for
original paper, fax, or oral prescription
orders for Schedule III or IV controlled
substances, a pharmacy may use only
one of the two applications described in
paragraphs (a) through (e) or (f) of this
section.

(h) When filing refill information for
electronic prescriptions, a pharmacy
must use an application that meets the
requirements of part 1311 of this
chapter.

M 15, Section 1306.25 is revised to read
as follows:

§1306.25 Transfer between pharmacies of
prescription information for Schedules Ill,
IV, and V controlled substances for refill
purposes.

(a) The transfer of original
prescription information for a controlled
substance listed in Schedule III, IV, or
V for the purpose of refill dispensing is
permissible between pharmacies on a
one-time basis only. However,
pharmacies electronically sharing a real-
time, online database may transfer up to
the maximum refills permitted by law
and the prescriber’s antharization,

(b) Transfers are subject to the
following requirements;

(1) The transfer must be
communicated directly between two
licensed pharmacists.

(2) The transferring pharmacist must
do the following:

(i) Write the word “VOID” on the face
of the invalidated prescription; for
electronic prescriptions, information
that the prescription has been
transferred must be added to the
prescription record.

(ii) Record on the reverse of the
invalidated prescription the name,
address, and DEA registration number of
the pharmacy to which it was
transferred and the name of the
pharmacist receiving the prescription
information; for electronic
prescriptions, such information must be
added to the prescription record,

(iii) Record the date of the transfer
and the name of the pharmacist
transferring the information.

(3) For paper prescriptions and
prescriptions received orally and
reduced to writing by the pharmacist
pursuant to §1306.21(a), the pharmacist
receiving the transferred prescription
information must write the word
“transfer” on the face of the transferred
prescription and reduce to writing all
information required to be on a
prescription pursuant to § 1306.05 and
include:

(i) Date of issuance of original
prescription.

(i) Original number of refills
authorized on original prescription.

(iii) Date of original <fis ensing.

(iv) Number of valid refills remaining
and date(s) and locations of previous
refill(s},

(v) Pharmacy’s name, address, DEA
Tegistration number, and prescription
number from which the prescription
information was transferred.

{(vi) Name of pharmacist who
transferred the prescription.

(vii) Pharmacy’s name, address, DEA
registration number, and prescription
number from which the prescription
was originally filled.

(4) For electronic prescriptions heing
transferred electronically, the



16310

Federal Register/Vol. 75, No. 61/Wednesday, March 31, 2010/Rules and Regulations

transferring pharmacist must provide
the receiving pharmacist with the
following information in addition to the
original electronic prescription data;

(i) The date of the original dispensing.
(ii) The number of refills remaining
and the date(s) and locations of previous

refills.

(iii) The transferring pharmacy’s
name, address, DEA registration
nurnber, and prescription number for
each dispensing.

(iv) The name of the pharmacist
transferring the prescription.

{v) The name, address, DEA
registration number, and prescription
number from the pharmacy that
originally filled the prescription, if
different.

{5) The pharmacist receiving a
transferred electronic prescription must
create an electronic record for the
prescription that includes the receiving
pbarmacist’s name and all of the
information transferred with the
prescription under paragraph (b){4) of
this section.

(c) The original and transferred
prescription(s) must be maintained for a
period of two years from the date of last
refill.

{d) Pharmacies electronically
accessing the same prescription record
must satisfy all information
requirements of a manual mode for
prescription transferal.

(e) The procedure allowing the
transfer of prescription information for
refill purposes is permissible only if
allowable under existing State or cther
applicable law.

PART 1311—REQUIREMENTS FOR
ELECTRONIC ORDERS AND
PRESCRIPTIONS

m 16. The authority citation for part
1311 continuss to read as follows:

Authority: 21 U.S.C. 821, 828, 829, 871(b),
958(e), 965, unless otherwise noted.

m 17. The heading for part 1311 is
revised to read as set forth above.

B 18. Section 1311.01 is revised to read
as follows:

§1311.01 Scope.

This part sets forth the rules
governing the creation, transmission,
and storage of electronic orders and
prescriptions.

W 19. Section 1311.02 is revised to read
as follows:

§1311.02 Definitions.

Any term contained in this part shall
have the definition set forth in section
102 of the Act (21 U.S.C. 802) or part
1300 of this chapter.

M 20. Section 1311.08 is revised to read
as follows:

§1311.08 Incorporation by reference.

(a) These incorporations hy reference
were approved by the Director of the
Federal Register in accordance with 5
U.5.C. 552(a) and 1 CFR part 51. Copies
may be inspected at the Drug
Enforcement Administration, 600 Army
Navy Drive, Arlington, VA 22202 or at
the National Archives and Records
Administration (NARA), For
information on the availability of this
material at the Drug Enforcement
Administration, call (202) 307—1000.
For information on the availability of
this material at NARA, call (202) 741—
6030 or go to: hitp://www.archives.gov/
federal register/
code_of federal regulations/
ibr_locations.himl.

{(b) These standards are available from
the National Institute of Standards and
Technelogy, Computer Security
Division, Information Technology
Laboratory, National Institute of
Standards and Technology, 100 Bureau
Drive, Gaithershurg, MD 208998930,
(301) 975-6478 or TTY (301) 975-8295,
inquirigs@nist.gov, and are available at
http://esre.nist gov/. The following
standards are incorporated by reference:

(1) Federal Information Processing
Standard Publication (FIPS PUB) 140-2,
Change Notices (12—03-2002), Security
Requirements for Cryptographic
Modules, May 25, 2001 (FIPS 140-2)
including Annexes A through D;
incorporation by reference approved for
§§1311.30(b), 1311.55(b), 1311.115(b),
1311.120(b), 1311.205(h).

(i) Annex A: Approved Security
Functions for FIPS PUB 140-2, Security
Requirements for Cryptographic
Modules, September 23, 2004.

(if) Annex B: Approved Protection
Profiles for FIPS PUB 140-2, Security
Requirements for Cryptographic
Modules, November 4, 2004.

(iii) Annex C: Approved Random
Number Generators for FIPS PUB 140-
2, Security Requirements for
Cryptographic Modules, January 31,
2005.

(iv) Annex D: Approved Key
Establishment Techniques for FIPS PUB
140-2, Security Requirernents for
Cryptographic Modules, February 23,
2004.

(2) Federal Information Processing
Standard Publication (FIPS PUB) 180-2,
Secure Hash Standard, August 1, 2002,
as amended by change notice 1,
February 25, 2004 (FIPS 180-2);
incorporation by reference approved for
§§1311.30(b) and 1311.55(b).

{3) Federal Information Processing
Standard Publication (FIPS PUB) 180-3,

Secure Hash Standard (SHS), October
2008 (FIPS 180-3); incorporation by
reference approved for §§ 1311.120(b)
and 1311.205(b).

(4) Federal Information Processing
Standard Publication (FIPS PUB) 1862,
Digital Signature Standard, January 27,
2000, as amended by Change Notice 1,
October 5, 2001 (FIPS 186-2};
incorporation by reference approved for
§§1311.30(b} and 1311.55(b).

(5) Federal Information Processing
Standard Publication (FIPS PUB) 186-3,
Digital Signature Standard (DSS), June
2009 (FIPS 186-3); incorporation by
reference approved for §§1311.120(b),
1311.205(b), and 1311.210{(c).

(6) Draft NIST Special Publication
800-63—1, Electronic Authentication
Guideline, December 8, 2008 (NIST SP
800-63-1); Burr, W. et al.; incorporation
by reference approved for § 1211.105(a).

(7) NIST Special Publication 800-76—
1, Biometric Data Specification for
Personal Identity Verification, January
2007 (NIST SP 800-76—1); Wilson, C. et
al.; incorporation by reference approved
for §1311.116(d).

N 21. Subpart C, consisting of
§81311.100 through 1311.305, is added
to read as follows:

Subpart C—Electronic Prescriptions

Sec.,

1311.100 General.

1311.102 Practitioner responsibilities.

1311.105 Requirements for obtaining an
authentication credential—Individual
practitioners.

1311.110 Requirements for obtaining an
authentication credential—Individual
practitioners eligible to use an electronic
prescription application of an
institutional practitioner.

1311.115 Additional requirements for two-
factor authentication.

1311.116 Additional requirements for
bicmetrics,

1311.220 Electronic prescription
application requirements.

1311125 Requirements for establishing
logical access control—Individual
practitioner.

1311.130 Requirements for establishing
logical access control—Institutional
practitioner.

1311.135 Requirements for creating a
controlled substance prescription.

1311.140 Reqguirements for signing a
controlled substance prescription.

1311145 Digitally signing the prescription
with the individual practitioner’s private
key.

1311.150 Additicnal requirements for
internal application audits.

1311.170 Transmission requirements,

1311.200 Pharmacy responsibilities.

1311.205 Pharmacy application
requirements.

1311.210 Archiving the initial record.

1311.215 Internal audit trail,

E,
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1311.300 Application provider
requirements—Third-party audits or
certifications,

1311.302 Additional application provider
requirements.

1311.305 Recordkeeping.

Subpart C—Electronic Prescriptions

§1311.100 General.

(a) This subpart addresses the
requirements that must be met to issue
and process Schedule II, 11, IV, and V
controlled substance prescriptions
electronically.

{b) A practitioner may issue a
prescription for a Schedule II, III, IV, or
V controlled substance electronically if
all of the following conditions are met:

(1) The practitioner is registered as an
individual practitioner or exempt from
the requirement of registration under
part 1301 of this chapter and is
authorized under the registration or
exemption to dispense the controlled
substance;

(2) The practitioner uses an electronic
prescription application that meets all
of the applicable requirements of this
subpart; and

(3) The prescription is otherwise in
conformity with the requirements of the
Act and this chapter.

(c) An electronic prescription for a
Schedule II, III, IV, or V controlled
substance created using an electronic
prescription application that does not
meet the requirements of this subpart is
not a valid prescription, as that term is
defined in § 1300.03 of this chapter.

{(d} A controlled substance
prescription created using an electronic
prescription application that meets the
requirements of this subpart is not a
valid prescription if any of the functions
required under this subpart were
disabled when the prescription was
indicated as ready for signature and
signed.

{e) A registered pharmacy may
process electronic prescriptions for
controlled substances only if all of the
following conditions are met:

(1) The pharmacy uses a pharmacy
application that meets all of the
applicable requirements of this subpart;
and

(2) The prescription is otherwise in
conformity with the requirements of the
Act and this chapter.

(f) Nothing in this part alters the
responsibilities of the practitioner and
pharmacy, specified in part 1306 of this
chapter, to ensure the validity of a
controlled substance prescription.

§1311.102 Practitioner responsibllities.
(a) The practitioner must retain sole

possession of the hard token, where

applicable, and must not share the

passwaord or other knowledge factor, or
biometric information, with any other
person. The practitioner must not allow
any other person to use the token or
enter the knowledge factor or other
identification means to sign
prescriptions for controlled substances,
Failure hy the practitioner to secure the
hard token, knowledge factor, or
biometric information may provide a
basis for revocation or suspension of
registration pursuant to section 304(a)(4)
of the Act (21 U.S.C. 824(a}(4)).

(b) The practitioner must notify the
individuals designated under § 1311.125
or § 1311.130 within one business day
of discovery that the hard token has
been lost, stolen, or compromised or the
authentication protocol has been
otherwise compromised. A practitioner
who fails to comply with this provision
may be held responsible for any
controlled substance prescriptions
written using his two-factor
authentication credential.

(c) 1f the practitioner is notified by an
intermediary or pharmacy that an
electronic prescription was not
successfully delivered, as provided in
§1311.170, he must ensure that any
paper or oral prescription (where
permitted) issued as a replacement of
the original electronic prescription
indicates that the prescription was
originally transmitted electronically to a
particular pharmacy and that the
transmission failed.

{d) Before initially using an electronic
prascription application to sign and
transmit controlled substance
prescriptions, the practitioner must
determine that the third-party auditor or
certification organization has found that
the eiectronic prescription application
records, stores, and transmits the
following accurately and consistently:

{1) The information required for a
prescription under § 1306.05(a) of this
chapter,

(2) The indication of signing as
required by § 1311.120(b)(17) or the
digital signature created by the
practitioner’s private key.

(3) The number of refi)I(ls as required
by §1306.22 of this chapter.

(e) If the third-party auditor or
certification organization has found that
an electronic prescription application
does not accurately and consistently
record, store, and transmit other
information required for prescriptions
under this chapter, the practitioner must
not create, sign, and transmit electronic
prescriptions for controlled substances
that are subject to the additional
information requirements.

() The practitioner must not use the
electronic prescription application to
sign and transmit electronic controlled

substance prescriptions if any of the
functions of the application required by
this subpart have been disabled or
appear to be functioning improperly.

g) If an electronic prescription
application provider notifies an
individual practitioner that a third-party
audit or certification report indicates
that the application or the application
provider no longer meets the
requirements of this part or notifies him
that the application provider has
identified an issue that makes the
application non-compliant, the
practitioner must do the following:

(1) Immediately cease to issue
electronic controlled substance
prescriptions using the application.

{2) Ensure, for an instaF ed electronic
prescription application at an
individual practitioner’s practice, that
the individuals designated under
§1311.125 terminate access for signing
controlled substance prescriptions.

{h) If an electronic prescription
application provider notifies an
institutional practitioner that a third-
party audit or certification report
indicates that the application or the
application provider no longer meets
the requirements of this part or notifies
it that the application provider has
identified an issue that makes the
application non-compliant, the
institutional practitioner must ensure
that the individuals designated under
§1311.130 terminate access for signing
controlled substance prescriptions.

(i) An individual practitioner or
institutional practitioner that receives a
notification that the electronic
prescription application is not in
compliance with the requirements of
this part must not use the application to
issue elsctronic controlled substance
prescriptions until it is notified that the
application is again compliant and all
relevant updates to the application have
been installed.

() The practitioner must notify both
the individuals designated under
§1311.125 or §1311.130 and the
Administration within one business day
of discovery that one or more
prescriptions that were issued under a
DEA registration held by that
practitioner were prescriptions the
practitioner had not signed or were not
consistent with the prescriptions he
signed,

{k) The practitioner has the same
responsibilities when issuing
prescriptions for controlled substances
via electronic means as when issuing a
paper or oral prescription. Nothing in
this subpart relieves a practitioner of his
responsibility to dispense controlled
substances only for a legitimate medical
purpose while acting in the usual course
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of his professional practice. If an agent
enters information at the practiticner’s
direction prior to the practitioner
reviewing and approving the
information and signing and authorizing
the transmission of that information, the
practitioner is responsible in case the
prescription does not conform in all
essential respects to the law and
regulations,

§1311.105 Requirements for obtaining an
authentication eredential—Individual
practitioners.

(a) An individual practitioner must
obtain a two-factor authentication
credential from one of the following:

(1) A credential service provider that
has been approved by the General
Services Administration Office of
Technology Strategy/Division of
Identity Management to conduct
identity proofing that meets the
requirements of Assurance Level 3 or
above as specified in NIST SP 800-63—
1 as incorperated by reference in
§1311.08,

(2) For digital certificates, a
certification authority that is cross-
certified with the Federal Bridge
certification authority and that operates
at a Federal Bridge Certification
Authority basic assurance level or
ahove,

(b) The practitioner must submit
identity proofing information to the
credential service provider or
cerlification authority as specified by
the credential service provider or
certification authority.

(c) The credential service provider or
certification authority must issue the
authentication credential using two
channels (e.g., e-mail, mail, or telephone
call). If one of the factors used in the
authentication protocol is a biometric,
or if the practitioner has a hard teken
that is being enabled to sign controlled
substances prescriptions, the credential
service provider or certification
authority must issue two pieces of
information used to generate or activate
the authentication credential using two
channels,

§1311.110 Requirements for obtaining an
authentication credential—Individual
practitioners eligible to use an electronic
prescription application of an institutional
practitioner.

(a} For any registrant or person
exempted from the requirement of
registration under § 1301.22(c) of this
chapter whoa is eligible to use the
institutional practitioner’s electronic
prescription application to sign
prescriptions for controlled substances,
the entity within a DEA-registered
institutional practitioner that grants that
individual practitioner privileges at the

institutional practitioner (e.g., a hospital
credentialing office) may conduct
identity proofing and authorize the
issuance of the authentication
credential. That entity must do the
following:

(1) Ensure that photographic
identification issued by the Federal
Government or a State government
matches the person presenting the
identification.

(2) Ensure that the individual
practitioner’s State authorization to
practice and, where applicable, State
authorization to prescribe controlled
substances, is current and in good
standing.

{3) Either ensure that the individual
practitioner’s DEA registration is current
and in good standing or ensure that the
institutional practitioner has granted the
individual practitioner exempt from the
requirement of registration under
§ 1301.22 of this chapter privileges to
prescribe controlled substances using
the institutional practitioner’s DEA
registration number,

4) If the individual practitioner is an
employee of a health care facility that is
operated by the Department of Veterans
Affairs, confirm that the individual
practitioner has been duly appointed to
practice al that facility by the Secretary
of the Department of Veterans Affairs
pursuant to 38 11.5.C. 7401-7408.

(5) If the individual practitioner is
working at a health care facility
operated by the Department of Veterans
Affairs on a contractual basis pursnant
to 38 U.5.C. 8153 and, in the
performance of his duties, prescribes
controlled substances, confirm that the
individual practitioner meets the
criteria for eligibility for appointinent
under 38 U.S.C, 7401-7408 and is
prescribing controlled substances under
the registration of such facility.

(b) An institutional practitioner that
elects to conduct identity proofing must
provide authorization to issue the
authentication credentials to a separate
entity within the institutional
practitioner or to an outside credential
Service provider or certification
authority that meets the requirements of
§1311.105(a).

(c) When an institutional practitioner
is conducting identity proofing and
submitting information to a credential
service provider or certification
authorily to authorize the issuance of
authentication credentials, the
institutional practitioner must meet any
requirements that the credential service
provider or certification authority
imposes on entities that serve as trusted
agents,

{d) An institutional practitioner that
elects to conduct identity proofing and

authorize the issuance of the
authentication credential as provided in
paragraphs (a) through (c) of this section
must do so in a manner consistent with
the institutional practitioner’s general
obligation to maintain effective controls
against diversion. Failure to meet this
obligation may result in remedial action
consistent with § 1301.36 of this
chapter.

(e} An institutional practitioner that
elects to conduct identity proofing must
retain a record of the identity-proofing.
An institutional practitioner that elects
to issue the two-factor authentication
credential must retain a record of the
issuance of the credential.

§1311.115 Additional requirements for
two-factor authenticatfon.

(a) To sign a controlled substance
prescription, the electronic prescription
application must require the
practitioner to authenticate to the
application using an authentication
protocol that uses two of the following
three factors:

(1) Something only the practitioner
knows, such as a password or response
to a challenge question.

(2) Something the practitioner is,
biometric data such as a fingerprint or
iris scan.

(3) Something the practitioner has, a
device (hard token) separate from the
computer to which the practitioner is
gaining access.

(b) If one factor is a hard token, it
must be separate from the computer to
which it is gaining access and must
meet at least the criteria of FIPS 140-2
Security Level 1, as incorporated by
reference in § 1311.08, for cryptographic
modules or one-time-password devices.

(c) If one factor is a biometric, the
biomaetric subsystem must comply with
the requirements of § 1311.116,

§1311.116 Additional requirements for
hiometrics.

(a) If one of the factors used to
authenticate to the electronic
prescription application is a biometric
as described in §1311.115, it must
comply with the following
requirements,

(b) The bicmetric subsystem must
operate at a false match rate of 0.001 or
lower.

(c) The biometric subsystem must use
matching software that has
demonstrated performance at the
operating point corresponding with the
false match rate described in paragraph
(b) of this section, or a lower false match
rate. Testing to demonstrate
performance must be conducted by the
National Institute of Standards and
Technology or another DEA-approved
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government or nongovernment
laboratory. Such testing must comply
with the requirements of paragraph (h)
of this section.

{(d) The biometric subsystem must
conform to Personal Identity
Verification authentication biometric
acquisition specifications, pursuant to
NIST SP 800-76-1 as incorporated by
reference in § 1311.08, if they exist for
the biometric modality of choice,

(e) The hiometric subsystem must
either be co-located with a computer or
PDA that the practiticner uses to issue
electronic prescriptions for controlled
substances, where the computer or PDA
is located in a known, controlled
location, or be built directly into the
practitioner's computer or PDA that he
uses to issue electronic prescriptions for
controlled substances.

(f) The biometric subsystem must
store device ID data at enrollment (i.e.,
biometric registration) with the
biometric data and verify the device ID
at the time of authentication to the
electronic prescription application.

(g) The bicmetric subsystem must
protect the biometric data {raw data or
templates), match results, and/or non-
match results when authentication is
not local. If sent over an open network,
biometric data (raw data or templates),
match results, and/or non-match results
must be;

(1) Cryptographically source
authenticated;

(2) Combined with a random
challenge, a nonce, or a time stamp to
prevent replay;

(3) Cryptographically protected for
integrity and confidentiality; and

(4) Sent only to authorized systems.

(h} Testing of the biometric subsystem
must have the following characteristics:

(1) The test is conducted by a
laboratory that does not have an interest
in the outcome (positive or negative) of
performance of a submission or
biometric,

(2) Test data are sequestered.

(3) Algorithms are provided to the
testing laboratory (as opposed to scores
or other information).

(4) The operating point(s)
corresponding with the false match rate
described in paragraph (b} of this
section, or a lower false match rate, is
tested so that there is at least 95%
confidence that the false match and
non-match rates are equal to or less than
the observed value.

(5) Results of the testing are made
publicly available.

§1311.120 Electronic prescription
application requirements.

(a) A practitioner may only use an
electronic prescription application that

meets the requirements in paragraph (b)
of this section to issue electronic
controlied substance prescriptions.

{b) The electronic prescription
application must meet the requirements
of this subpart including the following:

(1) The electronic prescription
apPIication must do the following:

i) Link each registrant, by name, to at
least one DEA registration number.

(ii) Link each practitioner exempt
from registration under § 1301.22(c) of
this chapter to the institutional
practitioner’s DDEA registration number
and the specific internal code number
required under § 1301,22(c)(5) of this
chapter.

(2) The electronic prescription
application must be capable of the
setting of logical access controls to limit
permissions for the following functions:

(i) Indication that a prescription is
ready for signing and signing controlled
substance prescriptions,

(ii) Creating, updating, and executing
the logical access controls for the
functions specified in paragraph (b)(2)(i)
of this section.

(3) Logical access controls must be set
by individual user name or role. If the
application sets logical access control by
role, it must not allow an individual to
be assigned the role of registrant unless
that individual is linked to at least one
DEA registration number as provided in
paragraph (b)(1) of this section,

(4) The application must require that
the setting and changing of logical
access controls specified under
paragraph (h)(2) of this section involve
the actions of two individuals as
specified in §§1311.125 or 1311.130.
Except for institutional practitioners, a
practitioner authorized to sign
controlled substance prescriptions must
approve logical access control entries,

5) The electronic prescription
application must accept two-factor
authentication that meets the
requirements of § 1311.115 and raquire
its use for signing controlled substance
prescriptions and for approving data
that set or change logical access controls
related to reviewing and signing
controlled substance prescriptions.

(6) The electronic prescription
application must be capable of
recording all of the applicable
information required in part 1306 of this
chapter for the controlled substance
prescription.

(7) If a practitioner has more than one
DEA registration number, the electronic
prescription application must require
the practitioner or his agent to select the
DEA registration number to be included
on the prescription.

(8} Tge electronic prescription
application must have a time

application that is within five minutes
of the official National Institute of
Standards and Technology time source.

(9) The electronic prescription
application must present for the
practitioner’s review and approval all of
the following data for each controlled
substance prescription:

(i) The date of issuance.

(ii) The full name of the patient.

(iii) The drug name,

(iv) The dosage strength and form,
quantity prescribed, and directions for
use.

(v) The number of refills autherized,
if applicable, for prescriptions for
Schedule III, IV, and V controlled
substances.

(vi) For prescriptions written in
accordance with the requirements of
§1306.12(b) of this chaptar, the earliest
date on which a pharmacy may fill each
prescription,

(vii) The name, address, and DEA
registration number of the prescribing
practitioner.

(viii) The statement required under
§1311.140(a)(3).

(10) The electronic prescription
application must require the prescribing
practitioner to indicate that each
controlled substance prescription is
ready for signing. The electronic
prescription application must not
permit alteration of the DEA elements
after the practitioner has indicated that
a controlled substance prescription is
ready to be signed without requiring
ancther review and indication of
readiness for signing. Any controlled
substance prescription not indicated as
ready to be signed shall not he signed
or transmitted.

(11) While the information required
by paragraph (b)(9) of this section and
the statement required by
§ 1311.140(a)(3) remain displayed, the
electronic prescription application must
prompt the prescribing practitioner to
authenticate to the application, using
two-factor authentication, as specified
in §1311.140(a)(4), which will
constitute the signing of the prescription
by the practitioner for purposes of
§1306.05(a) and (e) of this chapter.

(12) The electronic prescription
application must not permit a
practitioner other than the prescribing
practitioner whose DEA number (or
institutional practitioner DEA number
and extension data for the individual
practitioner) is listed on the prescription
as the prescribing practitioner and who
has indicated that the prescription is
ready to be signed to sign the
prescription.

(13) Where a practitioner seeks to
prescribe more than one controlled
substance at one time for a particular
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patient, the electronic prescription
application may allow the practitioner
to sign multiple prescriptions for a
single patient at one time using a single
invocation of the two-factor
authentication protocol provided the
following has oceurred: The practitioner
has individually indicated that each
controlled substance prescription is
ready to be signed while the information
required hy paragraph (b){9) of this
section for each such prescription is
displayed along with the statement
required by § 1311.140(a)(3).

(14) The electronic prescription
application must time and date stamp
the prescription when the signing
function is used.

(15) When the practitioner uses his
two-factor authentication eredential as
specified in § 1311.140(a)(4), the
electronic prescription application must
digitally sign at least the information
required by part 1306 of this chapter
and electronically archive the digitally
signed record. If the practitioner signs
the prescription with his own private
key, as provided in § 1311.145, the
electronic prescription application must
electronically archive a copy of the
digitally signed record, but need not
apply the application’s digital signature
to the record.

(16) The digital signature
functionality must meet the following
requirements:

{i) The cryptographic module used to
digitally sign the data elements required
by part 1306 of this chapter must be at
least FIPS 140-2 Security Level 1
validated. FIPS 1402 is incorporated by
reference in §1311.08.

(ii) The digital signature application
and hash function must comply with
FIPS 1863 and FIPS 180-3, as
incorporated by reference in § 1311.08.

(iii) The electronic prescription
application’s private key must be stored
encrypted on a FIPS 140-2 Security
Level 1 or higher validated
cryptographic module using a FIPS-
approved encryption algorithm. FIPS
140-2 is incorporated by reference in
§1311.08.

(iv) For software implementations,
when the signing module is deactivated,
the application must clear the plain text
password from the application memory
to prevent the unauthorized access to, or
use of, the private key.

(17) Unless the digital signature
created by an individual practitioner’s
private key is being transmitted to the
pharmacy with the prescription, the
electronic prescription application must
include in the data file transmitted an
indication that the prescription was
signed by the prescribing practitioner,

(18) The electronic prescription
application must not transmit a
controlled substance prescription unless
the signing function described in
§1311.140(a)(4) has been used.

(19) The electronic prescription
application must not allow alteration of
any of the information required by part
1306 of this chapter after the
prescription has been digitally signed.
Any alteration of the information
required by part 1306 of this chapter
after the prescription is digitally signed
must cancel the prescription.

{20) The electronic prescription
application must not allow transmission
of a prescription that has been printed.

(21) The electronic prescription
applicalion must allow printing of a
prescription after transmission only if
the printed prescription is clearly
labeled as a copy not for dispensing.
The electronic prescription application
may allow printing of prescription
information if clearly labeled as being
for informational purposes, The
electronic prescription application may
transfer such prescription information
to medical records.

(22) If the transmission of an
electronic prescription fails, the
electronic prescription application may
print the prescription, The prescription
must indicate that it was originally
transmitted electronically to, and
provide the name of, a specific
pharmacy, the date and time of
transmission, and that the electronic
transmission failed.

(23) The electronic prescription
application must maintain an audit trail
of all actions related to the following:

(i) The creation, alteration, indication
of readiness for signing, signing,
transmission, or deletion of a controlled
substance prescription.

(ii} Any setting or changing of logical
access control permissions relatad to the
issuance of controlled substance
prescriptions.

(iif) Notification of a failed
transmission.

(iv) Auditable events as specified in
§1311.150.

(24) The electronic prescription
application must record within each
audit record the following information:

(i) The date and time of the event.

(ii) The type of event.

(iii) The identity of the person taking
the action, where applicable.

(iv) The outcome of the event (success
or failure).

(25) The electronic prescription
application must conduct internal
audits and generate reports on any of
the events specified in §1311.150 in a
format that is readable by the
practitioner. Such internal andits may

be automated and need not require
human intervention to be conducted.

{26) The electronic prescription
application must protect the stored
audit records from unauthorized
deletion. The electronic prescription
application shall prevent modifications
to the audit records.

(27) The electronic prescription
application must do the following:

(i) Generate a log of all controlled
substance prescriptions issued by a
practitioner during the previous
calendar month and provide the log to
the practitioner no later than seven
calendar days after that month,

{ii) Be capable of generating a log of
all controlled substance prescriptions
issued by a practitioner for a period
specified by the practitioner upon
request. Prescription information
available from which to generate the log
must span at least the previous two
years.

(iii) Archive all logs generated.

(iv) Ensure that all logs are easily
readable or easily rendered into a format
that a person can read.

(v) Ensure that all logs are sortable by
patient name, drug name, and date of
issuance of the prescription.

(28) Where the electronic prescription
application is required by this part to
archive or otherwise maintain records, it
must retain such records electronically
for two years from the date of the
record’s creation and comply with all
other requirements of § 1311.305.

§1311.125 Requirements for establishing
logical access control—Individual
practitioner.

(a) At each registered locaticn where
one or more individual practitioners
wish to use an electronic prescription
application meeting the requirements of
this subpart to issue controlled
substance prescriptions, the registrant(s)
must designate at least two individuals
to manage access control to the
application. At least one of the
designated individuals must be a
registrant who is authorized to issue
controlled substance prescriptions and
who has obtained a two-factor
authentication credential as provided in
§1311.105,

(b) At least one of the individuals
designated under paragraph (a) of this
section must verify that the DEA
registration and State authorization(s) to
practice and, where applicable, State
authorization(s} to dispense controlled
substances of each registrant being
granted permission to sign electronic
prescriptions for controlled substances
are current and in good standing.

(c) After one individual designated
under paragraph (a) of this section
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enters data that grants permission for
individual practitioners to have access
to the prescription functions that
indicate readiness for signature and
signing ar revokes such authorization, a
second individual designated under
paragraph (a) of this section must use
his two-factor authentication credential
to satisfy the logical access controls. The
second individual must be a DEA
registrant.

(d) A regisirant’s permission to
indicate that controlled substances
prescriptions are ready to be signed and
to sign controlled substance
prescriptions must be revoked whenever
any of the following occurs, on the date
the occurrence is discovered:

(1) A hard token or any other
authentication factor required by the
two-factor authentication protocol is
lost, stolen, or compromised. Such
access must be terminated immediately
upon receiving notification from the
individual practitioner.

(2) The individual practitioner’s DEA
registration expires, unless the
registration has heen renewed.

3) The individual practitioner’s DEA
registration is terminated, revoked, or
suspended.

(4) The individual practitioner is no
longer authorized to use the electronic
prescription application (e.g., when the
individual practitioner leaves the
practice).

§1311.130 Requirements for establishing
logical access control—Institutional
practitioner.

(a} The entity within an institutional
practitioner that conducts the identity
proofing under § 1311.110 must develop
a list of individual practitioners who are
permitted to use the institutional
practitioner’s electronic prescription
application to indicate that controlled
substances prescriptions are ready to be
signed and to sign controlled substance
prescriptions. The list must be approved
by two individuals.

(b) After the list is approved, it must
be sent to a separate entity within the
institutional practitioner that enters
permissions for logical access controls
into the application. The institutional
practitioner must authorize at least two
individuals or a role filled by at least
two individuals to enter the logical
access control data. One individual in
the separate entity must authenticale to
the application and enter the data to
grant permissions to individual
practitioners to indicate that controlled
substances prescriptions are ready to be
signed and to sign controlled substance
prescriptions. A second individual must
authenticate to the application to
execute the logical access controls.

{c) The institutional practitioner must
retain a record of the individuals or
roles that are authorized to coenduct
identity proofing and logical access
control data entry and execution.

(d) Permission to indicate that
controlled substances prescriptions are
ready to be signed and to sign controlled
substance prescriptions must be revoked
whenever any of the following occurs,
on the date the occurrence is
discovered:

(1) An individual practitioner’s hard
token or any other authentication factor
required by the practitioner’s two-factor
authentication protocol is lost, stolen, or
compromised. Such access must be
terminated immediately upon receiving
notification from the individual
practiticner.

{2) The institutional practitioner’s or,
where applicable, individual
practitioner’s DEA registration expires,
unless the registration has been
renewed.

(3) The institutional practitioner’s or,
where applicable, individual
practitioner’s DEA registration is
terminated, revoked, or suspended.

(4) An individual practitioner is no
longer authorized to use the
institutional practitioner’s electronic
prescription application (e.g., when the
individual practitioner is no longer
associated with the institutional
practitioner.)

§1311.135 Requiremenis for creating a
contrclled substance prescription.

(a) The electronic preseription
application may allow the registrant or
his agent to enter data for a controlled
substance prescription, provided that
only the registrant may sign the
prescription in accordance with
§§1311.120(b)(11) and 1311.140.

(b} If a practitioner holds multiple
DEA registrations, the practitioner or his
agent must select the appropriate
registration number for the prescription
being issued in accordance with the
requirements of § 1301.12 of this
chapter.

(c) If required by State law, a
supervisor’s name and DEA number
may be listed on a prescription,
provided the prescription clearly
indicatas whao is the supervisor and whe
is the prescribing practitioner,

§1311,140 Requirements for signing a
controlled substance prescription.

(a) For a practitioner to sign an
electronic prescription for a controlled
substance the following mnst occur:

(1) The practitioner must access a list
of one or more controlled substance
prescriptions for a single patient. The
list must display the information
required by § 1311.120(b)(9).

{2) The practitioner must indicate the
prescriptions that are ready to be signed.

(3) While the prescription information
required in § 1311.120(b)(9) is
displayed, the following statement or its
substantial equivalent is displayed: “By
completing the two-factor
authentication protocol at this time, you
are legally signing the prescription(s)
and authorizing the transmission of the
above information to the pharmacy for
dispensing. The two-factor
authentication protocol may only be
completed by the practitioner whose
name and DEA registration number
appear above.”

4) While the prescription information
required in § 1311.120(b}{9) and the
statement required by paragraph (a)(3)
of this section remain displayed, the
practitioner must be prompted to
complete the two-factor authentication
protocol.

(5) The completion by the practitioner
of the two-factor authentication protocol
in the manner provided in paragraph
(a)(4) of this section will constitute the
signing of the prescription by the
practitioner for purposes of § 1306,05(a)
and (e) of this chapter.

(6) Except as provided under
§1311.145, the practitioner's
completion of the two-factor
authentication protocol must cause the
application to digitally sign and
electronically archive the information
required under part 1306 of this chapter.

) The electronic prescription
application must clearly label as the
signing function the function that
prompis the practitioner to execute the
two-factor anthentication protocol using
his credential.

(c) Any prescription not signed in the
manner required by this section shall
not be transmitted.

§1311.145 Digitally signing the
prescription with the individual
practitioner's private key.

(a) An individual practitioner who
bas obtained a digital certificate as
provided in § 1311.105 may digitally
sign a controlled substance prescription
using the private key associated with his
digital certificate.

b) The electronic prescription
application must require the individual
practitioner to complete a two-factor
authentication protocol as specified in
§1311.140(a)(4) to use his private key.

(c) The electronic prescription
application must digitally sign at least
all information required under part 13086
of this chapter.

(d) The electronic prescription
application must electronically archive
the digitally signed record.

{e) A prescription that is digitally
signed with a practitioner’s private key
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may be transmitted to a pharmacy
without the digital signature.

{f) If the electronic prescription is
transmitted without the digital
signature, the electronic prescription
application must check the certificate
revocation list of the certification
authority that issued the practitioner’s
digital certificate. If the digital
certificate is not valid, the electronic
prescription application must not
transmit the prescription. The certificate
revocation list may be cached until the
certification authority issues a new
certificate revocation list.

(g) When the individual practitioner
digitally signs a controlled substance
prescription with the private key
associated with his own digital
certificate obtained as provided under
§1311.105, the electronic prescription
application is not required to digitally
sign the prescription using the
application’s private key.

§1311.150 Additional requirements for
internal application audits.

(a) The application provider must
establish and implement a list of
auditable events. Auditable events must,
at a minimum, include the following:

(1) Attempted unauthorized access to
the electronic prescription application,
or successful unauthorized access where
the determination of such is feasible.

(2) Attempted unauthorized
modification or destruction of any
informaticn or records required by this
part, or successful unauthorized
modification or destruction of any
information or records required by this
part where the determination of such is
feasible,

{3) Interference with application
operations of the prescription
application. _

{4) Any selling of or change to logical
access controls related to the issuance of
controlled substance prescriptions.

(5) Attempted or successful
interference with audit trail functions.

(6) For application service providers,
attempted or successful creation,
modification, or destruction of
controlled substance prescriptions or
logical access controls related to
controlled substance prescriptions by
any agent or employee of the
application service provider.

(b) The electronic prescription
application must analyze the audit trail
at least once every calendar day and
generate an incident report that
identifies each auditable event.

{c) Any person designated to set
logical access controls under
§§ 1311.125 or 1311.130 must determine
whether any identified auditable event
represents a security incident that

compromised or could have
compromised the integrity of the
prescription records. Any such
incidents must be reported to the
electronic prescription application
provider and the Administration within
one business day.

§1311.170 Transmission requirements.

(a) The electronic prescription
application must transmit the electronic
prescription as soon as possible after
signature by the practitioner.

{b) The electronic prescription
application may print a prescription
that has been transmitted only if an
intermediary or the designated
pharmacy notifies a practitioner that an
electronic prescription was not
successfully delivered to the designated
pharmacy. If this ocgurs, the electronic
prescription application may print the
prescription for the practitioner’s
manual signature, The printed
prescription must include information
noting that the prescription was
originally transmitted electronically to
[name of the specific pharmacy] on
[date/time] and that transmission failed.

{c) The electronic prescription
application may print copies of the
transmitted prescription if they are
clearly labeled: “Copy only—not valid
for dispensing.” Data on the prescription
may be electronically transferred to
medical records, and a list of
prescriptions written may be printed for
patients if the list indicates that it is for
informational purposes only and not for
dispensing.

(d) The electronic prescription
application must not allow the
transmission of an electronic
prescription if an original prescription
was printed prior to attempted '
transmission.

{e) The contents of the prescription
required by part 1306 of this chapter
must not be altered during transmission
between the practitioner and pharmacy.
Any change to the content during
transmission, including truncation or
removal of data, will render the
electronic prescription invalid. The
electronic prescription data may be
converted from one software version to
another between the electronic
prescription application and the
pharmacy application; conversion
includes altering the structure of fields
or machine language so that the
receiving pharmacy application can
read the prescription and import the
data.

(f) An electronic prescription must be
transmitted from the practitioner to the
pharmacy in its electronic form. At no
time may an intermediary convert an

electronic prescription to another form
(e.g., facsimile) for transmission.

§1311.200 Pharmacy responsibilities.

(a) Before initially using a pharmacy
application to process controlled
substance prescriptions, the pharmacy
must determine that the thixd-party
auditor or certification organization has
found that the pharmacy application
does the following accurately and
consistently:

(1) Import, store, and display the
information required for prescriptions
under § 1306.05(a) of this chapter.

{2) Import, store, and display the
indication of signing as required by
§1311.120(b)(17).

(3) Import, store, and display the
number of refills as required by
§1306.22 of this chapter.

(4) Import, store, and verify the
practitioner’s digital signature, as
provided in § 1311.210(c), where
applicable.

(b) If the third-party auditor or
certification organization has found that
a pharmacy application does not
accurately and consistently import,
store, and display other information
required for prescriptions under this
chapter, the pharmacy must not process
electronic prescriptions for controlled
substances that are subject to the
additional information requirements,

(c) If a pharmacy application provider
notifies 2 pharmacy that a third-party
audit or certification report indicates
that the application or the application
provider no longer meets the
requirements of this part or notifies it
that the application praovider has
identified an issue that makes the
application non-compliant, the
pharmacy must immediately cease to
process controlled substance
prescriptions using the application.

(d) A pharmacy that receives a
notification that the pharmacy
application is not in compliance with
the requirements of this part must not
use the application to process controlled
substance prescriptions until it is
notified that the application is again
compliant and all relevant updates to
the application have been installed.

{e) The pharmacy must determine
which employees are authorized to
enter information regarding the
dispensing of controlled substance
prescriptions and annotate or alter
records of these prescriptions (to the
extent such alterations are permitted
under this chapter). The pharmacy must
ensure that logical access controls in the
pharmacy application are set so that
only such employees are granted access

to perform these functions,
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(f) When a pharmacist fills a
prescription in a manner that would
require, under part 1306 of this chapter,
the pharmacist to make a notation on
the prescription if the prescription were
a paper prescription, the pharmacist
must make the same notation
electronically when filling an electronic
prescription and retain the annotation
electronically in the prescription record
or in linked files. When a prescription
is received electronically, the
prescription and all required
annotations must be retained
electranically.

(g) When a pharmacist receives a
paper or oral prescription that indicates
that it was originally transmitted
electronically to the pharmacy, the
pharmacist must check its records to
ensure that the electronic version was
not received and the prescription
dispensed. If both prescriptions were
received, the pharmacist must mark one
as void.

(h) When a pharmacist receives a
paper or oral prescription that indicates
that it was originally transmitted
electronically to another pharmacy, the
pharmacist must check with that
pharmacy to determine whether the
prescription was received and
dispensed. If the pharmacy that received
the original electronic prescription had
not dispensed the prescription, that
pharmacy must mark the electronic
version as void or canceled. If the
pharmacy that received the original
electronic prescription dispensed the
prescription, the pharmacy with the
paper version must not dispense the
paper prescription and must mark the
prescription as void.

(i) Nothing in this part relieves a
pharmacy and pharmacist of the
responsibility to dispense controlled
substances only pursuant to a
prescription issued for a legitimate
medical purpose by a practitioner acting
in the usual course of professional
practice.

§1311.205 Pharmacy application
requirements.

(a) The pharmacy may only use a
pharmacy application that meets the
requirements in paragraph (b) of this
section to process electronic controlled
substance prescriptions.

(b) The pharmacy application rust
meet the following requirements:

(1) The pharmacy application must be
capable of setting logical access controls
to limit access for the following
functions:

(i) Annotation, alteration, or deletion
of prescription information.

ii) Setting and changing the logical
access controls,

(2) Logical access conirols must be set
by individual user name or role.

(3) The pharmacy application must
digitally sign and archive a prescription
on receipt or be capable of receiving and
archiving a digitally signed record.

(4) For pharmacy applications that
digitally sign prescription records upon
receipt, the digital signature
functionality must meet the following
requirements:

(i) The cryptographic module used to
digitally sign the data elements required
by part 1306 of this chapter must be at
least FIPS 140-2 Security Level 1
validated. FIPS 140-2 is incorporated by
reference in § 1311.08.

{ii) The digital signature application
and hash function must comply with
FIPS 186-3 and FIPS 180-3, as
incorporated by reference in §1311.08.

(iii) The pharmacy application’s
private key must be stored encrypted on
a FIPS 140-2 Security Level 1 or higher
validated cryptographic module using a
FIPS-approved encryption algerithm,
FIPS 140-2 is incorporated by reference
in §1311.08.

(iv) For software implementations,
when the signing module is deactivated,
the pharmacy application must clear the
plain text password from the
application memory to prevent the
unauthorized access to, or use of, the
private key,

(v) The pharmacy application must
have a time application that is within
five minutes of the official National
Institute of Standards and Technology
time source,

(5) The pharmacy application must
verify a practitioner’s digital signature
(if the pharmacy application accepts
prescriptions that were digitally signed
with an individual practitioner’s private
key and transmitted with the digital
signature),

(6) If the prescription received by the
pharmacy application has not been
digitally signed by the practitioner and
transmitted with the digital signature,
the pharmacy application must either:

(i) Verify that the practitioner signed
the prescription by checking the data
field that indicates the prescription was
signed; or

(ii) Display the field for the
pharmacist’s verification.

(7) The pharmacy application must
read and retain the full DEA number
including the specific internal code
number assigned to individual
practitioners authorized to prescribe
controlled substances by the hospital or
other institution as provided in
§1301.22(c) of this chapter.

{8) The pharmacy application must
read and store, and be capable of

displaying, all information required by
part 1306 of this chapter.

(9) The pharmacy application must
read and store in full the information
required under § 1306.05(a) of this
chapter. The pharmacy application must
either verify that such information is
present or must display the information
for the pharmacist’s verification.

(10) The pharmacy application must
provide for the following information to
be added or linked to each electronic
controlled substance prescription record
for each dispensing:

(i) Number of units or volume of drug
dispensed.

(ii) Date dispensed.

(iii) Name or initials of the person
who dispensed the prescription.

(11) The pharmacy application must
be capable of retrieving controlled
substance prescriptions by practitioner
name, patient name, drug name, and
date dispensed.

(12) The pharmacy application must
allow downloading of prescription data
into a database or spreadsheet that is
readable and sortable.

(13) The pharmacy application must
maintain an audit trail of all actions
related to the following:

(i) The receipt, annotation, alteration,
or deletion of a controlled substance
prescription.

(i} Any setting or changing of logical
access control permissions related to the
dispensing of controlled substance
prescriptions,

(iii) Auditable events as specified in
§1311.215.

{(14) The pharmacy application must
record within each audit record the
following information:

(i) The date and time of the event.

(ii) The type of event.

(iii) The identity of the person taking
the action, where applicable.

(iv) The outcome of the event (success
or failure).

(15) The pharmacy application must
conduct internal audits and generate
reports on any of the events specified in
§1311.215 in a format that is readable
by the pharmacist. Such an internal
audit may be automated and need not
require human intervention to be
conducted.

(16) The pharmacy application must
protect the stored audit records from
unauthorized deletion. The pharmacy
application shall prevent modifications
to the audit records.

(17) The pharmacy application must
back up the controlled substance
prescription records daily.

{18) The pharmacy application must
retain all archived records electronically
for at least two years from the date of
their receipt or creation and comply
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with all other requirements of
§1311.305.

§1311.210 Archiving the initial record.

(a) Except as provided in paragraph
(c) of this section, a copy of each
electronic controlled substance
prescription record that a pharmacy
receives must be digitally signed by one
of the following:

(1) The last intermediary transmitting
the record to the pharmacy must
digitally sign the prescription
immediately prior to transmission to the
pharmacy.

{2) The first pharmacy application
that receives the electronic prescription
must digitally sign the prescription
immediately on receipt.

(b) If the last intermediary digitally
signs the record, it must forward the
digitally signed copy to the pharmacy.

%c) If a pharmacy receives a digitalf;r
signed prescription that includes the
individual practitioner’s digital
signature, the pharmacy application
must do the following:

(1) Verify the digital signature as
provided in FIPS 186-3, as incorporated
by reference in § 1311.08,

(2} Check the validity of the certificate
holder’s digital certificate by checking
the certificate revocation list. The
pharmacy may cache the CRL until it
expires.

3) Archive the digitally signed
record. The pharmacy record must
retain an indication that the
prescription was verified upon receipt.
No additional digital signature is
required.

§1311.215 Internal audit trail.

{a) The pharmacy application
provider must establish and implement
a list of auditable events. The auditable
events must, at a minimun, include the
following:

(1) Atternpted unauthorized access to
the pharmacy application, or successful
unauthorized access to the pharmacy
application where the determination of
such is feasible.

(2) Attempted or successful
unauthorized modification or
destruction of any information or
records required by this part, or
successful unauthorized modification or
destruction of any information or
records required by this part where the
determination of such is feasible.

(3) Interference with application
operations of the pharmacy application.

{4) Any setting of or change to logical
access controls related to the dispensing
of contralled substance prescriptions,

(5) Atternpted or successful
interference with audit trail functions,

(6) For application service providers,
attempted or successtul annotation,

alteration, or destruction of controlled
substance prescriptions or logical access
controls related to controlled substance
prescriptions by any agent or employee
of the application service provider.

{b) The pharmacy application must
analyze the audit trail at least once
every calendar day and generate an
incident report that identifies each
auditable event.

(c) The pharmacy must determine
whether any identified auditable event
Tepresents a security incident that
compromised or could have
compromised the integrity of the
prescription records. Any such
incidents must be reported to the
pharmacy application service provider,
if applicable, and the Administration
within one business day.

§1311.300 Application provider
requirements—Third-party audits or
cerlifications.

{a) Except as provided in paragraph
(e) of this section, the application
provider of an electronic prescription
application or a pharmacy application
must have a third-party audit of the
application that determines that the
application meets the requirements of
this part at each of the following times:

{1) Before the application may be used
1o create, sign, transmit, or process
controlled substance prescriptions.

(2) Whenever a functionality related
to controlled substance prescription
requirements is altered or every two
years, whichever occurs first,

{b) The third-party audit must be
conducted by one of the following:

(1) A person qualified to conduct a
SysTrust, WebTrust, or SAS 70 audit.

(2) A Certified Information System
Auditor who performs compliance
audits as a regular ongoing business
activity.

(c) An audit for installed applications
must address processing integrity and
determine that the application meets the
requirements of this part.

(d) An audit for application service
providers must address processing
integrity and physical security and
determine that the application meets the
requirements of this part.

(e) If a certifying organization whose
certification process has been approved
by DEA verifies and certifies that an
electronic prescription or pharmacy
application meets the requirements of
this part, certification by that
organization may be used as an
alternative to the audit requirements of
paragraphs (b) through (d} of this
section, provided that the certification
that determines that the application
meets the requirements of this part
occurs at each of the following times:

(1) Before the application may be used
to create, sign, transmit, or process
controlled substance prescriptions.

(2) Whenever a functionality related
to controlled substance prescription
requirements is altered or every two
years, whichever occurs first.

(f) The application provider must
make the andit or certification report
available to any practitioner or
pharmacy that uses the application or is
considering use of the application. The
electronic prescription or pharmacy
application provider must retain the
most recent audit or certification results
and retain the results of any other andits
or cerlifications of the application
completed within the previous two
years.

(g) Except as provided in paragraphs
(h) and (i) of this section, if the third-
party auditor or certification
organization finds that the application
does not meet one or more of the
requirements of this part, the
application must not be used to create,
sign, transmit, or process electronic
controlled substance prescriptions. The
application provider must notify
registrants within five business days of
the issuance of the audit or certification
report that they should not use the
application for controlled substance
prescriptions. The application provider
must also notify the Administration of
the adverse audit or certification report
and provide the report to the
Administration within one business day
of issuance.

{h) For electronic prescription
applications, the third-party auditor or
certification organization must make the
following determinations:

(1) If the information required in
§ 1306.05(a) of this chapter, the
indication that the prescription was
signed as required by § 1311.120(b){17}
or the digital signature created by the
practitioner’s private key, if transmitted,
and the number of refills as required by
§1306.22 of this chapter, cannot be
consistently and accurately recorded,
stored, and transmitted, the third-party
auditor or certification organization
must indicate that the application does
not meet the requirements of this part.

(2) If other in%onnation require
under this chapter cannot be
consistently and accurately recorded,
stored, and transmitted, the third-party
auditor or certification organization
must indicate that the application has
failed to meet the requirements for the
specific information and should not be
used to create, sign, and transmit
prescriptions that require the additional
information.

(i) For pharmacy applications, the
third-party auditer or certification



Federal Register/Vol. 75, No. 61/Wednesday, March 31, 2010/Rules and Regulations

16319

organization must make the following
determinations:

(1) If the information required in
§ 1306.05(a) of this chaptsr, the
indication that the prescription was
signed as required by § 1311.205(b)(6),
and the number of refills as required by
§ 1306.22 of this chapter, cannot be
consistently and accurately imported,
stored, and displayed, the third-party
auditor or certification organization
must indicate that the application does
not meet the requirements of this part.

(2) If the pharmacy application
accepts prescriptions with the
practitioner’s digital signature, the
third-party auditor or certification
organization must indicate that the
application does not meet the
requirements of this part if the
application does not consistently and
accurately import, store, and verify the
digital signature.

(3) If other information required
under this chapter cannot be
consistently and accurately imported,
stored, and displayed, the third-party
duditor or certification organization
must indicate that the application has
failed to meet the requirements for the
specific information and should not be
used to process electronic preseriptions
that require the additional information.

§1311.302 Additional application provider
requirements.

(a) If an application provider
identifies or is made aware of any issue
with its application that make the
application non-compliant with the

requirements of this part, the
application provider must notify
practitioners or pharmacies that use the
application as soon as feasible, but no
later than five business days after
discovery, that the application should
not be used to issue or process
electronic controlled substance
prescriptions.

(b) When providing practitioners or
pharmacies with updates to any issue
that makes the application non-
compliant with the requirements of this
part, the application provider must
indicate that the updates must be
installed before the practitioner or
pharmacy may use the application to
issue or process electronic controlled
substance prescriptions.

§1311.305 Recordkeeping.

{a) If a prescription is created, signed,
transmitied, and received electronically,
all records related to that prescription
must be retained electronically.

(b) Records required by this subpart
must be maintained electronically for
two years from the date of their creation
or receipt. This record retention
requirement shall not pre-empt any
longer period of retention which may be
required now or in the future, by any
other Federal or State law or regulation,
applicable to practitioners, pharmacists,
or pharmacies.

(c) Records regarding controlled
substances prescriptions must be readily
retrievable from all other records.
Electronic records must he easily

readable or easily rendered into a format
that a person can read.

(d) Records required by this part must
be made available to the Administration
upon request.

(e) If an application service provider
ceases to provide an electronic
prescription application or an electronic
pharmacy application or if a registrant
ceases to use an application service
provider, the application service
provider must transfer any records
subject to this part to the registrant in
a format that the registrant's
applications are capable of retrieving,
displaying, and printing in a readable
format.

(f) If a registrant changes application
providers, the registrant must ensure
that any records subject to this part are
migrated to the new application or are
stored in a format that can be retrieved,
displayed, and printed in a readable
format.

(g) If a registrant transfers its
elecironic prescription files to another
registrant, both registrants must ensure
that the records are migrated to the new
application or are stored in a format that
can be retrieved, displayed, and printed
in a readable format.

(h) Digitally signed prescription
records must be transferred or migrated
with the digital signature.

Dated: March 22, 2010,

Michele M. Leonhart,

Depuiy Administrator.

[FR Doc. 20106687 Filed 3-24—16; 4:15 pm]
BILLING CODE 4410-00-P
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U. 8. Department of Justice
Drug Enforcement Administration

8701 Morrissette Drive
Springfield, Virginia 22152

www.dea. gov

Dear Provider of Electronic Prescription Application(s) or Pharmacy Application(s):

On March 31, 2010, the Drug Enforcement Administration (DEA) published in the Federal
Register an Interim Final Rule with Request for Commient entitled “Electronic Prescriptions for
Controlled Substances” (75 FR 16236) [Docket No. DEA-218, RIN 1117-AA61]. The rule may
be viewed at http:/fwww.access.gpo.gov/su_docs/fedreg/al0033 1c.html. The rule will become
effective June 1, 2010,

The rule revises DEA regulations to provide practitioners with the option of writing
prescriptions for controlled substances electronically. The regulations also permit pharmacies to
receive, dispense, and archive these electronic prescriptions, These regulations are an addition to,
not a replacement of, the existing rules. The regulations provide pharmacies, hospitals, and
practitioners with the ability to use modern technology for controlled substance prescriptions
while maintaining the closed system of controls on controfied substances.

DEA worked closely with 4 number of components within the Department of Health and
Human Services. DEA’s discussions with the Office of the National Coordinator for Health
[nformation Technology (ONC), Centers for Medicare and Medicaid Services (CMS), and
Agency for Healihcare Research and Quality (AHRQ) were instrumental in the development of
this rule. DEA also worked closely with the National Institute of Standards and Technology and
the General Services Administration,

Persons who wish to prescribe/dispense controlled substances using electronic prescriptions
must select software that meets the requirements of this rule. Application providers who make
such electronic prescribing software or pharmacy software available may wish to carefully review
the requirements of this rule if they wish their software to handle electronic prescriptions for
controlled substances. As of June 1, 2010, only those electronic prescription applications and
pharmacy applications that comply with all of DEA’s requirements as set forth in 21 C.F.R. Part
1311 may be used by DEA-registered prescribing practitioners and DEA-registered pharmacies to
sign and transmit controlled substance prescriptions electronically or electronically receive and
archive controlled substances prescriptions and dispense controlled substances based on those
prescriptions, respectively.

DEA appreciates your efforts to comply with the provisions of the Controlled Substances Act
and its implementing regulations. You may obtain addilional information regarding the Office of

Diversion Control Program by accessing our website at www DEAdiversion.usdoj.gov.

Si ly,
M
ark W, Caverly, Chief

Liaison and Policy Secy

Office of Diversion

3



Electronic Prescriptions for Controiled Substances (EPCS) - Questions and Answers Page 1 of 4

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION
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RESOURCES > Electronic Commerce Initiatives > Electronic Preseriptions for Controlled Substances (EPCS} » Questions and Answers

Electronic Prescriptions for Controlled Substances (EPCS) Cases Against Doctors

Chemlcal Control Program
General Questions and Answers CMEA (Combat Meth Epidemic Act)
[As of 03/31/2010] Controlled Substance Schedules

DATA Waived Physici
The questions and answers below are intended to summarize and provide general information regarding the Drug Enforcement } an yslc'anf
Administration {DEA) Interim Final Rule with Request for Comment "Electronic Prescriptions for Controlled Drug Disposal Information
Substances” (75 FR 16236, March 31, 2010) [Docket No. DEA-218, RIN 1117-AA61]. The Information provided is not Drug and Chemical Information

Intended to provide specific Infonmation about every aspect of the rule, nor is it a substitute for the regulations themselves. -
E-commerce Initiatives

General Federal Agencies & Related Links
Federal Register Notices
National Take-Back Initiative

Implementation of Rule
Audits and Certiflcation of Applications

NFLIS

Publications & Manuals
General Questions & Answers
Q. What is DEA's rule "Electronic Prescriptions for Controlled Substances?" Significant Guidance Documents

Synthetlc Drugs
A. DEA's rule, "Electronic Prescriptions for Controlled Substances® revises DEA's regulations to provide practitioners with Title 21 Code of Faderal
the option of writing prescriptions for controlled substances electronically. The regulattons will also permit pharmacies to Regulations
recelve, dispense, and archlve these electronic prescriptions. The rule was published in the Federal Register Wednesday,
March 31, 2010 and becomes effective on June 1, 2010, Title 21 USC Codified CSA

Q. Is the use of electronic prescriptions for controlled substances mandatory?

A. No, the new regulations do not mandate that practitioners prescribe controlled substances using only electronic
prescriptions. Nor do they require pharmacies to accept electronic preseriptions for controlled substances for dispensing.
Whether a practitioner or pharmacy uses electronic prescriptions for controlled substances is voluntary from DEA's
perspective. Prescriblng practitioners are stlll able to write, and manually sign, prescriptions for schedule II, I1I, TV, and
V controlled substances and pharmacies are still able to dispense controlled substances based on those written
prescriptions. Oral prescriptions remain valid for schedule III, IV, and V contralled substances.

Q. Did DEA consider public comment in the development of this rule?

A. DEA considered almost two hundred separate comments recelved from the public to the "Electronic Prescriptions for
Controlled Substances” Notlce of Proposed Rulemaking (73 FR 36722, June 27, 2008) in the development of this rule.

Q. Did DEA work with ather Federal agencies in the development of this rule?

A. DEA worked closely with a number of components within the Department of Health and Human Services. DEA's discusslons with the Office of the
National Coordinator for Health Information Technology {(ONC), Centers for Medicare and Medlcaid Services (CMS), and Agency for Healthcare Research
and Quality (AHRQ) were Instrumental in the development of this rule, DEA also worked closely with the National Institute of Standards and Tech nology
and the General Services Administration.

Implementation of Rule

Q. When can a practitioner start issuing electronic prescriptions for controlled substances?

A. A practitioner will be able to Issue electronic controlled substance prescriptions only when the electronic prescription or electronie health record (EHR)
application the practitioner Is using complies with the requirements in the interlm final rule.

Q. When can a pharmacy start processing electronic prescriptions for controlled substances?

A. A pharmacy will be able to pracess electronlc controlled substance prescriptions only when the pharmacy application the pharmacy Is uslng complies
with the requirements in the interim final rule.

Q. How will a practitionar or pharmacy be able to determine that an application complies with DEA's rule?

A. The application provider must either hire a qualified third party to audit the application or have the application reviewed and certified by an approved
certification body. The auditor or certification body will issue a report that states whether the application complies with DEA's requirements and whether
there are any limitations on its use for controlled substance prescriptions. (A limited set of prescriptions require information that may need reviston of
the basic prescription standard before they can be reliably accommodated.} The application provider must provide a copy of the repart to practitioners
or pharmacies to allow them to determine whether the application is eampliant,

httne:/haramy deadivercion nedai onviecomm/e re/fanfaa htm cmnmntg
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Electronic Prescriptions for Controlled Substances (EPCS) - Questions and Answers Page 2 of 4

Q. Does DEA have an estimate of the number of application providers who have software meeting the current requirements for creating, signing and
transmitting controllad substance e-prescriptions?

A. No. DEA did not require that audits be submitted to DEA upon completion because third-party auditors operate within industry governance and
requirements and have demonstrated technical competencies. However, DEA has received information that there is currently software available and we
anticipate that registrants will be apprised through commercial advertising and other direct prometlons by these flrms.

Q. As a practitioner, until I have received an audit/certification report from my application provider indicating that the application meets DEA's
ragquirements, how can I use my electronic prescription application or EHR application to write controlled substances prescriptions?

A. Nothing in this rule prevents a practitioner or a practitioner's agent from using an existing electranic prescription or EHR application that does not
comply with the Interim final rule to prepare and print a controlled substance prescription, so that EHR and other electronlc prescribing functionality may
be used. Until the application Is compliant with the final rule, however, the practitioner will have to print the prescription for manual signature. Such
prescriptions are paper prescriptions and subject to the existing requirements for paper prescriptions,

Q. As a pharmacy, until I have received an audit/certification report from my application provider indicating that the application meats DEA's
requirements, how can I use my pharmacy application to process controlled substances prescriptions?

A. A pharmacy cannot process electronic prescriptions for controlled substances until its pharmacy application provider obtains a third party audit or
certification review that determines that the application complies with DEA's requirements and the applicatlon provider provides the audit/certification
repart to the pharmacy. The pharmacy may continue to use its pharmacy application to store and process Information from paper or oral controlled
substances prescriptions it recelves, but the paper records must be retained.

Q. Is identity proofing of individual prescribing practitioners still required and who will conduct it?

A. Identity proofing |s still required, It Is critical to the securlty of electronic prescribing of controlled substances that authentication credertials used to
sign controlled substances prescriptions are issued only to individuals whose identity has been conflrmed. Individual practitioners will be required to
apply to certain Federally approved credential service providers (CSPs) or certification authorities {CAs) to obtain their two-factor authentication
credentlal or digital certificates. The CSP or CA will be required to conduct identity proofing that meets National Institute of Standards and Technology
Speclal Publication 800-63-1 Assurance Level 3. Both In person and remote ldentity proofing will be acceptable. Institutional practitioners will have the
optien to canduct In-persan identity proofing in-house as part of their routine credentlaling process.

Q. What two-factor credentials will be acceptable?

A. Under the interlm final rule, DEA s allowing the use of two of the following — semething you know (a knowledge factor), semething you have (a hard
token stored separately from the computer being accessed), and something you are (biometric information). The hard token, if used, must be a
cryptographic device or a one-time-password device that meets Federal Information Processing Standard 140-2 Security Level 1,

Q. How will the two-factor credential be used?

A. The practltioner will use the two-factor credential to sign the prescription; that is, using the two-factor credential will constitute the legal signature of
the DEA-registered prescribing practitioner. When the credential is used, the application must digitally sign and archive at least the DEA-requlired
information contained in the prescription. Because the record will be digltally signed and archived at that point, the proposed requirement for a lock-out
period is not needed and is not part of the interim finaf rule.

Q. May a practitioner use his own digital certificate to sign an electronic controlled substance prescription?

A. Yes, the Interim final rule allows any practitioner to use his awn digital certlflcate to sign electronic prescriptions for controlled substances. If the
practitioner and his application provider wish to do so, the two-factor authentication credential can be a digital certificate specific to the practitioner that
the practitioner obtalns from a Certification Authority that is cross-certified with the Federal Bridge Certification Authority at the basic assurance level.

Q. Must a practitioner separatsly attest to each prescription?

A. No, the application must include, on the prescription review streen, a statement that the use of the two-factor credential is the legal equivalent of a
signature, but no keystroke Is required to acknowledge the statement,

Q. Is it permissible to have a staff person in the practitioner's office complete all of the required information for a controlled substance preseription
and then have the practitioner sign and authorize the transmission of the prescription?

A. Yes, however, If an agent of the practitioner enters information at the practitioner's direction prior to the practitioner reviewing and approving the
information, the practitioner Is responsible in the event the prescription does not conform in all essential respects to the law and regulations.

Q. Can a practitioner print a copy of any electronic prescriptions for controlled substances?

A, Yes, the electronic prescription application may print coples of the transmitted prescription(s) if they are clearly labeled: "Copy enly - not valid for
dispensing," Data on the prescription may bu electronicaily transferred to medical records, and a llst of prescriptions transmitted may be printed for
patients If the list indicates that it is for informational purposes only and not for dispensing, The copies must be printed after transmisslon. If an
electronic prescription is printed prior to attempted transmission, the electronic prescription application must not allow it to be transmitted.

Q. Will 2 practitioner be allowed to simultaneously issue multiple prescriptions for multiple patients with a single signature?

A. A practitioner is not permitted to issue prescriptions for multiple patients with a single signature. However, a practitioner Is allowed to sign multiple
prescriptions for a single patient at one time. Each controlled substance prescription will have to be indicated as ready for signing, but a single execution
of the two-factor authentication proteco! can then sign all prescriptions for a glven patient that the practitioner has indicated as being ready to be
slgned.

Q. Once an electronic controlled substance prescription is signed, must it be transmitted to the pharmacy immediately?

A. No, signing and transmitting an electronlc controlled substance prescription are twe distinct actions. Electronlc prescriptions for controlled substances
should be transmitted as soon as possible after signing, however, it Is understood that practitioners may prefer to sign prescriptions before office staff
add pharmacy or insurance information, therefore, DEA is not requiring that transmission of the prescription occur simultaneously with signing the
prescriptian.

Q. If transmission of an electronic prescription fails, may the intermediary convert tha electronic prescription to another form {a.g- facsimlia) for
transmission?

A. No, an electronic prescription must be transmitted from the practitioner to the pharmacy in its electronic form. If an Intermediary cannot complete a
transmission of a controlled substance prescription, the intermediary must notify the practitioner, Under such circumstances, if the prescription is for a
schedule IIL, 1V, or V controlled substance, the practitioner can print the prescription, manually sign it, and fax the prescription directly to the
pharmacy. This prescription must Indicate that it was originally transmitted ta, and provide the name of, a specific pharmacy, the date and time of
transmission, and the fact that the electronic transmission falled.

httos://www.deadiversion.usdoi.coviecomm/e rx/faa/faq htm 5/20/9017
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Q. What are the restrictions regarding alteration of a prescription during transmission?

A. The (DEA-required) contents of a prescription shall not be altered duri ng transmission between the practitioner and pharmacy. However, this
requirement only applies to the content {not the electronic format used to transmit the prescription}, This requirement applies to actlons by
intermediaries. It does not apply to changes that occur after recelpt at the pharmacy. Changes made by the pharmacy are governed by the same laws
and regulations that apply to paper prescriptions.

Q. Are electronic prescription records required to be backed-up, and if so, how often.

A, Yes, pharmacy application service providers must back up flles daily. Also, although it Is not required, DEA recommends as a best practice that
pharmacles store thelr back-up copies at another location to prevent the loss of the records in the event of natural disasters, fires, or system failures,

Q. What should a pharmacist do if he receives a paper or oral prescription that was originally transmitted electronically to the pharmacy?

A. The pharmacist must check the pharmacy records to ensure that the slectronic version was not recelved and the prescription dispensed. If both
prescriptions were recelved, the pharmaclst must mark one as void.

Q. What should a pharmacist do If he receives a paper or oral prescription that indicates that it was originally transmitted electronically to another
pharmacy?

A. The pharmacist must check with the other pharmacy to determine whether the prescription was received and dispensed. If the pharmacy that
received the original electronic preseription had not dispensed the prescription, that pharmacy must mark the electronic version as void or canceled. If
the pharmacy that recelved the original electronic prescription dispensed the prescription, the pharmacy with the paper version must not dispense the
paper prescription and must mark the prescription as void,

Q. What are the DEA requirements regarding the storage of electronic prescription records?

A. Once a prescription is created electronically, all records of the prescription must be retained electronically. As is the case with paper prescription
records, electronic controlled substance prescription records must be kept for a minimum period of two vears.

Audits and Certification of Applications
Q. Who can conduct an audit or certify an application?

A, Application providers must obtaln a third-party audit or certification to certify that each electronic prescription and pharmacy application to be used to
sign, transmit, or process controlled substances prescriptions Is in compliance with DEA regulations pertalning to electronic prescriptions for controlled
substances. The application may underge a WebTrust, SysTrust, or SAS 70 audit conducted by a person qualified to conduct such an audit, The
application may undergo an audit conducted by a Certified Informatlon System Auditor who performs compliance audits as a regular ongoing business
actlvity. The application may have a certlfication organization whose certification has been approved by DEA verlfy and certify that the application meets
DEA's requirements.

Q. When must a third-party audit or certification be conducted?
A. The third-party audit or certification must be conducted before the electronic prescription application is used to sign or transmit electronic
prescriptions for controlled substances, or before the pharmacy application is used to process electronic prescriptions for controlled substances,
respectively. Thereafter, a third-party audit or certification must be conducted whenever a functionality related to controiled substance prescription
requirements is altered or every two years, whichever occurs first.

Q. To whom does the third-party audit/certification requirament apply?

A. The requirement for a third-party audit applies to the application provider, not to the individual practitioner, Institutional practitioner, or pharmacy
that uses the application, Unless an individual practitioner, institutional practitioner, or pharmacy has developed its own application, the practitioner or
pharmacy is not subject to the requirement,
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2017 SESSION

ENROLLED

VIRGINIA ACTS OF ASSEMBLY — CHAPTER

An Act to amend and reenact §§ 54.1-3401, 34.1-3408.02, and 54.1-3410 of the Code of Virginia,
relating to prescriptions for controlled substances containing opiates; electronic prescription.

[H 2165]
Approved

Be it enacted by the General Assembly of Virginia:

1. That §§ 54.1-3401, 54.1-3408.02, and 54.1-3410 of the Code of Virginia are amended and
reenacted as follows:

§ 54.1-3401. Definitions.

As used in this chapter, unless the context requires a different meaning:

"Administer" means the direct application of a controlled substance, whether by injection, inhalation.
ingestion, or any other means, to the body of a patient or research subject by (i) a practitioner or by his
authorized agent and under his direction or (ii) the patient or research subject at the direction and in the
presence of the practitioner.,

"Advertisement" means all representations disseminated in any manner or by any means, other than
by labeling, for the purpose of inducing, or which are likely to induce, directly or indirectly, the
purchase of drugs or devices.

"Agent" means an authorized person who acts on behalf of or at the direction of a manufacturer,
distributor, or dispenser. It does not include a common or contract carrier, public warehouseman, or
employee of the carrier or warehouseman.

"Anabolic steroid" means any drug or hormonal substance, chemically and pharmacologically related
to testosterone, other than estrogens, progestins, corticosteroids, and dehydroepiandrosterone.

"Animal” means any nonhuman animate being endowed with the power of voluntary action,

"Automated drug dispensing system" means a mechanical or electronic system that performs
operations or activities, other than compounding or administration, relating to pharmacy services,
including the storage, dispensing, or distribution of drugs and the collection, control, and maintenance of
all transaction information, to provide security and accountability for such drugs.

"Biclogical product" means a virus, therapeutic serum, toxin, antitoxin, vaccine, blood, blood
component or derivative, allergenic product, protein other than a chemically synthesized polypeptide, or
analogous product, or arsphenamine or any derivative of arsphenamine or any other trivalent organic
arsenic compound, applicable to the prevention, treatment, or cure of a disease or condition of human
beings.

"Biosimilar” means a biological product that is highly similar to a specific reference biological
product. notwithstanding minor differences in clinically inactive compounds, such that there are no
clinically meaningful differences between the reference biological product and the biological product that
has been licensed as a biosimilar pursuant to 42 U.S.C. § 262(k) in terms of safety, purity, and potency
of the product.

"Board" means the Board of Pharmacy.

"Bulk drug substance" means any substance that is represented for use, and that, when used in the
compounding, manufacturing, processing, or packaging of a drug, becomes an active ingredient or a
finished dosage form of the drug; however, "bulk drug substance" shall not include intermediates that
are used in the synthesis of such substances.

"Change of ownership" of an existing entity permitted, registered, or licensed by the Board means (i)
the sale or transfer of all or substantially all of the assets of the entity or of any corporation that owns
or controls the entity, (ii) the creation of a partnership by a sole proprictor, the dissolution of a
partnership, or change in partnership composition; (iii) the acquisition or disposal of 50 percent or more
of the outstanding shares of voting stock of a corporation owning the entity or of the parent corporation
of a wholly owned subsidiary owning the entity, except that this shall not apply to any corporation the
voting stock of which is actively traded on any securities exchange or in any over-the-counter market;
(iv) the merger of a corporation owning the entity or of the parent corporation of a wholly-owned
subsidiary owning the entity with another business or corporation; or (v) the expiration or forfeiture of a
corporation's charter.

"Co-licensed partner” means a person who, with at least one other person, has the right to engage in
the manufacturing or marketing of a prescription drug, consistent with state and federal law.

"Compounding” means the combining of two or more ingredients to fabricate such ingredients into a
single preparation and includes the mixing, assembling, packaging, or labeling of a drug or device (i) by
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a pharmacist, or within a permitted pharmacy, pursuant to a valid prescription issued for a medicinal or
therapeutic purpose in the context of a bona fide practitioner-patient-pharmacist relationship, or in
expectation of receiving a valid prescription based on observed historical patterns of prescribing and
dispensing; (ii) by a practitioner of medicine, osteopathy, podiatry, dentistry, or veterinary medicine as
an incident to his administering or dispensing, if authorized to dispense, a controlled substance in the
course of his professional practice; or (iii) for the purpose of, or as incident to, research, teaching, or
chemical analysis and not for sale or for dispensing. The mixing, diluting, or reconstituting of a
manufacturer's product drugs for the purpose of administration to a patient, when performed by a
practitioner of medicine or osteopathy licensed under Chapter 29 (§ 54.1-2900 et seq.), a person
supervised by such practitioner pursuant to subdivision A 6 or 19 of § 54.1-2901, or & person supervised
by such practitioner or a licensed nurse practitioner or physician assistant pursuant to subdivision A 4 of
§ 54.1-2901 shall not be considered compounding,

"Controlled substance" means a drug, substance, or immediate precursor in Schedules 1 through VI of
this chapter. The term shall not include distilled spirits, wine, malt beverages, or tobacco as those terms
are defined or used in Title 3.2 or Title 4.1. The term "controlled substance" includes a controlled
substance analog that has been placed into Schedule I or II by the Board pursuant to the regulatory
authority in subsection D of § 54.1-3443.

"Controlled substance analog” means a substance the chemical structure of which is substantially
similar to the chemical structure of a controlled substance in Schedule I or II and either (i) which has a
stimulant, depressant, or hallucinogenic effect on the central nervous system that is substantially similar
to or greater than the stimulant, depressant, or hallucinogenic effect on the central nervous system of a
controlled substance in Schedule I or 11 or (ii) with respect to a particular person, which such person
represents or intends to have a stimulant, depressant, or hallucinogenic effect on the central nervous
system that is substantially similar to or greater than the stimulant, depressant, or hallucinogenic effect
on the central nervous system of a controlled substance in Schedule T or II. "Controlled substance
analog” does not include (a) any substance for which there is an approved new drug application as
defined under § 505 of the federal Food, Drug, and Cosmetic Act (21 U.S.C. § 355) or that is generally
recognized as safe and effective pursuant to §§ 501, 502, and 503 of the federal Food, Drug, and
Cosmetic Act (21 U.S.C, §§ 351, 352, and 353) and 21 C.F.R. Part 330; (b) with respect to a particular
person, any substance for which an exemption is in effect for investigational use for that person under
§ 505 of the federal Food, Drug, and Cosmetic Act to the extent that the conduct with respect to that
substance is pursuant to such exemption; or (c) any substance fo the extent not intended for human
consumption before such an exemption takes effect with respect to that substance.

"DEA" means the Drug Enforcement Administration, U.S. Department of Justice, or its successor
agency.

"Deliver" or "delivery" means the actual, constructive, or attempted transfer of any item regulated by
this chapter, whether or not there exists an agency relationship.

"Device" means instruments, apparatus, and contrivances, including their components, parts, and
accessories, intended for use in the diagnosis, cure, mitigation, treatment, or prevention of disease in
man or animals or to affect the structure or any function of the body of man or animals,

- "Dialysis care technician" or "dialysis patient care technician” means an individual who is certified
by an organization approved by the Board of Health Professions pursuant to Chapter 27.01
(§ 54.1-2729.1 et seq.) and who, under the supervision of a licensed physician, nurse practitioner.
physician assistant, or a registered nurse, assists in the care of patients undergoing renal dialysis
treatments in a Medicare-certified renal dialysis facility.

"Dialysis solution” means cither the commercially available. unopened, sterile solutions whose
purpose is to be instilled into the peritoneal cavity during the medical procedure known as peritoneal
dialysis, or commercially available solutions whose purpose is to be used in the performance of
hemodialysis not to include any solutions administered to the patient intravenously.

"Dispense” means to deliver a drug to an ultimate user or research subject by or pursuant to the
lawful order of a practitioner, including the prescribing and administering, packaging, labeling, or
compounding necessary to prepare the substance for that delivery. However, dispensing shall not include
the transportation of drugs mixed, diluted, or reconstituted in accordance with this chapter to other sites
operated by such practitioner or that practitioner's medical practice for the purpose of administration of
such drugs to patients of the practitioner or that practitioner's medical practice at such other sites. For
practitioners of medicine or osteopathy, "dispense” shall only include the provision of drugs by a
practitioner to patients to take with them away from the practitioner's place of practice.

"Dispenser" means a practitioner who dispenses.

"Distribute" means to deliver other than by administering or dispensing 2 controlled substance.

"Distributor” means a person who distributes,

"Drug" means (i) articles or substances recognized in the official United States Pharmacopoeia
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118  National Formulary or official Homeopathic Pharmacopoeia of the United States, or any supplement to
119 any of them; (ii) articles or substances intended for use in the diagnosis, cure, mitigation, treatment, or
120 prevention of discase in man or animals; (iii) articles or substances, other than food, intended to affect
121 the structure or any function of the body of man or animals; (iv) articles or substances intended for use
122 as a component of any article specified in clause (i), (ii), or (iii); or (v) a biological product. "Drug"
123  does not include devices or their components, parts, or accessories.
124 "Drug product" means a specific drug in dosage form from a known source of manufacture, whether
125 by brand or therapeutically equivalent drug product name.
126 "Electronic transmission prescription” means any preseriptien;

127  preseription o a preseription transmitted by faesimile machine; that is electronieally transmitted directly
128  to a pharmaecy without interception or intervention from a third party from a practitioner authorized to
129 preseribe or from one pharmaey te another phawmacy a wrilfen prescription that is generated on an
130 electronic application and is transmitted to a pharmacy as an electronic data file;, Schedule Il through V
131 prescriptions shall be transmitted in accordance with 21 C.F.R. Part 1300.

132 "Facsimile (FAX) prescription" means a written prescription or order that is transmitted by an
133 electronic device over telephone lines that sends the exact image to the receiving pharmacy in hard copy
134 form.

:
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135 "FDA" means the U.S. Food and Drug Administration.

136 "Hashish oil" means any oily extract containing one or more cannabinoids, but shall not include any

137 such extract with a tetrahydrocannabinol content of less than 12 percent by weight.

138 "Immediate precursor” means a substance which the Board of Pharmacy has found to be and by

139 regulation designates as being the principal compound commonly used or produced primarily for use, %
140 and which is an immediate chemical intermediary used or likely to be used in the manufacture of & 1o
141  controlled substance, the control of which is necessary to prevent, curtail, or limit manufacture. o
142 "Interchangeable” means a biosimilar that meets safety standards for determining interchangeability 4
143 pursuant to 42 U.S.C, § 262(k)(4). ~
144 "Label” means a display of written, printed, or graphic matter upon the immediate container of any

145 article. A requirement made by or under authority of this chapter that any word, statement, or other
146 information appear on the label shall not be considered to be complied with unless such word,
147  statement. or other information also appears on the outside container or wrapper, if any, of the retail
148  package of such article or is easily legible through the outside container or wrapper.

149 "Labeling” means all labels and other written, printed, or graphic matter on an article or any of its
150 containers or wrappers, or accompanying such article.
151 "Manufacture” means the production, preparation, propagation, conversion, or processing of any item

152 regulated by this chapter, either directly or indirectly by extraction from substances of natural origin, or
153 independently by means of chemical synthesis, or by a combination of extraction and chemical
I54  synthesis, and includes any packaging or repackaging of the substance or labeling or relabeling of its
155 container. This term does not include compounding.

156 "Manufactyrer” means every person who manufactures, a manufacturer's co-licensed partner, or a
157 repackager.
158 "Marijuana” means any part of a plant of the genus Cannabis whether growing or not, its seeds, or

159 its resin; and every compound, manufacture, salt, derivative, mixture, or preparation of such plant, its
160 seeds, or its resin. Marijuana shall not include any oily extract containing one or more cannabinoids
161 unless such extract contains less than 12 percent of tetrahydrocannabinol by weight, nor shall marijuana
162 include the mature stalks of such plant, fiber produced from such stalk, or oil or cake made from the
163 seeds of such plant, unless such stalks, fiber, oil, or cake is combined with other parts of plants of the
164 genus Cannabis. Marijuana shall not include industrial hemp as defined in § 3.2-4112 that is possessed,
165 cultivated, or manufactured by a grower licensed pursuant to § 3.2-4115.

166 "Medical equipment supplier” means any person, as defined in § 1-230, engaged in the delivery to
167 the ultimate consumer, pursuant to the lawful order of a practitioner, of hypodermic syringes and
168 needles, medicinal oxygen, Schedule VI controlled devices, those Schedule VI controlled substances with
169 no medicinal properties that are used for the operation and cleaning of medical equipment, solutions for
170 peritoneal dialysis, and sterile water or saline for irrigation.

171 "Narcotic drug” means any of the following, whether produced directly or indirectly by extraction
172 from substances of vegetable origin, or independently by means of chemical synthesis, or by a
173 combination of extraction and chemical synthesis: (i) opium, opiates, and any salt, compound, derivative,
174 or preparation of opium or opiates; (i} any salt, compound, isomer, derivative, or preparation thercof
175 which is chemically equivalent or identical with any of the substances referred to in clause (i), but not
176 including the isoquinoline alkaloids of opium; (iii) opium poppy and poppy straw; (iv) coca leaves and
177 any salt, compound, derivative, or preparation of coca leaves, and any salt, compound, isomer,
178 derivative, or preparation thereof which is chemically equivalent or identical with any of these
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substances, but not including decocainized coca leaves or extraction of coca leaves which do not contain
cocaine Or ecgonine.

"New drug" means (i) any drug, except a new animal drug or an animal feed bearing or containing a
new animal drug, the composition of which is such that such drug is not generally recognized, among
experts qualified by scientific training and experience to evaluate the safety and effectiveness of drugs,
as safe and effective for use under the conditions prescribed, recommended, or suggested in the labeling,
except that such a drug not so recognized shall not be deemed to be a "new drug" if at any time prior
to the enactment of this chapter it was subject to the Food and Drugs Act of June 30, 1906, as
amended, and if at such time its labeling contained the same representations concerning the conditions
of its use, or (ii) any drug, except a new animal drug or an animal feed bearing or containing a new
animal drug, the composition of which is such that such drug, as a result of investigations to determine
its safety and effectiveness for use under such conditions, has become so recognized, but which has not,
otherwise than in such investigations, been used to a material extent or for a material time under such
conditions.

"Nuclear medicine technologist” means an individual who holds a current certification with the
American Registry of Radiological Technologists or the Nuclear Medicine Technology Certification
Board,

"Official compendium" means the official United States Pharmacopoeia National Fermulary, official
Homeopathic Pharmacopoeia of the United States, or any supplement to any of them.

"Official written order” means an order written on a form provided for that purpese by the U.S, Drug
Enforcement Administration, under any laws of the United States making provision therefor, if such
order forms are authorized and required by federal law, and if no such order form is provided then on
an official form provided for that purpose by the Board of Pharmacy.

"Opiate" means any substance having an addiction-forming or addiction-sustaining liability similar to
morphine or being capable of conversion into a drug having such addiction-forming or
addiction-sustaining liability. It does not include, unless specifically designated as controlled under
Article 4 (§ 54.1-3437 et seq.), the dextrorotatory isomer of 3-methoxy-n-methylmorphinan and its salts
(dextromethorphan). It does include its racemic and levorotatory forms.

"Opium poppy" means the plant of the species Papaver somniferum L., except the seeds thereof.

"Original package" means the unbroken container or wrapping in which any drug or medicine is
enclosed together with label and labeling, put up by or for the manufacturer, wholesaler, or distributor
for use in the delivery or display of such article.

"Qutsourcing facility" means a facility that is engaged in the compounding of sterile drugs and is
currently registered as an outsourcing facility with the U.S. Secretary of Health and Human Services and
that complies with all applicable requirements of federal and state law, including the Federal Food,
Drug, and Cosmetic Act.

"Person” means both the plural and singular, as the case demands, and includes an individual,
partnership, corporation, association, governmental agency, trust, or other institution or entity.

"Pharmacist-in-charge" means the person who, being licensed as a pharmacist, signs the application
for a pharmacy permit and assumes full legal responsibility for the operation of the relevant pharmacy in
a manner complying with the laws and regulations for the practice of pharmacy and the sale and
dispensing of controlled substances; the "pharmacist-in-charge” shall personally supervise the pharmacy
and the pharmacy's personnel as required by § 54.1-3432,

"Poppy straw" means all parts, except the seeds, of the opium poppy, after mowing,.

"Practitioner” means a physician, dentist, licensed nurse practitioner pursvant to § 54.1-2957.01,
licensed physician assistant pursuant to § 54,1-2952.1, pharmacist pursuant to § 54.1-3300, TPA-certified
optometrist pursuant to Article 5 (§ 54.1-3222 et seq.) of Chapter 32, veterinarian, scientific investigator,
or other person licensed, registered, or otherwise permitted to distribute, dispense, prescribe and
administer, or conduct research with respect to a controlled substance in the course of professional
practice or research in the Commonwealth.

"Prescriber" means a practitioner who is authorized pursuant to §§ 54.1-3303 and 54.1-3408 to issue
a prescription.

"Prescription” means an order for drugs or medical supplies, written or signed or transmitted by word
of mouth, telephone, telegraph, or other means of communication to a pharmacist by a duly licensed
physician, dentist, veterinarian, or other practitioner authorized by law to prescribe and administer such
drugs or medical supplies.

"Prescription drug" means any drug required by federal law or regulation to be dispensed only
pursuant to a prescription, including finished dosage forms and active ingredients subject to § 503(b) of
the Federal Food, Drug, and Cosmetic Act (21 U.S.C. § 353(b)).

"Production” or "produce” includes the manufacture, planting, cultivation, growing, or harvesting of a
controlled substance or marijuana.

2
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240 "Proprietary medicine” means a completely compounded nonprescription drug in its unbroken,
241 original package which does not contain any controlled substance or marijuana as defined in this chapter
242 and is not in itself poisonous, and which is sold, offered, promoted, or advertised directly to the general
243 public by or under the authority of the manufacturer or primary distributor, under a trademark, trade
244 name, or other trade symbol privately owned. and the labeling of which conforms to the requirements of
245 this chapter and applicable federal law. However, this definition shall not include a drug that is only
246 advertised or promoted professionally to licensed practitioners, a narcotic or drug containing a narcotic,
247 a drug that may be dispensed only upon prescription or the label of which bears substantially the
248 statement "Warning — may be habit-forming," or a drug intended for injection.

249 "Radiopharmaceutical” means any drug that exhibits spontaneous disintegration of unstable nuclei
250 with the emission of nuclear particles or photons and includes any non-radioactive reagent kit or
251 radionuclide generator that is intended to be used in the preparation of any such substance, but does not
252 include drugs such as carbon-containing compounds or potassium-containing salts that include trace
253 quantities of naturally occurring radionuclides. The term also includes any biological product that is
254 labeled with a radionuclide or intended solely to be labeled with a radionuclide.

255 "Reference biological product” means the single biological product licensed pursuant to 42 US.C.
256 § 262(a) against which a biological product is evaluated in an application submitted to the U.S. Food
257 and Drug Administration for licensure of biological products as biosimilar or interchangeable pursuant to
258 42 US.C. § 262(k).
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259 "Sale" includes barter, exchange, or gift, or offer therefor, and each such transaction made by any
260 persen, whether as an individual, proprietor, agent, servant, or employee.
261 "Therapeutically equivalent drug products" means drug products that contain the same active

262 ingredients and are identical in strength or concentration, dosage form, and route of administration and
263 that are classified as being therapeutically equivalent by the U.S. Food and Drug Administration
264 pursuant to the definition of "therapeutically equivalent drug products" set forth in the most recent
265 cdition of the Approved Drug Products with Therapeutic Equivalence Evaluations, otherwise known as
266 the "Orange Book."

267 "Third-party logistics provider" means a person that provides or coordinates warehousing of or other
268 logistics services for a drug or device in interstate commerce on behalf of a manufacturer, wholesale
269 distributor, or dispenser of the drug or device but does not take ownership of the product or have
270 responsibility for directing the sale or disposition of the product.

271 "USP-NF" means the current edition of the United States Pharmacopeia-National Formulary.

272 "Warchouser" means any person, other than a wholesale distributor, manufacturer, or third-party
273 logistics provider, engaged in the business of selling or otherwise distributing prescription drugs or
274 devices to any person who is not the ultimate user or consumer. No person shall be subject to any state
275 or local tax by reason of this definition.
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276 "Wholesale distribution” means distribution of prescription drugs to persons other than consumers or
277 patients, subject to the exemptions set forth in the federal Drug Supply Chain Security Act.
278 "Wholesale distributor” means any person other than a manufacturer, a manufacturer's co-licensed

279  partner, a third-party logistics provider, or a repackager that engages in wholesale distribution,

280 The words "drugs" and "devices" as used in Chapter 33 (§ 54.1-3300 et seq.) and in this chapter
281 shall not include surgical or dental instruments, physical therapy equipment, X-ray apparatus, or glasses
282 or lenses for the eyes.

283 The terms "pharmacist,” "pharmacy," and "practice of pharmacy” as used in this chapter shall be
284  defined as provided in Chapter 33 (§ 54.1-3300 et seq.) unless the context requires a different meaning,
285 § 54.1-3408.02. Transmission of prescriptions.

286 A. Consistent with federal law and in accordance with regulations promulgated by the Board,
287 prescriptions may be transmitted to a pharmacy by as an electronic iransmission prescription or by
288 facsimile machine and shall be treated as valid original prescriptions.

289 B. Anmy prescription for a controlled substance that contains an opiate shall be issued as an
290  electronic prescription.

291 § 54.1-3410. When pharmacist may sell and dispense drugs.

292 A. A pharmacist, acting in good faith, may sell and dispense drugs and devices to any person
293 pursuant to a prescription of a prescriber as follows:
294 I. A drug listed in Schedule II shall be dispensed only upon receipt of a written prescription that is

295 vproperly executed, dated and signed by the person prescribing on the day when issued and bearing the
296 full name and address of the patient for whom, or of the owner of the animal for which, the drug is
297 dispensed, and the full name, address, and registry number under the federal laws of the person
298 prescribing, if he is required by those laws to be so registered. If the prescription is for an animal, it
299 shall state the species of animal for which the drug is prescribed;

300 2. In emergency situations, Schedule II drugs may be dispensed pursuant to an oral prescription in
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accordance with the Board's regulations;

3. Whenever a pharmacist dispenses any drug listed within Schedule II on a prescription issued by a
prescriber, he shall affix to the container in which such drug is dispensed, a label showing the
prescription serial number or name of the drug; the date of initial filling; his name and address, or the
name and address of the pharmacy; the name of the patient or, if the patient is an animal, the name of
the owner of the animal and the species of the animal; the name of the prescriber by whom the
prescription was written, except for those drugs dispensed to a patient in a hospital pursuant to a chart
order; and such directions as may be stated on the prescription,

B. A drug controlled by Schedules III through VI or a device controlled by Schedule VI shall be
dispensed upon receipt of a written or oral prescription as follows:

1. If the prescription is written, it shall be properly executed, dated and signed by the person
prescribing on the day when issued and bear the full name and address of the patient for whom, or of
the owner of the animal for which, the drug is dispensed, and the full name and address of the person
prescribing. If the prescription is for an animal, it shall state the species of animal for which the drug is
prescribed.

2. If the prescription is oral, the prescriber shall furnish the pharmacist with the same information as
is required by law in the case of a written prescription for drugs and devices, except for the signature of
the prescriber,

A pharmacist who dispenses a Schedule III through VI drug or device shall label the drug or device
as required in subdivision A 3 of this section.

C. A drug controlled by Schedule VI may be refilled without authorization from the prescriber if,
after reasonable effort has been made to contact him, the pharmacist ascertains that he is not available
and the patient's health would be in imminent danger without the benefits of the drug. The refill shall be
made in compliance with the provisions of § 54.1-3411.

If the written or oral prescription is for a Schedule VI drug or device and does not contain the
address or registry number of the prescriber, or the address of the patient, the pharmacist need not
reduce such information to writing if such information is readily retrievable within the pharmacy.

D. Pursuant to authorization of the prescriber, an agent of the prescriber on his behaif may orally
transmit a prescription for a drug classified in Schedules Il through VI if, in such cases, the written
record of the prescription required by this subsection specifies the full name of the agent of the
prescriber transmitting the prescription.

E. No pharmacist shall dispense a controlled substance that contains an opiate unless the
prescription for such controlled substance is issued as an electronic prescription.

2. That the provisions of the first enactment of this act shall become effective on July 1, 2020.

3. That the Secretary of Health and Human Resources shall convene a work group of interested
stakeholders, including the Medical Society of Virginia, the Virginia Hospital and Health Care
Association, the Virginia Dental Association, the Virginia Association of Health Plans, and the
Virginia Pharmacy Association to review actions necessary for the implementation of the
provisions of this act and shall make an interim progress report to the Chairmen of the House
Committee on Health, Welfare and Institutions and the Senate Committee on Education and
Health by November 1, 2017 and shall make a final report to such Chairmen by November 1,
2018. In addition, the work group shall evaluate hardships on prescribers, the inability of
prescribers to comply with the deadline for electronic prescribing and make recommendations to
the General Assembly for any extension or exemption processes relative to compliance or
disruptions due to natural or manmade disasters or technology gaps, failures or interruptions of
services,
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B ) - 1,323 e-prescribers have sent an EPCS transaction in the last 30 days

Methodology:

1. Total Prescribers: total prescribers in both acute and ambulatory settings based on Enclarity data ex-
cluding Dentists. Prescribers licensed in multiple states only counted once towards National total.

2. Active E-Prescribers: prescribers that have sent e-prescriptions to pharmacies over the Surescripts net-
work in the last 30 days using their EHR software applications.

3. Actlve E-Prescribers EPCS Enabled: prescribers who use an EHR software that is EPCS certified and
audit approved. These prescribers may not yet be sending EPCS transactions, but have sent an e-prescrip-
tion in the past 30 days.

4. Total New Rx and EPCS Transactions: Surescripts network transactions in the current menth from all
prescriber settings.

Analysis of Dentists: while dentists were excluded from the Total Prescribers (1) metric, e-prescribing dentists were
- included in calculations (2) and (3) above. Here are the dentist specific metrics:

Total Prescribers 4,514 Active E-Prescribers 86 Active E-Prescribers EPCS Enabled 19

Active-eRx Pharmatlca ERCE Enabled “oefx Active Pharmaciie % EPCE Enabiled Total Mew B (4] EPCS Transactions {4)
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P ® 1,392 of 1,541 community pharmacies are EPCS enabled

Methodolggy:

1. Total Pharmacies: total number of pharmacies in the country based on NCPDP data.

2. Active eRx Pharmacies: ready and processing e-prescriptions from prescribers applications.

3. EPCS Enabled Pharmacies: certified and audit approved software at prescriber, ready to receive
EPCS transactions from prescribers; training may be needed.

4. Total New Rx and EPCS Transactions: Surescripts hetwork transactions in the current month from
all prescriber setfings.

The Surescripts network data cantained herain is provided on an “as is" basis for informational purposes only. Surescripts makes no warranties, either ex-
- pressed or implied, concaming the aceuracy, completenass, reliability or suitability of the data and assumes no liability for any dameges caused by inaceura-
cles in this data or arising from the use or misuse of such data. No part of this document may be reproduced without the written permission of Surescripts.
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Frequently Asked Questions

Electronic Transmittal of Prescriptions in New York State

Hectronic Transmittal of Prescriptions | Pharmacist/Pharmacy Requirements | Controlled Substances | Further Information

Electronic Transmittal of Prescriptions

1. What Is an electronic prescription?

Answer: An electronic prescription is created, recorded or stored by electronic means; Issued and
valldated with an electronic signature; and transmitted by electronlc means directly from the
prescriber {0 a2 pharmacist.

2, Are there any special requirements for electronic prescriptions?

Answer: YES. Prescribers and pharmacists must have a secure (encrypted or encoded) system for
electronlc transmission from computer to computer. Any equipment used for electronic transmission of
prescriptions must be so located to ensure the securlty and confidentiality of the transmisslon.
Procedures for electronic transmission of prescriptions should be documented. Electronically transmitted
prescriptions must:

a. Contain the electronic signature of the prescriber

b. Shall be electronically encrypted to prevent unauthorized access, alteration or use

c. Have the signature or inltlals of the pharmacist or pharmacy Intern entered Into the pharmacy's

records to Iindicate acceptance of the prescription by the pharmacy.

The information retalned electronically should be capable of belng reconstructed In the event of a
computer malfunction or accident resulting In the destruction of data.

Other electronlc transfer requirements are outlined in the following questions and answers.

3. May pharmacists and pharmacy interns sign and initlal prescriptions and other required
records in an electronic format?

Answer: YES. All records required under laws, rules and regulations administered by the Education
Department may be malntalned in an electronic format. At this time, certain records for controlled
substances and for pregrams such as Medlcare may have additional, hard-copy reguirements.
Pharmacists should check with these programs directly for specific requirements.

4. Can an agent or employee of the prescriber electronically create and electronically transmit
an electronic prescription to the pharmacy?

Answer: The signing and transmission of an electronic prescription are twa distinct actlons. Only the
practitioner may review and electronically sign the prescription. Once signed, an agent or employee of
the practitfoner may transmit the prescription on behalf of the practitioner. The act of transmission
must be Independent of the review and signature process.

5. Can a pharmacy accept an electronic prescription that contains an electronic signature and
an electronic DAW?

Answer: YES. Education Law 6810 allows the prescriber to electronically sign and insert an electronic
direction to dispense the drug as written.

6. Are prescribers obligated to transmit prescriptions electronically?
Answer: Effectlve March 27, 2016, practitioners are mandated to electronically prescribe both controlled

and non-controlled substances. However, there are a number of exceptions in which a practitioner may
issue an Officlal New York State prescription {ONYSRx) form, oral prescription or a fax of an ONYSRx.
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7.

10.

Is a facsimile (fax) prescription considered an electronic prescription?

Answer: NO. Education [aw section 6802 specifically excludes facsimlles from the definition of an
electronic prescription AND requires a manual signature.

- Is an electronic prescription that falls over to facsimile (fax), "Failover fax", a valid

prescription?

Answer: NO. A document that originated as an electronic prescription, but due to a temporary network
outage or because your pharmacy Is not enabled to receive prescriptions electronically, was converted
to a computer-generated fax is NOT a valid prescription. A pharmacist recelving this order must call
the prescriber, obtain confirmation of this prescription infermation, and document said confirmation as
a telephoned prescription.

. What are the requirements for a fax prescription?

Answer: As noted, a facsimile is not considered an electronic prescription and must meet the following
criteria:
a. Must be an orlginal hard copy prescription transmitted by facsimile from the prescriber to the
pharmacy
b. Must be manually signed by the prescriber
c. And if issued in NY must be on an official New York State prescription form.

Can a prescriber direct a prescription to a particular pharmacy?

Answer: NO. Patients have the right te choose the pharmacy where they wish to have their prescription
(s) filled. Practitioners who exert undue Influence on a patlent (known as steering) to have a
prescription fllled at any one pharmacy over another whether electronically transmitted or via a written
or oral prescription are subject to charges of unprofessional conduct.

Pharmacist/Pharmacy Requirements

11,

12,

13.

Is a pharmacist responsible for determining the authenticity of an electronic prescription?

Answer:; YES, Pharmacists are responsible for assuring the validity of all written, oral and electronic
prescriptions. There are a number of ways to do this, such as using new software programs that require
a password; personal identification numbers (PINs) or other authentication of the preseriber. These
programs also notify the pharmacist If an encrypted or encoded electronic message or "envelope” has
been tampered with or altered. Prescribers and pharmacists must use compatible programs. If a
pharmacist has reason to questlon the authenticity of an electronic prescription, the pharmacist's
professlonal judgment must prevail, If verification is not possible, the pharmacist can choose not to
accept the electronic prescription and can request transmission by another means from the prescriber.

Can a pharmacist continue to accept a facsimile/faxed prescription for a non- controlled
substance?

Answer: YES. For faxed prescriptions, we suggest that pharmacists apply strategies similar to those
now used to verlfy oral and written prescriptions recefved when authenticity is not apparent. The best
professional judgment of the pharmacist is the key to a safe and effectlve process. The steps used to
verify phoned prescriptions may also be useful for faxed prescriptions. These steps may include:
Calling the prescriber's office to verlfy a prescription if the prescriber Is not known to the
pharmacist;
+ Accepting a phoned in prescription In lieu of the faxed prescription;
Asking for proof of Identity If the person picking up the prescription Is not known to the
pharmacist;
Ensuring that the prescribed drug, based on quantity, directions for use, etc., is consistent with
the patient's medication profile;
Using cther methods such as installing "Caller ID" on the phone line that is used to recelve fax
prescriptions;
Considering whether the prescribed drug |s one with an abuse potential or otherwise has "street
value."

o

Can a prescriber e-malil a prescription to a pharmacy?

Answer: NO. Without special security features and safeguards, E-mail transmisslons do not
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independently assure the required confidentiality of patient records and do not, therefore, meet the
definltion of an electronically transmitted prescription in the new rules and regulations.

14, Is a pharmacy required to print and maintaln a hard copy of an electronic prescription?

Answer: No. A hard copy is not required to be maintained as long as the electronic prescription is
securely stored and maintained. The same applies to refills. Similar ta other records, the electronic
records must be maintained for five (5) years and must be reproducible in hard copy and provided to
the Department upon demand. Likewise, facsimlle copies must be malntalned in a readabla fashion for
five {5) years,

15. What should a pharmacist do If he or she belleves that dispensing a prescription will cause
harm to the patlent?

Answer: All pharmacists, Including those providing preseriptions through a mail order service, are
required to maintain a medication profile for each patient and to check for adverse drug reactions. Each
pharmacist must practice according to his or her best professional judgment and the law. If there are
concerns that a prescription can cause harm to a patient, a pharmaclist may contact the prescriber. If a
pharmacist believes that a prescription can cause harm to a patlent, even after discusslon with the
prescriber, the pharmacist can choose not to fill the prescription.

16. What should a pharmacist do if he or she believes a prescriber is ordering a prescription that
is not conslstent with the prescriber's scope of practice?

Answer: If a prescriber cannot legally order the prescription based upon the prescriber's scope of
practice, the pharmacist must not fill the prescription.

Controlled Substances

17. May a controlled substance prescription be electronically transmitted?

Answer: YES. Amendments to Title 10 NYCRR Part 80 Rules and Regulations on Controlled Substances
have been adopted and became effectlve as final regulations on March 27, 2013. The amendments
authorize a practitioner to issue an electronlc prescription for controlled substances {EPCS) In Schedules
II through V and allow a pharmacy to accept, annotate, dispense and electronicatly archive such
prescriptions, The practitioner and pharmacy must use a certified software application that Is consistent
with all federal security requirements to process electronic prescriptions for centrolled substances. The
federal security requirements for EPCS are included in the Drug Enfercement Administration Interim
Final Rule, 21 CFR §1300 et seq., and can be accessed via the following link:
www.deadlversion.usdoj.gov/ecomm/e rx/. New York State regulations also require each pharmacy
and practitioner to register their certified software application with the Department of Heaith, Bureau of
Narcotic Enforcement (BNE). Please visit BNE's webpage at www.health.n v/professional coti
for additional Informatlon.

As of March 27, 2016, all prescriptions (Including prescriptions for controlled substances) issued In New
York State must be electronically transmitted, with certain fimited exceptions.

18. Can controlled substance refills be transferred from one pharmacy to another?

Answer; NO.
Further Information

19. Who do I contact for more informatien about the electronic transmission of prescriptions?

Answer: The mailing address for all offices listed below is: Office of the Professions, State Education
Building - 2nd floor, 85 Washington Avenue, Albany, New York 12234

Dentistry: New York State Board for Dentistry (518) 474-3817 ext. 550; Fax {518} 473-0567;

E-mail dentbd@nvsed.qov.
Medicine & Veterinary Medicine: New York State Boards for Medicine& v

eterinary Medicine {518) 474-3817 ext. 560, Fax (518) 486-4846; E-mail medbd @nysed.qov

and yetmedbd@nysed.qov.

= Nursing: New York State Board for Nursing (518) 474-3817 ext. 120; Fax (518) 474-3706;

E-mall pursebd@nysed.qoy. 3 ‘;
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» Optometry: New York State Board for Optormetry (518) 474-3817 ext. 210; Fax (518) 473-

0567; E-mall optombd@nysed.gov.
° Pharmacy & Midwifery: New York State Boards of Pharmacy & Midwifery {(518) 474-3817 ext.

130; Fax (518) 473-6995; E-mail pharmbd@nysed.ggv and midwifbd@nysed.qov.
Podiatry: New York State Board for Podlatry (518) 474-3817 ext. 180; Fax (518) 474-6375;

E-mail podbd@nvsed.gov.
New York State Health Department, Bureau of Narcotic Enforcement, {518) 402-0707;

E-mall Narcotic@health.state.ny.us.

3\
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Exceptions to Electronic Prescribing

The following circumstances allow a practitioner to issue an ON'YSRx or oral prescription, for
controlled or non-controlled substances.

NOTE: The practitioner is not required to indicate the circumstance on the written or oral
prescription. The pharmacist is not required to verify the reason for a written or oral prescription.

+ Approved waiver from electronic prescribing+

* Nursing home or RHCF defined in Article 2801 of the Public Health Law

» Complicated directions

* Directions longer than 140 characters

» Compounded prescriptions containing two (2) or more products

» Compounded infusion prescriptions containing two (2} or more products

* A prescription containing certain elements required by the Federal Food and Drug
Administration (FDA), such as an attachment

* Approved protocols under expedited partner therapy

+ Approved protocols under collaborative drug management

* Response to a public health emergency that would allow a non-patient specific prescription

» Approved research protocol

* A non-patient specific prescription for an opioid antagonist

* Veterinarian

* Temporary technical failure

» Temporary electronic failure

» The prescription will be dispensed out-of-state, including federal installations such as Veteran
Administration Facilities, Fort Drum & West Point

» Patient harm If the practitioner determines that an electronic prescription cannot be issued in a
timely manner and that the patient’s condition is at risk

32
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