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Virginia Cybersecurity Planning Committee

March 18, 2026 — 10:00 a.m.

7235 Beaufont Springs Dr, Mary Jackson Boardroom,
Richmond, VA, 23225
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VIRGINIA
IT AGENCY

Call to Order:
A meeting of the Virginia Cybersecurity Planning Committee was called to order at 10:01 am. Mr. Watson
welcomed the members.

Presiding:
Michael Watson, Committee Chair, Chief Information Security Officer, Virginia IT Agency

Members Present:

Timothy Wyatt, Committee Vice Chair, Director of Information Technology, County of York

Troy Adkins, Broadband Infrastructure Program Manager, Chickahominy Indian Tribe

Diane Carnohan, Chief Information Security Officer, Virginia Department of Education

Charles DeKeyser, Major, Virginia Army National Guard

Brenna R. Doherty, Chief Information Security Officer, Department of Legislative Automated Systems
Charles Huntley, Director of Technology, County of Essex

Brandon Smith, Chief Information Officer, Department of Elections

Wesley D. Williams, Executive Director of Technology, Roanoke City Public Schools

Members Not Present:

Robbie Coates, Director, Grant Management and Recovery, Virginia Department of Emergency Management
Derek Kestner, Information Security Officer, Supreme Court of Virginia

Uma Marques, Information Technology Director, Roanoke County Government.

Beth Burgin Waller, Chair, Cybersecurity and Data Privacy Practice, Woods Rogers Vandeventer Black

Staff Present:

April Gauldin, Legal & Legislative Services Coordinator, Virginia IT Agency
Mary Fain, Director of Information Security Programs, Virginia IT Agency
Jaime Hoyle, Director of Legal and Legislative Services, Virginia IT Agency
Ephfrom Walker, Legal Compliance and Policy Specialist, Virginia IT Agency
Sam Taylor, Communications Specialist, Virginia IT Agency

Review of Agenda:
Ms. Gauldin provided an overview of the agenda.

Approval of Minutes:
The January 21 meeting minutes were displayed on the screen. Upon a motion by Mr. Williams and duly
seconded by Mr. Smith, the committee unanimously voted to approve the January 21 meeting minutes.

Finances

Ms. Fain presented the financial update. There are no significant changes from the last meeting. With regards to
allocation tracking, firewall, vulnerability and Endpoint Detection Response (EDR) are allocated $4.25 million,
with $370, 000 available. For Asset and Data inventory and Secure Remote Access, $1.62 million is allocated with
$482,000 available. The increase in firewalls, vulnerability, and EDR is to reflect the contractor support costs
associated with full-service support. Chair Watson noted that Firewall tools are in process and that suppliers



have been giving good pricing deals with a long-term business outlook for when localities eventually take over.
He appreciates the cooperation from the private sector and is hoping for that for the remainder of the
negotiations. We are currently finalizing pricing for Asset Inventory tools that have been identified to allow us to
cover the six domains with three tools. Tool minimization whenever possible is also the plan for Data Inventory.
Looking ahead, the numbers will flip when allocated and implementation costs are included in the next update.
The only concern is that of Federal reimbursement-with the possibility of pulling from Commonwealth funds
during the current shutdown Department of Homeland Security (DHS). We will have to pivot if the freeze
continues.

Phase 2 Project Update

Ms. Fain discussed Phase 2 project status. Applications are being reviewed for decision statuses
(approved/deferred). Asset inventory is at 60% approved, firewalls are currently in review, data inventory is 92%
approved, Secure Remote Network Access (SRNA) is at 68% approved. Thirty applications have been deferred
but will be reviewed with capacity. Both Asset Inventory and SRNA deferred applications are driven by their
current state capability levels. After the Asset Inventory, Data Inventory, and SRNA pricing is completed, the
final amount will be det for final decisions on firewalls and asset review. For EDR and Vulnerability Management,
we are currently working with a third party who is working with localities to get it out into the environments.
During the deployment pipeline, a pilot will be initiated first, followed by the production environment.
Vulnerability Management is 95% pilot initiated, with 80% of the pilot complete, 80% of the production initiated,
and 29% of the production complete. EDR is 82% pilot initiated, 73% pilot complete, 55% production initiated,
and 9% production complete. We are currently on target to meet the March 30 goals for both tools for the
majority of localities. In April, the deployments for delayed localities will be finalized and necessary training and
system fine-tuning will be performed with deployment confirmation and validation. Asset and Data Inventory
are currently in the process of completing decisions and signed consent agreements are being received. Soon
the process to choose implementation vendors will begin. The consent process for Zero Trust Network Access
(ZTNA) and Multifactor Authentication will begin later this month. The process will be staggered so as to not
overwhelm localities. Asset Inventory, Data Inventory, SRNA, and Firewalls are sticking to a 90-day deployment
with a contingency window. Detail planning and Statement of Work (SOW) with implementation partners will
wrap up at the end of June. The Locality Security Operations Center (SOC) was awarded on February 24 to five
organizations that have completed the 10-day protest period. The contracts are available on the statewide
contract site. Selections and contract negotiations will be conducted for the grant program SOC partner during
Q2 2026. Applications for participation, either by contracting your own or full service through VITA. Chair
Watson mentioned that the Request for Product (RFP) process took longer than anticipated. These five entities
will be contacted to set up structure for target audiences, requests for joining SOC and collecting inventory. Mr.
Woyatt asked if the federal grants for hardware allocations can be communicated to the localities. Chair Watson
stated that hardware will have to be tied to option 4 or 5 or a reimbursement option. The risk of complications is
high, so we won’t do full implementation with these entities.

Phase 3 Discussion and Recommendations

Ms. Fain presented data for consideration concerning Phase 3. A survey was sent out to localities, state
government, and education and over 100 responses were received. The survey asked respondents to rank a set
list of items for consideration during Phase 3 and included a free text field. The survey rankings were consistent,
with NIST/NICE assessment skill review and skill gaps for cyber roles taking the top two spots and going hand in
hand. Developing a Disaster Recovery Plan rose towards the number 3 ranking closer to the end of the survey
period. Included in the free text themes were Zero Trust Architecture, Vulnerability Management and Policies
and Documentation. The assessment capability gaps showed a theme of skills assessment, disaster recovery (DR)
testing, and single sign-on.

Ms. Fain presented four options for Phase 3. Option A is Workforce Development and Cybersecurity Training;
this includes training options for outcomes and aligns with the Notice of Funding Opportunity (NOFO). Option B
is Patch Management Program; this provides resources for “catch up” vs. tools and helps close vulnerability



management. Option C is Risk Assessment, Vulnerability and Penetration Testing; this option hits all the data
sources. Option D is Incident Response Planning and Resilience Exercises; this option will most likely be folded
into the SOC onboarding.

Chair Watson explained that the technical tools are out, and they are recognizing that organizations need help
with personnel and training/soft skills and remediation. Workforce development and training came through as a
top choice on the surveys from respondents. Chair Watson stated that we could do regional training with FEMA
or virtual/computer-based training, but suggested that is probably not the best choice. Chair Watson asked the
committee what makes the most sense in this case. Mr. Williams asked how much money was allocated for this
process. He elaborated that for Option A, the monies could be paid for 3-year personnel that would work on
identifying and training. This option might not be relevant to the environment. A separate survey might be
needed to find out what key training skills are needed in the environment. Another option is a roving cyberteam
that would go to each locality and do the work. Part of the problem is capacity, and this does not fix this and
may not fill this need. Chair Watson noted that he was surprised that this option was chosen first because he
thought localities would want an individual person as the security person, but in practice, this could be difficult
as they would be down a resource. There are many options for segmenting tasks and having multiple sessions in
different locations. The most difficult aspect would be resourcing and staffing. Major Dekeyser suggested not
having someone to come in to do the work for them but perhaps have someone to come in to assess what
needs to be done and plan workforce development. Ms. Doherty had concerns about training to what end, to
get to the SOC, and any other skilled firewall and cyber issues that may arise. Mr. Huntley noted that having a
system administrator in a training program creates challenges locality implementation, especially in smaller
localities. Ms. Carnohan suggested that we implement in three phases, similar to what we have already done for
this project. Breaking down the training into full service, implementation, and contract addresses the different
needs of localities, otherwise the process might not work for every locality and environment. Chair Watson
asked if we need to go back out with an additional survey to get more information and more details for the
localities. The committee agreed that it was necessary. Chair Watson broke that down into staff augmentation,
specific training or broad training. Mr. Huntley asked if there was a breakdown in trends between the size
differences of localities. Ms. Fain stated that the initial survey was basic and only broke down between local
government and education. Chair Watson agreed that we need a new, more detailed survey because Phase 3
will use up the rest of the funds. The Pillar Act will continue 50% of the funding in theory, but it has still not
passed. If it has not passed within the next 12-18 months, the committee will need to figure out other funding
options. The new survey will be drafted and sent to the committee members for feedback. Ms. Carnohan
suggested that there needs to be some sort of commitment from the people who are trained so that they don’t
leave within a short period of time after they receive the training. Chair Watson stated that the only problem
with that would be that it might put the locality on the hook for funding, but it will be included in the new
survey.

Chair Watson began discussing Option B, Patch Management Program. He asked if Vulnerability Management
covers this or do we need additional support. For instance, do we need tools for patching or for catching up? Do
we need tools for management or are we more comfortable with pass through tools? Ms. Carnohan commented
that this is an everyday occurrence. Chair Watson suggested that we could allocate funds, for example the
localities could get around five thousand dollars for a Windows upgrade, or do we have tech assistance come to
the locality. Ms. Carnohan argued that this also goes back to staff augmentation of bringing someone in to come
up to date. Chair Watson stated that the vulnerability life cycle is difficult to deal with and may be too large for
localities to manage. Mr. Wyatt shared that he has seen that maintaining and then catching up is what he has
seen mostly, which could include supplementing the complex, current patching needs. Chair Watson decided to
add this issue to the new survey as well. Mr. Smith noted that once localities are caught up on patch
management, there needs to be a Standard Operating Procedure (SOP) to maintain and that there might be the
need for someone to go into the localities with that knowledge and help develop that. Chair Watson agreed and
stated that can be added to the assessment and implementation plan.



Chair Watson moved to discuss Option C: Risk Assessment, Vulnerability and Penetration Testing. He argued that
these items are core, but they only tell you what to do. If the localities don’t have the resources, these items
won’t be completed. He also believes that these items are all foundational pieces of security architecture and
asked if we want to include all these items. Major Dekeyser stated that penetration testing needs to stay and
that tabletop exercises are needed that are designed for locality supervisors to be involved. Many committee
members argued that locality board members will not attend these types of sessions due to time constraints.
Another potential problem is that they don’t understand the need, especially without funding. A suggestion is to
have other locality supervisors share their experiences with ransomware attacks with their counterparts and
why these items are important. Mr. Smith suggested having attendance in these events be a subset requirement
to get funding in Phase 3. Chair Watson suggested that we could coordinate across the Commonwealth and do
one giant exercise or some sort of regional gatherings. This could be used to dovetail assessment into that for
localities and be used as a pitch to get more money from the General Assembly. Since this will deplete the rest
of the money, we must position to get funds for localities through federal or state level. Major Dekeyser
suggested that this includes a VIP Day with local decision makers to drive locality decisions regarding the funding
for cyber needs. Chair Watson sees two problems at this point: funding/exposure and understanding the
problem. Another piece is participation and prioritization by locality administrators for dedicated funds. We
need to design marketing communication for what will be most convincing while still being sensitive to local
issues to make sure this happens. Chair Watson also suggested that localities must be at a certain maturity level
to be able to participate in Option C, otherwise it is not worthwhile for the locality. Option C could be pulled
apart and divided into Options B and D. This will be looked at after the new survey with plans and money
allocated.

Chair Watson discussed the options that will be included in the new survey to be sent out to localities. Ms. Fain
will draft the questionnaire, and it will be sent to the committee for review before being sent to the localities.

Vote on Authorization of Scope:
Due to the need for additional information and the creation of a new, more detailed survey, the vote on
authorization of scope for Phase 3 will be moved to a later meeting.

Public Comment Period:
There were no public comments.

Other Business:

Chair Watson opened the floor for other business. Mr. Williams asked if expediting the timeline for Phase 2 is an
option, as his locality is ready to move forward more quickly. There is a concern for imminent threats that are
emerging and it would be a benefit to have this in place. Chair Watson stated that we can’t expedite because
localities need time to finish out work during the summer. There is the potential to move those who are ready to
move as they are prepared.

Ms. Gauldin discussed travel forms. Chair Watson noted the next meeting will be April 15™ at 1pm, but could
potentially be cancelled depending on the responses that we receive from the new survey.

Adjourn
Upon a motion by Mr. Wyatt and duly seconded by Mr. Adkins, the Committee meeting was adjourned at 11:33
am.



