Virginia Department of

Y Health Professions Agend a
Virginia Board of Veterinary Medicine
June 29, 2018 Telehealth Advisory Panel
Training Room 2
1:00 p.m.
Call to Order — Autumn Halsey, LVT, Chair
* Welcome

* Emergency Egress Procedures

Introdutions — Ms. Halsey

Ordering of Agenda — Ms. Halsey

Public Comment — Ms. Halsey

The Board will receive all public comment related to agenda items at this time. The
Board will not receive comment on any regulatory process for which a public comment
period has closed or any pending or closed complaint or disciplinary matter,

Discussion Items — Leslie Knachel/Elaine Yeatts
Use of Telehealth in Veterinary Practice
* American Association of Veterinary State Boards Recommended Guidelines
for the Appropriate Use of Telehealth Technologies in the Practice of
Veterinary Medicine
e Guidance Documents from the Boards of Counseling, Dentistry, Medicine,
Nursing, Physical Therapy, Social Work

This information is in DRAFT form and is subject to change.

Page1of1l

P1



AAVSB RECOMMENDED GUIDELINES FOR THE APPROPRIATE
USE OF TELEHEALTH TECHNOLOGIES IN THE PRACTICE
OF VETERINARY MEDICINE

Introduction
When telehealth is used within the confines of state and provincial regulations, it provides
valuable tools to augment the delivery and availability of high quality veterinary care. According to
the Center for Connected Health Policy, “Telehealth encompasses a broad variety of technologies
and tactics to deliver virtual medical, health, and education services. Telehealth is not a specific
service, but a collection of means to enhance care and education delivery.”* Advancements in
communication and information technology provide opportunities for new approaches to the

delivery of veterinary medicine.

The American Association of Veterinary State Boards (AAVSB) charged the AAVSB Regulatory
Policy Task Force to draft proactive guidelines that provide an appropriate balance between
enabling access to veterinary care while ensuring patient safety. This document provides guidance
to AAVSB Member Boards for regulating the use of teleheaith technologies in the practice of
veterinary medicine, Key components of the document include: definitions, veterinarian-client-
patient relaticnship (VCPR), licensure, evaluation and treatment of the patient, continuity of care,
medical records, emergency services, prescribing medication, and telemedicine service

requirements.

Veterinary medical boards face complex regulatory challenges and patient and public safety
concerns in adapting regulations and standards historically intended for the hands-on provision of
veterinary medical care to new delivery models involving telehealth technologies. Challenges
include determining when a VCPR s established, assuring confidentiality and privacy of client and
patient data, guaranteeing creation and maintenance of appropriate medical records, proper
diagnosis and treatment of the patient, and limiting the prescribing and dispensing of certain

medications.

These guidelines should be used in conjunction with the AAVSB Practice Act Model and in no way
be construed to alter the scope of practice of any veterinarian or veterinary technician or
authorize the delivery of veterinary medical services in a setting or in a manner that is not
otherwise authorized by law. In fact, these guidelines support a consistent standard of care and
scope of practice. Veterinarians and veterinary techniclans must review and understand the laws,
regulations, and policies of each jurisdiction where they practice.

The veterinarian must employ sound professional judgment to determine whether using
telehealth is sultable each time veterinary services are provided and only furnish medical advice
or treatment via telemedicine when it is medically appropriate. A veterinarian using telemedicine

! The Center for Connected Health Policy (www.cchpea.org)
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must take appropriate steps to establish the VCPR, obtain informed consent from the client, and
conduct all necessary patient evaluations consistent with currently acceptable standards of care.
Some patient presentations are appropriate for the utilization of telemedicine as a component of,
or in lieu of, hands-on medical care, while others are not.

Definitions
When used in these guidelines, these words and phrases shall be capitalized and are defined as

follows:

* Animal means any member of the animal kingdom other than humans, whether living or dead.

* (Client means a Person who has entered into an agreement with a Veterinarian for the
purposes of obtaining veterinary medical services in-person or by any means of
communication.

* Consultation means when a Veterinarian receives advice or assistance in-person, or by any
method of communication, from another veterinarian or other Person whose expertise, in the
opinion of the Veterinarian, would benefit a Patient. Under any circumstance, the
responsibility for the welfare of the Patient remains with the Veterinarian receiving
Consultation.

* Informed Consent means the Veterinarian has informed the Client or the Client's
authorized representative, in a manner understood by the Client or representative, of the
diagnostic and treatment options, risk assessment, and prognosis, and the Client has
consented to the recommended treatment. .

* General Advice means any advice provided by a Veterinarian or Veterinary Technician via
any method of communication within or outside of an established VCPR that is given in
general terms and is not specific to an individual Animal, group of Animals, diagnosis, or
treatment,

* Jurisdiction means any commonwealth, state, or territory, including the District of
Columbia, of the United States of America, or any province of Canada.

* Patient means any Animal or group of Animals receiving veterinary care from a Veterinarian
or Veterinary Technician.

* Person means any individual, firm, partnership, assaciation, joint venture, cooperative,
corporation, governmental body, or any other group, legal entity or combination acting in
concert; and whether or not acting as a principal, trustee, fiduciary, receiver, or as any kind
of legal or personal representative, or as the successor in interest, assignee, agent, factor,
servant, employee, director, officer, or any other representative of such Person.

* Telehealth is the overarching term that encompasses all uses of technology geared to
remotely deliver health information or education. Telehealth encompasses a broad variety of
technologies and tactics to deliver virtual medical, heaith, and education services. Telehealth
is not a specific service, but a collection of tools which allow Veterinarians to enhance care
and education delivery. Teleheaith encompasses both Telemedicine and General Advice.

¢ Telemedicine is the remote delivery of healthcare services, such as health assessments or
consultations, over the telecommunications infrastructure. It allows Veterinarians to evaluate,
diagnose and treat patients without the need for an in-person visit.
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* Teletriage means emergency Animal care, including Animal poison control services, for
immediate, potentially life-threatening Animal health situations {e.g., poison exposure
mitigation, Animal CPR instructions, other critical lifesaving treatment or advice).

* Veterinarian means an individual who is duly licensed to practice Veterinary Medicine under
the Jurisdiction’s practice act. When not capitalized, means an individual who is duly licensed
to practice Veterinary Medicine in another Jurisdiction.

* Veterinarian-Client-Patient Relationship (VCPR) to be valid is one in which:

1) Both the Veterinarian? and Client agree for the Veterinarian to assume responsibility for
making medical judgments regarding the heaith of the Animal(s); and

2) The Veterinarian has sufficient knowledge® of the Animal(s) to initiate at least a general or
preliminary diagnosis of the medical condition of the Animal(s); and

3) The practicing veterinarian is readily available for follow-up in case of adverse reactions or
failure of the regimen of therapy.

* Veterinary Technician means an individual who is duly licensed to practice
Veterinary Technology under the Jurisdiction’s practice act.

2 AAVSB recommends that each jurisdiction promuigate appropriate regulations clarifying who may be Included
within the scope of a single VCPR such as a Veterinarian or another Veterinarian within the same practice group

with access to medical records, or a veterinarian with whom he/she is consulting.
3 AAVSB recommends that each jurisdiction promulgate appropriate regulations defining how to establish

sufficient knowledge, including the following:
A.  Arecent examination of the Animal or group of Animals, either physically or by the use of

instrumentation and diagnostic equipment through which images and medical records may be

transmitted electronically; or
B. Through medically appropriate and timely visits to the premises at which the Animal or group of

Animals are kept.
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Guidelines for the Appropriate Use of Telehealth Technologies in Veterinary Medical

Practice

Licensure

A Veterinarian or Veterinary Technician must be licensed by, or under the authority of, the Board
of Veterinary Medicine in the Jurisdiction where the VCPR is established (location of Patient at

time of VCPR establishment)*.

Any veterinarian who is licensed in another Jurisdiction, or any Person whose expertise, in the
opinion of the Veterinarian with an established VCPR, would benefit an Animal, and who is
consulting with the Veterinarian, is exempt from licensure in this Jurisdiction, provided such
service is limited to such Consultation.

Evaluation and Treatment of the Patient(s)

The Veterinarian must employ sound professional judgment to determine whether using
Telehealth is suitable each time veterinary services are provided and only furnish medical advice
or treatment via Telemedicine when it is medically appropriate. A Veterinarian using Telemedicine
must take appropriate steps to establish the VCPR, obtain Informed Consent from the Client, and
conduct all necessary Patient evaluations consistent with currently acceptable standards of care.
Some Patient presentations are appropriate for the utilization of Telemedicine as a component of,
orin lieu of, hands-on medical care, while others are not.

The Veterinarian must take appropriate precautions to safe guard the confidentiality of a Client’s
or Patient’s records. Such includes ensuring that technology and physical settings used as part
of Telemedicine services are compliant with Jurisdictional or federal requirements.

The Veterinarian must ensure that the Client is aware of the Veterinarian’s identity, location and
Jurisdiction’s license number and licensure status. Evidence documenting Informed Consent for
the use of Telemedicine must be obtained and maintained in the medical record.

Continuity of Care/Medical Records

Veterinarians must maintain appropriate medical records® that contain sufficient information for
continued care and are compliant with Jurisdictional requirements. Documentation of the
Telemedicine encounter should be readily available upon request by the Client.

Emergency Services

Teletriage may be performed by a Veterinarian or Veterinary Technician without establishing a
VCPR or obtaining Informed Consent to provide emergency, potentially life-saving Telemedicine

services.

* Arguments can also be made that identify the location of practice under these circumstances as occurring in bath
Jurisdictions; that is where the Patient is located and where the Veterinarian is located.
® See the AAVSB Practice Act Model Article V for suggested language.
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Prescribing Medications

Prescribing medications in-person or via Telemedicine requires a VCPR and is at the professional
discretion of the Veterinarian. The indication, appropriateness, and safety considerations for each
prescription issued in association with Telemedicine services must be evaluated by the
Veterinarian in accordance with all Jurisdictional and federal laws® and standards of care.

Telemedicine Service Reguirements

A provider of Telemedicine services must ensure that the Client is aware of the Veterinarian’s
identity, location and Jurisdiction’s license number and licensure status, and should provide to
Clients a clear mechanism to:

1. Access, supplement and amend Client-provided contact information and health information
about the Patient; and

2. Register complaints with the appropriate Board of Veterinary Medicine or other regulatory
body.

& The Federal definition of the VCPR must be followed when issuing prescriptions in accordance with the
Veterinary Feed Directive (VFD} and Animal Medicinal Drug Use Clarification Act {AMDUCA) of 1994,
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Adopted: August 8, 2008

Guidance document: 115-1.4
Revised: November 13, 2015

Virginia Board of Counseling

Guidance on Technology-Assisted Counseling and Technology-Assisted Supervision

The Board’s regulations for Standards of Practice (18VAC115-20-130) are prefaced by the
following:

The protection of the public health, safety, and welfare and the best interest of the public shall be
the primary guide in determining the appropriate professional conduct of all persons whose
activities are regulated by the board. Regardless of the delivery method, whether in person, by

phone or electronically, these standards shall apply to the practice of counseling,

Therefore, the standards of practice set forth in section 130 of the regulations and in the Code of
Virginia apply regardless of the method of delivery. The Board of Counseling recommends the
following when a licensee uses technology-assisted counseling as the delivery method:

1. Counseling is most commonly offered in a face-to-face relationship. Counseling that Jfrom the
outset is delivered in a technology-assisted manner may be problematic in that the counseling
relationship, client identity and other issues may be compromised.

2. The counselor must take steps to protect client confidentiality and security.

3. The counselor should seek training or otherwise demonstrate expertise in the use of
technology-assisted devices, especially in the matter of protecting confidentiality and security.

4. When working with a client who is not in Virginia, counselors are advised to check the
regulations of the state board in which the client is located. It is important to be mindful that
certain states prohibit counseling by an individual who is unlicensed by that state.

5. Counselors must follow the same code of ethics for technology-assisted counseling as they do
in a traditional counseling setting.
Guidance for Technology-assisted Supervision

The Board of Counseling recommends the following when a licensee uses technology-assisted
supervision:

1. Supervision is most commonly offered in a face-to-face relationship. Supervision that from
the outset is delivered in a technology-assisted manner may be problematic in that the
supervisory relationship, client identity and other issues may be compromised,

2. The counselor must take steps to protect supervisee confidentiality and security.
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Adopted: August 8, 2008

Guidance document: 115-1.4
Revised: November 13, 2015

3. The counselor should seek training or otherwise demonstrate expertise in the use of
technology-assisted devices, especially in the matter of protecting supervisee confidentiality and

security.,

4. Counselors must follow the same code of ethics for technology assisted supervision as they do
in a traditional counseling/supervision setting.

5. The Board of Counseling governs the practice of counseling in Virginia. Counselors who are
working with a client who is not in Virginia are advised to check the regulations of the state
board in which a supervisee is located. It is important to be mindful that certain states may
regulate or prohibit supervision by an individual who is unlicensed by that state.
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Guidance document: 60-23 Adopted: December 11, 2015

Virginia Board of Dentistry

Teledentistry

Section One: Preamble.

The Virginia Board of Dentistry ("Board”) recognizes that using teledentistry services in the
delivery of dental services offers potential benefits in the provision of dental care. The
appropriate application of these services can enhance dental care by facilitating communication
between practitioners, other health care providers, and their patients, prescribing medication,
medication management, obtaining laboratory results, scheduling appointments, monitoring
chronic conditions, providing health care information, and clarifying dental advice. The Virginia
General Assembly has not established statutory parameters regarding the provision and delivery
of teledental services. Therefore, practitioners must apply existing laws and regulations to the
provision of teledentistry services. The Board issues this guidance document to assist
practitioners with the application of current laws to teledentistry service practices.

These guidelines should not be construed to alter the scope of praciice of any health care
provider or authorize the delivery of health care services in a setting, or in a manner, not
authorized by law. In fact, these guidelines support a consistent standard of care and scope of
practice notwithstanding the delivery tool or business method used to enable practitioner-to-
patient communications. For clarity, a practitioner using teledentistry services in the provision of
dental services to a patient (whether existing or new) must take appropriate steps to establish the
practitioner-patient relationship as defined in Virginia Code § 54.1-3303 and conduct all
appropriate evaluations and history of the patient consistent with traditional standards of care for
the particular patient presentation, As such, some situations and patient presentations are
appropriate for the utilization of teledentistry services as a component of, or in lieu of, in-person
provision of dental care, while others are not. The practitioner is responsible for making this
determination, and in doing so must adhere to applicable laws and standards of care.

The Board has developed these guidelines to educate licensees as to the appropriate use of
teledentistry services in the practice of dentistry. The Board is committed to ensuring patient
access 1o the convenience and benefits afforded by teledentistry services, while promoting the

responsible provision of health care services.

It is the expectation of the Board that practitioners who provide dental care, electronically or
otherwise, maintain the highest degree of professionalism and should:
¢ Place the welfare of patients first;
Maintain acceptable and appropriate standards of practice;
Adhere to recognized ethical codes governing the applicable profession;
Adbhere to applicable laws and regulations;
In the case of dentists, properly supervise non-dentist clinicians when required to do so
by statute; and
* Protect patient confidentiality.

1|Page
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Guidance document: 60-23 Adopted: December 11, 2015

Section Two: Definitions.
For the purpose of these guidelines, the Board defines “teledentistry services” consistent with the

definition of “telemedicine services” in § 38.2-3418.16 of the Code of Virginia. “Teledentistry
services,” as it pertains to the delivery of dental services, means the use of electronic technology
or media, including interactive audio or video, for the purpose of diagnosing or treating a patient
or consulting with other health care providers regarding a patient’s diagnosis or treatment.
“Teledentistry services” does not include an audio-only telephone, electronic mail message,

facsimile transmission, or online questionnaire.

Section Three: Establishing the Practitioner-Patient Relationship.

The practitioner-patient relationship is fundamental to the provision of acceptable dental care. Tt
is the expectation of the Board that practitioners recognize the obligations, responsibilities, and
patient rights associated with establishing and maintaining a practitioner-patient relationship.
Where an existing practitioner-patient relationship is not present,! a practitioner must take
appropriate steps to establish a practitioner-patient relationship consistent with the guidelines
identified in this document, with Virginia law, and with any other applicable law.?2 While each
circumstance is unique, such practitioner-patient relationships may be established using

telemedicine services provided the standard of care is met.

Specifically, Virginia Code § 54.1-3303(A) provides the requirements to establish a practitioner-
patient relationship. See Va. Code § 54.1-3303(A).

A practitioner is discouraged from rendering dental advice and/or care using teledentistry
services without (1) fully verifying and authenticating the location and, to the extent possible,
confirming the identity of the requesting patient; (2) disclosing and validating the practitioner’s
identity and applicable credential(s); and (3) obtaining appropriate consents from requesting
patients after disclosures regarding the delivery models and treatment methods or limitations,
including any special informed consents regarding the use of teledental services. An appropriate
practitioner-patient relationship has not been established when the identity of the practitioner

may be unknown to the patient.

Section Four: Guidelines for the Appropriate Use of Teledentistry Services.
The Board has adopted the following guidelines for practitioners utilizing teledentistry services
in the delivery of patient care, regardless of an existing practitioner-patient relationship prior to

an encounter,

Licensure;
The practice of dentistry occurs where the patient is located at the time teledentsitry services are

used, and insurers may issue reimbursements based on where the practitioner is located,
Therefore, a practitioner must be licensed by, or under the jurisdiction of, the regulatory board of
the state where the patient is located and the state where the practitioner is located. Practitioners
who treat or prescribe through online service sites must possess appropriate licensure in all

! This guidance document is not intended to address existing patient-practitioner relationships established through

in-person visits.
? The practitioner must adhere not only to Virginia law defining a practitioner-patient relationship, but the law in

any state where a patient is receiving services that defines the practitioner-patient refationship.

2|Page
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Guidance document: 60-23 Adopted: December 11, 2015

jurisdictions where patients receive care. To ensure appropriate insurance coverage, practitioners
must make certain that they are compliant with federal and state laws and policies regarding

reimbursements.

Evaluation and Treatment of the Patient:
A documented dental evaluation and collection of relevant clinical history commensurate with

the presentation of the patient to establish diagnoses and identify underlying conditions and/or
contra-indications to the treatment recommended/provided must be obtained prior to providing
treatment, which treatment includes the issuance of prescriptions, electronically or otherwise.
Treatment and consultation recommendations made in an online setting, including issuing a
prescription via electronic means, will be held to the same standards of appropriate practice as
those in traditional, in-person encounters. Treatment, including issuing a prescription based
solely on an online questionnaire, does not constitute an acceptable standard of care.

Informed Consent:
Evidence documenting appropriate patient informed consent for the use of teledentistry services

must be obtained and maintained. Appropriate informed consent should, as a baseline, include
the following:

* Identification of the patient, the practitioner, and the practitioner’s credentials;

Types of activities permitted using teledentistry services (e.g. prescription refills,
appointment scheduling, patient education, etc.);

* Agreement by the patient that it is the role of the practitioner to determine whether or not
the condition being diagnosed and/or treated is appropriate for a teledentistry encounter;

* Details on security measures taken with the use of teledentistry services, such as
encrypting date of service, password protected screen savers, encrypting data files, or
utilizing other reliable authentication techniques, as well as potential risks to privacy
notwithstanding such measures;

Hold harmless clause for information lost due to technical failures; and
Requirement for express patient consent to forward patient-identifiable information to a

third party.

Dental Records:
The dental record should .include, if applicable, copies of all patient-related electronic

communications, including patient-practitioner communication, prescriptions, laboratory and test
results, evaluations and consultations, records of past care, and instructions obtained or produced
in connection with the utilization of teledentistry services. Informed consents obtained in
connection with an encounter involving teledentistry services should also be filed in the dental
record. The patient record established during the use of teledentistry services must be accessible
to both the practitioner and the patient, and consistent with all established laws and regulations

governing patient healthcare records,

Privacy and Security of Patient Records and Exchange of Information:

Written policies and procedures should be maintained for documentation, maintenance, and
transmission of the records of encounters using teledentistry services. Such policies and
procedures should address (1) privacy, (2) health-care personnel (in addition to the practitioner

3j{Page
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Guidance document: 60-23 Adopted: December 11, 2015

addressee) who will process messages, (3) hours of operation, (4) types of transactions that will
be permitted electronically, (5) required patient information to be included in the
communication, such as patient name, identification number and type of transaction, (6) archival
and retrieval, and (7) quality oversight mechanisms. Policies and procedures should be
periodically evaluated for currency and be maintained in an accessible and readily available

manner for review.

Prescribing:

Prescribing medications, in-person or via teledentistry services, is at the professional discretion
of the prescribing practitioner, The indication, appropriateness, and safety considerations for
cach prescription provided via teledentistry services must be evaluated by the practitioner in
accordance with applicable law and current standards of practice and consequently carries the
same professional accountability as prescriptions delivered during an in-person encounter.
Where such measures are upheld, and the appropriate clinical consideration is carried out and
documented, the practitioner may exercise their judgment and prescribe medications as part of
teledentistry encounters in accordance with applicable state and federal law.

Prescriptions must comply with the requirements set out in Virginia Code §§ 54.1-3408.01 and
54.1-3303(A). Additionally, practitioners issuing prescriptions as part of teledentistry services
should include direct contact for the prescriber or the prescriber’s agent on the prescription. This
direct contact information ensures ease of access by pharmacists to clarify prescription orders,
and further facilitates the prescriber-patient-pharmacist relationship.

Section Five: Guidance Document Limitations.

Nothing in this document shall be construed to limit the authority of the Board to investigate,
discipline, or regulate its licensees pursuant to applicable Virginia statutes and regulations.
Additionally, nothing in this document shall be construed to limit the Board’s ability to review
the delivery or use of teledentistry services by its licensees for adherence to the standard of care
and compliance with the requirements set forth in the laws and regulations of the Commonwealth
of Virginia. Furthermore, this document does not limit the Board’s ability to determine that
certain situations fail to meet the standard of care or standards set forth in laws and regulations

despite technical adherence to the guidance produced herein.

4|Page
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Guidance document: 85-12 Revised: June 22, 2017

Virginia Board of Medicine

Telemedicine

Section One: Preamble.

The Virginia Board of Medicine ("Board”) recognizes that using telemedicine services in the
delivery of medical services offers potential benefits in the provision of medical care. The
appropriate application of these services can enhance medical care by facilitating communication
between practitioners, other health care providers, and their patients, prescribing medication,
medication management, obtaining laboratory results, scheduling appointments, monitoring
chronic conditions, providing health care information, and clarifying medical advice. With the
exception of prescribing controlled substances, the Virginia General Assembly has not established
statutory parameters regarding the provision and delivery of telemedicine services. Therefore,
practitioners must apply existing laws and regulations to the provision of telemedicine services.
The Board issues this guidance document to assist practitioners with the application of current

laws to telemedicine service practices.

These guidelines should not be construed to alter the scope of practice of any health care provider
or authorize the delivery of health care services in a setting, or in a manner, not authorized by law.
In fact, these guidelines support a consistent standard of care and scope of practice notwithstanding
the delivery tool or business method used to enable practitioner-to-patient communications. For
the purpose of prescribing controlled substances, a practitioner using telemedicine services in the
provision of medical services to a patient (whether existing or new) must take appropriate steps to
establish the practitioner-patient relationship as defined in Virginia Code § 54.1-3303. A
practitioner should conduct all appropriate evaluations and history of the patient consistent with
traditional standards of care for the particular patient presentation. As such, some situations and
patient presentations are appropriate for the utilization of telemedicine services as a component of,
or in licu of, in-person provision of medical care, while others are not. The practitioner is
responsible for making this determination, and in doing so must adhere to applicable laws and

standards of care.

The Board has developed these guidelines to educate licensees as to the appropriate use of
telemedicine services in the practice of medicine. The Board is committed to ensuring patient
access to the convenience and benefits afforded by telemedicine services, while promoting the

responsible provision of health care services.

It is the expectation of the Board that practitioners who provide medical care, electronically or
otherwise, maintain the highest degree of professionalism and should:

Place the welfare of patients first;

Maintain acceptable and appropriate standards of practice;

Adhere to recognized ethical codes governing the applicable profession;

Adhere to applicable laws and regulations;

®« & o 9
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(Guidance document: 85-12 Revised: June 22, 2017

* Inthe case of physicians, properly supervise non-physician clinicians when required to do

so by statute; and
* Protect patient confidentiality.

Section Two: Establishing the Practitioner-Patient Relationship.

The practitioner-patient relationship is fundamental to the provision of acceptable medical care. It
is the expectation of the Board that practitioners recognize the obligations, responsibilities, and
patient rights associated with establishing and maintaining a practitioner-patient relationship.
Where an existing practitioner-patient relationship is not present,! a practitioner must take
appropriate steps to establish a practitioner-patient relationship consistent with the guidelines
identified in this document, with Virginia law, and with any other applicable law.2 While each
circumstance is unique, such practitioner-patient relationships may be established using
telemedicine services provided the standard of care is met.

A practitioner is discouraged from rendering medical advice and/or care using telemedicine
services without (1) fully verifying and authenticating the location and, to the extent possible,
confirming the identity of the requesting patient; (2) disclosing and validating the practitioner’s
identity and applicable credential(s); and (3) obtaining appropriate consents from requesting
patients after disclosures regarding the delivery models and treatment methods or limitations,
including any special informed consents regarding the use of telemedicine services. An appropriate
practitioner-patient relationship has not been established when the identity of the practitioner may

be unknown to the patient.

Section Three: Guidelines for the Appropriate Use of Telemedicine Services.
The Board has adopted the following guidelines for practitioners utilizing telemedicine services in
the delivery of patient care, regardless of an existing practitioner-patient relationship prior to an

encounter,

Licensure;

The practice of medicine occurs where the patient is located at the time telemedicine services are
used, and insurers may issue reimbursements based on where the practitioner is located. Therefore,
a practitioner must be licensed by, or under the jurisdiction of, the regulatory board of the state
where the patient is located and the state where the practitioner is located. Practitioners who treat
or prescribe through online service sites must possess appropriate licensure in all Jjurisdictions
where patients receive care. To ensure appropriate insurance coverage, practitioners must make
certain that they are compliant with federal and state laws and policies regarding reimbursements.

Evaluation and Treatment of the Patient:

! This guidance document is not intended to address existing patient-practitioner relationships established through

in-person visits.
? The practitioner must adhere not only to Virginia law defining a practitioner-patient relationship, but the law in

any state where a patient is receiving services that defines the practitioner-patient relationship.

2 | 'p age
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Guidance document: 85-12 Revised: June 22,2017

A documented medical evaluation and collection of relevant clinical history commensurate with
the presentation of the patient to establish diagnoses and identify underlying conditions and/or
contra-indications to the treatment recommended/provided must be obtained prior to providing
treatment, which treatment includes the issuance of prescriptions, electronically or otherwise.
Treatment and consultation recommendations made in an online setting, including issuing a
prescription via electronic means, will be held to the same standards of appropriate practice as
those in traditional, in-person encounters. Treatment, including issuing a prescription based solely
on an online questionnaire, does not constitute an acceptable standard of care,

Informed Consent:

Evidence documenting appropriate patient informed consent for the use of telemedicine services
must be obtained and maintained. Appropriate informed consent should, as a baseline, include the

following:

Identification of the patient, the practitioner, and the practitioner’s credentials;
Types of activities permitted using telemedicine services (e.g. prescription refills,
appointment schef:luling, patient education, etc.);
» Agreement by the patient that it is the role of the practitioner to determine whether or not
the condition being diagnosed and/or treated is appropriate for a telemedicine encounter;
* Details on security measures taken with the use of telemedicine services, such as
encrypting date of service, password protected screen savers, encrypting data files, or
utilizing other reliable authentication techniques, as well as potential risks to privacy
notwithstanding such measures;
Hold harmless clause for information lost due to technical failures; and
Requirement for express patient consent to forward patient-identifiable information to a

third party.

Medical Records:

The medical record should include, if applicable, copies of all patient-related electronic
communications, including patient-practitioner communication, prescriptions, laboratory and test
results, evaluations and consultations, records of past care, and instructions obtained or produced
in connection with the utilization of telemedicine services. Informed consents obtained in
connection with an encounter involving telemedicine services should also be filed in the medical
record. The patient record established during the use of telemedicine services must be accessible
to both the practitioner and the patient, and consistent with all established laws and regulations

governing patient healthcare records.

Privacy and Security of Patient Records and Exchange of Information:

Written policies and procedures should be maintained for documentation, maintenance, and
transmission of the records of encounters using telemedicine services. Such policies and
procedures should address (1) privacy, (2) health-care personnel (in addition to the practitioner
addressee) who will process messages, (3) hours of operation, (4) types of transactions that will be
permitted electronically, (5) required patient information to be included in the communication,

3|Page
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Guidance document: 85-12 Revised: June 22, 2017

such as patient name, identification number and type of transaction, (6) archival and retrieval, and
(7) quality oversight mechanisms. Policies and procedures should be periodically evaluated for
currency and be maintained in an accessible and readily available manner for review.

Section Four: Prescribing;:

Prescribing controlled substances requires the establishment of a bona fide practitioner-patient
relationship in accordance with § 54.1-3303 (A) of the Code of Virginia. Prescribing controlled
substances, in-person or via telemedicine services, is at the professional discretion of the
prescribing practitioner. The indication, appropriateness, and safety considerations for each
prescription provided via telemedicine services must be evaluated by the practitioner in accordance
with applicable law and current standards of practice and consequently carries the same
professional accountability as prescriptions delivered during an in-person encounter. Where such
measures are upheld, and the appropriate clinical consideration is carried out and documented, the
practitioner may exercise their judgment and prescribe controlled substances as part of
telemedicine encounters in accordance with applicable state and federal law.

Prescriptions must comply with the requirements set out in Virginia Code §§ 54.1-3408.01 and
54.1-3303(A). Prescribing controlled substances in Schedule II through V via telemedicine also
requires compliance with federal rules for the practice of telemedicine. Practitioners issuing
prescriptions as part of telemedicine services should include direct contact for the prescriber or the
prescriber’s agent on the prescription. This direct contact information ensures ease of access by
pharmacists to clarify prescription orders, and further facilitates the prescriber-patient-pharmacist

relationship.

For the purpose of prescribing Schedule VI controlled substances, “telemedicine services” is
defined as it is in § 38.2-3418.16 of the Code of Virginia. Under that definition, “telemedicine
services,” as it pertains to the delivery of health care services, means the use of electronic
technology or media, including interactive audio or video, for the purpose of diagnosing or
treating a patient or consulting with other health care providers regarding a patient’s diagnosis

or treaiment. “Telemedicine services” does not include an audio-only telephone, electronic mail
message, facsimile transmission, or online questionnaire.

Section Five: Guidance Document Limitations.

Nothing in this document shall be construed to limit the authority of the Board to investigate,
discipline, or regulate its licensees pursuant to applicable Virginia statutes and regulations.
Additionally, nothing in this document shall be construed to limit the Board’s ability to review the
delivery or use of telemedicine services by its licensees for adherence to the standard of care and
compliance with the requirements set forth in the laws and regulations of the Commonwealth of
Virginia. Furthermore, this document does not limit the Board’s ability to determine that certain
situations fail to meet the standard of care or standards set forth in laws and regulations despite

technical adherence to the guidance produced herein.
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Statutory references:

§ 54.1-3303. Prescriptions to be issued and drugs to be dispensed for medical or therapeutic purposes
only.

A. A prescription for a controlled substance may be issued only by a practitioner of medicine, osteopathy,
podiatry, dentistry or veterinary medicine who is authorized to prescribe controlled substances, or bya
licensed nurse practitioner pursuant to § 54.1-2957.01, a licensed physician assistant pursuantto § 54.1-
2952.1, or a TPA-certified optometrist pursuant to Article 5 (§ 54.1-3222 et seq.) of Chapter 32. The
prescription shall be issued for a medicinal or therapeutic purpose and may be issued only to persons or
animals with whom the practitioner has a bona fide practitioner-patient relationship.

For purposes of this section, a bona fide practitioner-patient-pharmacist relationship is one in which a
practitioner prescribes, and a pharmacist dispenses, controlled substances in good faith to his patient Jor
a medicinal or therapeutic purpose within the course of his professional practice. In addition, a bona fide
practitioner-patient relationship means that the practitioner shall (i) ensure that a medical or drug
history is obtained; (ii) provide information to the patient about the benefits and risks of the drug being
prescribed, (iii) perform or have performed an appropriate examination of the patient, either Physically
or by the use of instrumentation and diagnostic equipment through which images and medical records
may be transmitted electronically; except for medical emergencies, the examination of the patient shail
have been performed by the practitioner himself, within the group in which he practices, or by a
consulting practitioner prior to issuing a prescription; and (iv) initiate additional interventions and
Jollow-up care, if necessary, especially if a prescribed drug may have serious side effects. A practitioner
who performs or has performed an appropriate examination of the patient required pursuant to clause
ii), either physically or by the use of instrumentation and diagnostic equipment through which images
and medical records may be transmitted electronically, for the purpose of establishing a bona fide
practitioner-patient relationship, may prescribe Schedule Il through VI controlled substances to the
patient, provided that the prescribing of such Schedule II through V controlled substance is in compliance

with federal requirements for the practice of telemedicine.

For the purpose of prescribing a Schedule VI controlled substance to a patient via telemedicine services
as defined in § 38.2-3418.16, a prescriber may establish a bona fide practitioner-patient relationship by
an examination through face-to-face interactive, two-way, real-time communications services or store-
and-forward technologies when all of the following conditions are met: (a) the patient has provided a
medical history that is available for review by the prescriber; (b) the prescriber obiains an updated
medical history at the time of prescribing; (c) the prescriber makes a diagnosis at the time of prescribing;
(d) the prescriber conforms to the standard of care expected of in-person care as appropriate to the
patient’s age and presenting condition, including when the standard of care requires the use of diagnostic
testing and performance of a physical examination, which may be carried out through the use of
peripheral devices appropriate to the patient's condition; (e) the prescriber is actively licensed in the
Commonwealth and authorized to prescribe; (f) if the patient is a member or enrollee of a health plan or
carrier, the prescriber has been credentialed by the health plan or carrier as a participating provider and
the diagnosing and prescribing meets the qualifications for reimbursement by the health plan or carrier
pursuant to § 38.2-3418.16, and (g) upon request, the prescriber provides patient records in a timely
manner in accordance with the provisions of § 32.1-127.1:03 and all other state and Jfederal laws and
regulations. Nothing in this paragraph shall permit a prescriber to establish a bona fide practitioner-
patient relationship for the purpose of prescribing a Schedule VI controlled substance when the standard
of care dictates that an in-person physical examination is necessary for diagnosis. Nothing in this
paragraph shall apply to: (1) a prescriber providing on-call coverage per an agreement with another
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prescriber or his prescriber's professional entity or employer; (2) a prescriber consulting with another
prescriber regarding a patient's care; or (3) orders of prescribers for hospital out-patients or in-patients.

Any practitioner who prescribes any controlled substance with the knowledge that the controlled
substance will be used otherwise than medicinally or for therapeutic purposes shall be subject to the
criminal penalties provided in § 18.2-248 for violations of the provisions of law relating to the
distribution or possession of controlled substances.

§ 54.1-3408.01. Requirements for prescriptions.

A. The written prescription referrved to in § 54.1-3408 shall be written with ink or individually typed or
printed. The prescription shall contain the name, address, and telephone number of the prescriber. A
prescription for a controlled substance other than one controlled in Schedule VI shall also contain the
Jederal controlled substances registration number assigned to the prescriber. The prescriber’s
information shall be either preprinted upon the prescription blank, electronically printed, typewritten,
rubber stamped, or printed by hand,

The written prescription shall contain the first and last name of the patient Jor whom the drug is
prescribed. The address of the patient shall either be placed upon the written prescription by the
prescriber or his agent, or by the dispenser of the prescription. If not otherwise prohibited by law, the
dispenser may record the address of the patient in an electronic Pprescription dispensing record for that
patient in lieu of recording it on the prescription. Each written prescription shall be dated as of, and
signed by the prescriber on, the day when issued. The prescription may be prepared by an agent for the
prescriber’s signature.

This section shall not prohibit a prescriber from using preprinted prescriptions for drugs classified in
Schedule VI if all requirements concerning dates, signatures, and other information specified above are

otherwise fulfilled

No written prescription order form shall include more than one prescription. However, this provision
shall not apply (i) to prescriptions written as chart orders for patients in hospitals and long-term-care
Jacilities, patients receiving home infusion services or hospice patients, or (ii) to a prescription ordered
through a pharmacy operated by or for the Department of Corrections or the Department of Juvenile
Justice, the central pharmacy of the Department of Health, or the central ouipatient pharmacy operated
by the Department of Behavioral Health and Developmental Services; or (iii) to prescriptions written for
patients residing in adult and juvenile detention centers, local or regional jails, or work release centers
operated by the Department of Corrections.

B. Prescribers’ orders, whether written as chart orders or prescriptions, for Schedules II, III, IV, and V
controlled drugs to be administered to (i) patients or residents of long-term care facilities served by a
Virginia pharmacy from a remote location or (ii) patients receiving parenteral, intravenous,
intramuscular, subcutaneous or intraspinal infusion therapy and served by a home infusion pharmacy
Jrom a remote location, may be transmitted to that remote pharmacy by an electronic communications
device over telephone lines which send the exact image to the receiver in hard copy form, and such
Jacsimile copy shall be treated as a valid original prescription order. If the order is for a
radiopharmaceutical, a physician authorized by state or federal law io possess and administer medical
radioactive materials may authorize a nuclear medicine technologist to transmit a prescriber’s verbal or
written orders for radiopharmaceuticals.
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C. The oral prescription veferred to in § 54.1-3408 shall be transmitted to the Dharmacy of the patient's
choice by the prescriber or his authorized agent. For the purposes of this section, an authorized agent of
the prescriber shall be an employee of the prescriber who is under his immediate and personal supervision,

or if not an employee, an individual who holds a valid license allowing the administration or dispensing of

drugs and who is specifically directed by the prescriber.,
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Virginia Board of Medicine
Virginia Board of Nursing

Telemedicine for Nurse Practitioners

Introduction:

The Board of Nursing concurs with the Guidance Document adopted by the Board of Medicine
for the use of telemedicine in the delivery of medical services for practice by nurse practitioners,
as recommended by the Committee of the Joint Boards of Nursing and Medicine,

Section One: Preamble.

The Virginia Board of Medicine (“Board™) recognizes that using telemedicine services in the
delivery of medical services offers potential benefits in the provision of medical care. The
appropriate application of these services can enhance medical care by facilitating communication
between practitioners, other health care providers, and their patients, prescribing medication,
medication management, obtaining laboratory results, scheduling appointments, monitoring
chronic conditions, providing health care information, and clarifying medical advice. With the
exception of prescribing controlled substances, the Virginia General Assembly has not established
statutory parameters regarding the provision and delivery of telemedicine services. Therefore,
practitioners must apply existing laws and regulations to the provision of telemedicine services.
The Board issues this guidance document to assist practitioners with the application of current

laws to telemedicine service practices.

These guidelines should not be construed to alter the scope of practice of any health care provider
or authorize the delivery of health care services in a setting, or in a manner, not authorized by law.
In fact, these guidelines support a consistent standard of care and scope of practice notwithstanding
the delivery tool or business method used to enable practitioner-to-patient communications. For
the purpose of prescribing controlled substances, a practitioner using telemedicine services in the
provision of medical services to a patient (whether existing or new) must take appropriate steps to
establish the practitioner-patient relationship as defined in Virginia Code § 54.1-3303. A
practitioner should conduct all appropriate evaluations and history of the patient consistent with
traditional standards of care for the particular patient presentation. As such, some situations and
patient presentations are appropriate for the utilization of telemedicine services as a component of,
or in lieu of, in-person provision of medical care, while others are not. The practitioner is
responsible for making this determination, and in doing so must adhere to applicable laws and

standards of care.

The Board has developed these guidelines to educate licensees as to the appropriate use of
telemedicine services in the practice of medicine. The Board is committed to ensuring patient
access to the convenience and benefits afforded by telemedicine services, while promoting the

responsible provision of health care services.
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It is the expectation of the Board that practitioners who provide medical care, electronically or
otherwise, maintain the highest degree of professionalism and should:
¢ Place the welfare of patients first;
Maintain acceptable and appropriate standards of practice;
Adhere to recognized ethical codes governing the applicable profession;
Adbhere to applicable laws and regulations;
In the case of physicians, properly supervise non-physician clinicians when required to do
so by statute; and
» Protect patient confidentiality.

Section Two: Establishing the Practitioner-Patient Relationship.

The practitioner-patient relationship is fundamental to the provision of acceptable medical care. It
is the expectation of the Board that practitioners recognize the obligations, responsibilities, and
patient rights associated with establishing and maintaining a practitioner-patient relationship.,
Where an existing practitioner-patient relationship is not present,! a practitioner must take
appropriate steps to establish a practitioner-patient relationship consistent with the guidelines
identified in this document, with Virginia law, and with any other applicable law.2 While each
circumstance is unique, such practitioner-patient relationships may be established using
telemedicine services provided the standard of care is met.

A practitioner is discouraged from rendering medical advice and/or care using telemedicine
services without (1) fully verifying and authenticating the location and, to the extent possible,
confirming the identity of the requesting patient; (2) disclosing and validating the practitioner’s
identity and applicable credential(s); and (3) obtaining appropriate consents from requesting
patients after disclosures regarding the delivery models and treatment methods or limitations,
including any special informed consents regarding the use of telemedicine services. An appropriate
practitioner-patient relationship has not been established when the identity of the practitioner may

be unknown to the patient.

Section Three: Guidelines for the Appropriate Use of Telemedicine Services.
The Board has adopted the following guidelines for practitioners utilizing telemedicine services in
the delivery of patient care, regardless of an existing practitioner-patient relationship prior to an

encounter.

Licensure:

The practice of medicine occurs where the patient is located at the time telemedicine services are
used, and insurers may issue reimbursements based on where the practitioner is located. Therefore,
a practitioner must be licensed by, or under the jurisdiction of, the regulatory board of the state
where the patient is located and the state where the practitioner is located. Practitioners who treat

! This guidance document is not intended to address existing patient-practitioner relationships established through

in-person visits,
2 The practitioner must adhere not only to Virginia law defining a practitioner-patient relationship, but the law in

any state where a patient Is receiving services that defines the practitioner-patient relationship.
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or prescribe through online service sites must possess appropriate licensure in all jurisdictions
where patients receive care. To ensure appropriate insurance coverage, practitioners must make
certain that they are compliant with federal and state laws and policies regarding reimbursements,

Evaluation and Treatment of the Patient:

A documented medical evaluation and collection of relevant clinical history commensurate with
the presentation of the patient to establish diagnoses and identify underlying conditions and/or
contra-indications to the treatment recommended/provided must be obtained prior to providing
treatment, which treatment includes the issuance of prescriptions, electronically or otherwise,
Treatment and consultation recommendations made in an online setting, including issuing a
prescription via electronic means, will be held to the same standards of appropriate practice as
those in traditional, in-person encounters. Treatment, including issuing a prescription based solely
on an online questionnaire, does not constitute an acceptable standard of care. (See section on

prescribing)

Informed Consent:

Evidence documenting appropriate patient informed consent for the use of telemedicine services
must be obtained and maintained. Appropriate informed consent should, as a baseline, include the

following:

Identification of the patient, the practitioner, and the practitioner’s credentials;
Types of activities permitted using telemedicine services (e.g. prescription refills,
appointment scheduling, patient education, etc.);
e Agreement by the patient that it is the role of the practitioner to determine whether or not
the condition being diagnosed and/or treated is appropriate for a telemedicine encounter;
¢ Details on security measures taken with the use of telemedicine services, such as
encrypting date of service, password protected screen savers, encrypting data files, or
utilizing other reliable authentication techniques, as well as potential risks to privacy
notwithstanding such measures;
Hold harmless clause for information lost due to technical failures; and
Requirement for express patient consent to forward patient-identifiable information to a

third party.
Medical Records:

The medical record should include, if applicable, copies of all patient-related electronic
communications, including patient-practitioner communication, prescriptions, laboratory and test
results, evaluations and consultations, records of past care, and instructions obtained or produced
in connection with the utilization of telemedicine services. Informed consents obtained in
connection with an encounter involving telemedicine services should also be filed in the medical
record. The patient record established during the use of telemedicine services must be accessible
to both the practitioner and the patient, and consistent with all established laws and regulations

governing patient healthcare records.
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Privacy and Security of Patient Records and Exchange of Information:

Written policies and procedures should be maintained for documentation, maintenance, and
transmission of the records of encounters using telemedicine services. Such policies and
procedures should address (1) privacy, (2) health-care personnel (in addition to the practitioner
addressec) who will process messages, (3) hours of operation, (4) types of transactions that will be
permitted electronically, (5) required patient information to be included in the communication,
such as patient name, identification number and type of transaction, (6) archival and retrieval, and
(7) quality oversight mechanisms. Policies and procedures should be periodically evaluated for
currency and be maintained in an accessible and readily available manner for review.

Section Four: Prescribing.

Prescribing controlled substances requires the establishment of a bona fide practitioner-patient
relationship in accordance with § 54.1-3303 (A) of the Code of Virginia. Prescribing controlled
substances, in-person or via telemedicine services, is at the professional discretion of the
prescribing practitioner. The indication, appropriateness, and safety considerations for each
prescription provided via telemedicine services must be evaluated by the practitioner in accordance
with applicable law and current standards of practice and consequently carries the same
professional accountability as prescriptions delivered during an in-person encounter. Where such
measures are upheld, and the appropriate clinical consideration is carried out and documented, the
practitioner may exercise their judgment and prescribe controlled substances as part of
telemedicine encounters in accordance with applicable state and federal law.

Prescriptions must comply with the requirements set out in Virginia Code §§ 54.1-3408.01 and
54.1-3303(A). Prescribing controlled substances in Schedule IT through V via telemedicine also
requires compliance with federal rules for the practice of telemedicine. Practitioners issuing
prescriptions as part of telemedicine services should include direct contact for the prescriber or the
prescriber’s agent on the prescription. This direct contact information ensures ease of access by
pharmacists to clarify prescription orders, and further facilitates the prescriber-patient-pharmacist

relationship.

For the purpose of prescribing Schedule VI controlled substances, “telemedicine services” is
defined as it is in § 38.2-3418.16 of the Code of Virginia. Under that definition, “felemedicine
services,” as it pertains to the delivery of health care services, means the use of electronic
technology or media, including interactive audio or video, for the purpose of diagnosing or
Ireating a patient or consulting with other health care providers regarding a patient’s diagnosis
or freafment. “Telemedicine services” does not include an audio-only telephone, electronic mail

message, facsimile transmission, or online questionnaire.

Section Five: Guidance Document Limitations.

Nothing in this document shall be construed to limit the authority of the Board to investigate,
discipline, or regulate its licensees pursuant to applicable Virginia statutes and regulations.
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Additionally, nothing in this document shall be construed to limit the Board’s ability to review the
delivery or use of telemedicine services by its licensees for adherence to the standard of care and
compliance with the requirements set forth in the laws and regulations of the Commonwealth of
Virginia. Furthermore, this document does not limit the Board’s ability to determine that certain
situations fail to meet the standard of care or standards set forth in laws and regulations despite
technical adherence to the guidance produced herein.

Statutory references:

§ 54.1-3303. Prescriptions to be issued and drugs to be dispensed for medical or therapeutic purposes
only.

A. A prescription for a controlled substance may be issued only by a practitioner of medicine, osteopathy,
podiatry, dentistry or veterinary medicine who is authorized to prescribe controlled substances, or by a
licensed nurse practitioner pursuant to § 54.1-2957.01, a licensed Pphysician assistant pursuant to § 54.1-
2952.1 or a TPA-certified optometrist pursuant to Article 5 (§ 54.1-3222 et seq.) of Chapter 32. The
prescription shall be issued for a medicinal or therapeutic purpose and may be issued only to persons or
animals with whom the practitioner has a bona fide practitioner-patient relationship.

For purposes of this section, a bona fide practitioner-patient-pharmacist relationship is one in which a
practitioner prescribes, and a pharmacist dispenses, controlled substances in good faith to his patient for
a medicinal or therapeutic purpose within the course of his professional practice. In addition, a bona fide
practitioner-patient relationship means that the practitioner shall (i) ensure that a medical or drug
history is obtained; (ii) provide information to the patient about the benefits and risks of the drug being
prescribed; (iii) perform or have performed an appropriate examination of the patient, either physically
or by the use of instrumentation and diagnostic equipment through which images and medical records
may be transmitted electronically; except for medical emergencies, the examination of the patient shall
have been performed by the practitioner himself. within the group in which he practices, or by a
consulting practitioner prior to issuing a prescription; and (iv) initiate additional interventions and
Jollow-up care, if necessary, especially if a prescribed drug may have serious side effects. A practitioner
who performs or has performed an appropriate examination of the patient required pursuant to clause
(ii}), either physically or by the use of instrumentation and diagnostic equipment through which images
and medical records may be transmitted electronically, for the purpose of establishing a bona fide
practitioner-patient relationship, may prescribe Schedule IT through VI controlled substances to the
patient, provided that the prescribing of such Schedule II through V controlled substance is in compliomce

with federal requirements for the practice of telemedicine.

For the purpose of prescribing a Schedule VI controlled substance to a patient vig telemedicine services
as defined in § 38.2-3418.16, a prescriber may establish a bona fide practitioner-patient relationship by
an examination through face-to-face interactive, two-way, real-time communications services or store-
and-forward technologies when all of the following conditions are met: (a) the patient has provided a
medical history that is available for review by the prescriber; (b) the prescriber obtains an updated
medical history at the time of prescribing; (c) the prescriber makes a diagnosis at the time of prescribing;
(d) the prescriber conforms to the standard of care expected of in-person care as appropriate to the
Dpatient's age and presenting condition, including when the standard of care requires the use of diagnostic
testing and performance of a physical examination, which may be carried out through the use of
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peripheral devices appropriate to the patient's condition; (e) the prescriber is actively licensed in the
Commonwealth and authorized to prescribe; (f) if the patient is a member or enrollee of a health plan or
carrier, the prescriber has been credentialed by the health plan or carrier as a participating provider and
the diagnosing and prescribing meets the qualifications for reimbursement by the health plan or carrier
pursuant to § 38.2-3418.16; and (g) upon request, the prescriber provides patient records in a timely
manner in accordance with the provisions of § 32.1-127.1:03 and all other state and federal laws and
regulations. Nothing in this paragraph shall permit a prescriber to establish a bona fide practitioner-
patient relationship for the purpose of prescribing a Schedule VI controlled substance when the standard
of care dictates that an in-person physical examination is necessary for diagnosis. Nothing in this
paragraph shall apply to: (1) a prescriber providing on-call coverage per an agreement with another
prescriber or his prescriber’s professional entity or employer; (2) a prescriber consulting with another
prescriber regarding a patient's care; or (3) orders of prescribers for hospital out-patients or in-patients.

Any practitioner who prescribes any controlled substance with the knowledge that the controlled
substance will be used otherwise than medicinally or for therapeutic purposes shall be subject to the
criminal penalties provided in § 18.2-248 for violations of the provisions of law relating to the
distribution or possession of controlled substances.

§ 54.1-3408.01. Requirements for prescriptions.

A. The written prescription referred to in § 54.1-3408 shall be written with ink or individually typed or
printed. The prescription shall contain the name, address, and telephone number of the prescriber. A
prescription for a controlled substance other than one controiled in Schedule VI shall also contain the
Jederal controlled substances registration number assigned to the prescriber. The prescriber’s
information shall be either preprinted upon the prescription blank, electronically printed, typewritten,

rubber stamped, or printed by hand.

The written prescription shall contain the first and last name of the patient for whom the drug is
prescribed. The address of the patient shall either be placed upon the written prescription by the
prescriber or his agent, or by the dispenser of the prescription. If not otherwise prohibited by law, the
dispenser may record the address of the patient in an electronic prescription dispensing record for that
patient in lieu of recording it on the prescription. Each written prescription shall be dated as of, and
signed by the prescriber on, the day when issued. The prescription may be prepared by an agent for the

prescriber's signature.

This section shall not prohibit a prescriber from using preprinted prescriptions for drugs classified in
Schedule VI if all requirements concerning dates, signatures, and other information specified above are

otherwise fulfilled.

No written prescription order form shall include more than one prescription. However, this provision
shall not apply (i) to prescriptions written as chart orders for patients in hospitals and long-term-care
Jacilities, patients receiving home infusion services or hospice patients, or (ii) to a prescription ordered
through a pharmacy operated by or for the Department of Corrections or the Department of Juvenile
Justice, the central pharmacy of the Department of Health, or the central outpatient pharmacy operated
by the Department of Behavioral Health and Developmental Services; or (iii) to prescriptions written for
patients residing in adult and juvenile detention centers, local or regional jails, or work release centers

operated by the Department of Corrections.
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B. Prescribers’ orders, whether written as chart orders or prescriptions, for Schedules I, IIL IV, and V'
controlled drugs to be administered to (i) patients or residents of long-term care facilities served bya

Virginia pharmacy from a remote location or (ii) patients receiving parenteral, intravenous,
intramuscular, subcutaneous or intraspinal infusion therapy and served by a home infusion pharmacy
Jrom a remote location, may be transmitted to that remote Ppharmacy by an electronic communications
device over telephone lines which send the exact image to the receiver in hard copy form, and such
Jacsimile copy shall be treated as a valid original prescription order. If the order is for a
radiopharmaceutical, a physician authorized by state or federal law to possess and administer medical
radioactive materials may authorize a nuclear medicine technologist to transmit a prescriber's verbal or
written orders for radiopharmaceuticals.

C. The oral prescription referred to in § 54.1-3408 shall be transmitted to the pharmacy of the patient’s
choice by the prescriber or his authorized agent. For the purposes of this section, an authorized agent of
the prescriber shall be an employee of the prescriber who is under his immediate and personal supervision,

or if not an employee, an individual who holds a valid license allowing the administration or dispensing of
drugs and who is specifically directed by the prescriber.
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Virginia Board of Physical Therapy
Guidance on Telehealth

Section One: Preamble
The Board of Physical Therapy recognizes that using telehealth services in the delivery of

physical therapy services offers potential benefits in the provision of care. Advancements in
technology have created expanded and innovative treatment options for physical therapist and
clients. The appropriate application of these services can enhance care by facilitating
communication between practitioners, other health care providers, and their clients. The delivery
of physical therapy services by or under the supervision of a physical therapist via telehealth in
physical therapy falls under the purview of the existing regulatory body and the respective
practice act and regulations. The Virginia General Assembly has not established statutory
parameters regarding the provision and delivery of telehealth services. Therefore, physical
therapy practitioners must apply existing laws and regulations to the provision of telehealth

services.

The Board issues this guidance document to assist practitioners with the application of current
laws to telehealth service practices. These guidelines should not be construed to alter the scope
of physical therapy practice or authorize the delivery of health care services in a setting, or in a
manner, not authorized by law. For clarity, a physical therapist using telehealth services must
take appropriate steps to establish the practitioner-patient (client) relationship and conduct all
appropriate evaluations and history of the client consistent with traditional standards of care for
the particular client presentation. As such, some situations and client presentations are
appropriate for the utilization of telehealth services as a component of, or in lieu of, in-person
provision of physical therapy care, while others are not. The practitioner is responsible for
making this determination, and in doing so must adhere to applicable laws and standards of care.

The board has developed these guidelines to educate licensees as to the appropriate use of
telehealth services in the practice of physical therapy. The Board is committed to ensuring
patient access to the convenience and benefits afforded by telehealth services, while promoting

the responsible provision of physical therapy services.

It is the expectation of the Board that practitioners who provide physical therapy care,
electronically or otherwise, maintain the highest degree of professionalism and should:

Place the welfare of the client first;

Maintain acceptable and appropriate standards of practice;

Adhere to recognized ethical codes governing the physical therapy profession;
Adhere to applicable laws and regulations;

Properly supervise PTA’s and support personnel;

Protect client confidentiality.
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Section Two: Definition

Telehealth is the use of electronic technology or media including interactive audio or video to
engage in the practice of physical therapy. “Telehealth” does not include an audio-only
telephone, electronic mail message, facsimile transmission, or online questionnaire,

Section Three: Responsibility for and Appropriate Use of Technology

A client’s appropriateness for evaluation and treatment via telehealth should be determined by
the Physical Therapist on a case-by—case basis, with selections based on physical therapist
Jjudgment, client preference, technology availability, risks and benefits, and professional
standards of care. A PT is responsible for all aspects of physical therapy care provided to a
client, and should determine and document the technology used in the provision of physical
therapy. Additionally, the PT is responsible for assuring the technological proficiency of those

involved in the client’s care.
Section Four: Verification of Identity

Given that in the telehealth clinical setting the client and therapist are not in the same location
and may not have established a prior in-person relationship, it is critical, at least initially, that the
identities of the physical therapy providers and client be verified. Photo identification is
recommended for both the client and all parties who may be involved in the delivery of care to
the client. The photo identification, at minimum, should include the name of the individual;
however, personal information such as address or driver’s license number does not have to be
shared or revealed. The client may utilize current means, such as state websites, to verify the
physical therapy provider is licensed in the originating jurisdiction (where the client is located

and receiving telehealth services).

Section Five: Informed Consent

Clients should be made aware of any limitations that telehealth services present as compared to
an in-person encounter for that client’s situation, such as the inability to perform hands-on
examination, assessment and treatment, clients should give consent to such services and evidence
documenting appropriate client informed consent for the use of telehealth services should be
obtained and maintained. Appropriate informed consent should, as a baseline, include the

following:

. Identification of the client, the practitioner, and the practitioner’s credentials;

. Types of activities permitted using telehealth services (e.g. such as photography,
recording or videotaping the client.);

. Details on security measures taken with the use of telehealth services, as well as potential

risks to privacy notwithstanding such measures;
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. Hold harmless clause for information lost due to technical failures; and
. Requirement for express client consent to forward client-identifiable information to a
third party.

Section Six: Physical therapist/Client Relationship

Developing a physical therapist/client relationship is relevant regardless of the delivery method
of the physical therapy services. As alternative delivery methods such as telehealth emerge, it
bears stating that the PT/client relationship can be established in the absence of actual physical
contact between the PT and client. Just as in a traditional (in-person) encounter, once the
relationship is established, the therapist has an obligation to adhere to the reasonable standards of

care for the client (duty of care).

Section Seven: Licensure

The practice of physical therapy occurs where the client is located at the time telehealth services
are provided. A practitioner must be licensed by, or under the jurisdiction of, the regulatory
board of the state where the client is located and the state where the practitioner is located.
Practitioners who evaluate or treat through online service sites must possess appropriate
licensure in all jurisdictions where clients receive care.

Section Eight: Standards of Care

It is the responsibility of the PT to ensure the standard of care required both professionaily and
legally is met. As such, it is incumbent upon the PT to determine which clients and therapeutic
interventions are appropriate for the utilization of technology as a component of, or in lieu of, in-
person provision of physical therapy care. Physical therapy providers should be guided by
professional discipline, best available evidence, and any existing clinical practice guidelines
when practicing via telehealth. Physical therapy interventions and/or referrals/consultations made
using technology will be held to the same standards of care as those in traditional (in-person)
settings. The documentation of the telehealth encounter should be held at minimum to the
standards of an in-person encounter. Additionally, any aspects of the care unique to the telehealth
encounter, such as the specific technology used, should be noted.

Section Nine: Privacy and Security of Client Records and Exchange of Information

In any physical therapy encounter, steps should be taken to ensure compliance with all relevant
laws, regulations and codes for confidentiality and integrity of identifiable client health
information. Written policies and procedures should be maintained for documentation,
maintenance, and transmissjon of the records of encounters using telehealth services, Such
policies and procedures should address (1) privacy, (2) health-care personnel (in addition to the
practitioner addressee) who will process messages, (3) hours of operation, (4) types of
transactions that will be permitted electronically, (5) required client information to be included in
the communication, such as client name, identification number and type of transaction, (6)
archival and retrieval, and (7) quality oversight mechanisms. Policies and procedures should be
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periodically evaluated for currency and be maintained in an accessible and readily available
manner for review.

Section Ten: Client Records

The client record should include, if applicable, copies of all client-related electronic
communications, including client-practitioner communication, prescriptions, laboratory and test
results, evaluations and consultations, records of past care, and instructions obtained or produced
in connection with the utilization of telehealth services. Informed consents obtained in
connection with an encounter involving telehealth services should also be filed in the medical
record. The client record established during the use of telehealth services should be accessible to
both the practitioner and the client, and consistent with all established laws and regulations

governing client healthcare records.

Section Eleven: Technical Guidelines

Physical therapy providers need to have the level of understanding of the technology that ensures
safe, effective delivery of care. Providers should be fully aware of the capabilities and limitations
of the technology they intend to use and that the equipment is sufficient to support the telehealth
encounter, is available and functioning properly and all personnel are trained in equipment
operation, troubleshooting, and necessary hardware/software updates. Additionally,
arrangements should be made to ensure access to appropriate technological support as needed.

Section Twelve: Emergencies and Client Safety Procedures

When providing physical therapy services, it is essential to have procedures in place to address
technical, medical, or clinical emergencies. Emergency procedures need fo take into account
local emergency plans. Alternate methods of communication between both parties should be
established prior to providing telehealth services in case of technical complications. It is the
responsibility of the provider to have all needed information to activate emergency medical
services to the clients’ physical location if needed at time of the services are being provided. If
during the provision of services the provider feels that the client might be experiencing any
medical or clinical complications or emergencies, services should be terminated and the client

referred to an appropriate level of service.

Section Thirteen: Guidance Document Limitations

Nothing in this document shall be construed to limit the authority of the Board to investigate,
discipline, or regulate its licensees pursuant to applicable Virginia statutes and regulations.
Additionally, nothing in this document shall be construed to limit the Board’s ability to review
the delivery or use of telemedicine services by its licensees for adherence to the standard of care
and compliance with the requirements set forth in the laws and regulations of the Commonwealth
of Virginia. Furthermore, this document does not limit the Board’s ability to determine that
certain situations fail to meet the standard of care or standards set forth in laws and regulations
despite technical adherence to the guidance produced herein.
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VIRGINIA BOARD OF SOCIAL WORK

Guidance on Technology-Assisted Therapy and the Use of Social Media

BACKGROUND

Social workers are currently engaged in a variety of online contact methods with clients. The use
of social media, telecommunication therapy and other electronic communication is increasing
exponentially with growing numbers of social media outlets, platforms and applications,
including blogs, social networking sites, video sites, and online chat rooms and forums.  Some
social workers often use electronic media both personally and professionally.

Social media and technology-assisted therapy can benefit health care in a variety of ways,
including fostering professional connections, promoting timely communication with clients and
family members, and educating and informing consumers and health care professionals.

Social workers are increasingly using blogs, forums and social networking sites to share
workplace experiences particularly events that have been challenging or emotionally charged.
These outlets provide a venue for the practitioner to express his or her feelings, and reflect or
seek support from friends, colleagues, peers or virtually anyone on the Internet. Journaling and
reflective practice have been identified as effective tools in health care practice. The Internet
provides an alternative media for practitioners to engage in these helpful activities. Without a
sense of caution, however, these understandable needs and potential benefits may result in the
practitioner disclosing too much information and violating client privacy and confidentiality.

This document is intended to provide guidance to practitioners using electronic therapy or media
in a manner that maintains client privacy and confidentiality. The protection of the public health,
safety, and welfare and the best interest of the public shall be the primary guide in determining
the appropriate professional conduct of ail persons whose activities are regulated by the board.
Therefore, the standards of practice set forth in section 18VACI40-20-150 of the regulations and

in the Code of Virginia apply regardless of the method of delivery.
RECOMMENDATIONS BY THE BOARD

The Board of Social Work recommends the following when a licensee uses technology-assisted
services as the delivery method:

* A Social worker providing services to a client located in Virginia through technology-
assisted therapy must be licensed by the Virginia Board of Social Work.

* The service is deemed to take place where the client is located. Therefore, the social
worker should make every effort to verify the client’s geographic location.

¢ Social workers shall strive to become and remain knowledgeable about the dynamics of
online relationships, the advantages and drawbacks of non-face-to-face interactions, and
the ways in which technology-assisted social work practice can be safely and
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appropriately conducted. Traditional, face-to-face, in-person contact remains the
preferred service delivery modality.

¢ The social worker must take steps to ensure client confidentiality and the security of
client information in accordance with state and federal law.

e The social worker should seek training or otherwise demonstrate expertise in the use of
technology-assisted devices, especially in the matter of protecting confidentiality and the
security of client information.

» When working with a client who is not in Virginia, social workers are advised to check
the regulations of the state board in which the client is located. It is important to be
mindful that certain states prohibit social work services to a client in the state by an
individual who is unlicensed by that state.

* Social workers must follow the same code of ethics for technology-assisted therapy as

they do in a traditional social work setting.

ETHICS AND VALUES

Social workers providing technology-assisted therapy shall act ethically, ensure professional
competence, protect client confidentiality, and uphold the values of the profession.

TECHNICAL COMPETENCIES

Social workers shall be responsible for becoming proficient in the technological skills and tools
required for competent and ethical practice and for seeking appropriate training and consultation

to stay current with emerging technologies.

CONFIDENTIALITY AND PRIVACY

Social workers shall protect client privacy when using technology in their practice and document
all services, taking special safeguards to protect client information in the electronic record.

During the initial session, social workers should provide clients with information on the use of
technology in service delivery. Social workers should assure that the client has received notice of
privacy practices and should obtain any authorization for information disclosure and consent for
treatment or services, as documented in the client record. Social workers should be aware of
privacy risks involved when using wireless devices and other future technological innovations

and take proper steps to protect client privacy.

Social workers should adhere to the privacy and security standards of applicable federal and state
laws when performing services with the use of technology.

Social workers should give special attention to documenting services performed via the Internet
and other technologies. They should be familiar with applicable laws that may dictate
documentation standards in addition to licensure boards, third-party payers, and accreditation
bodies. All practice activities should be documented and maintained in a safe, secure file with

safeguards for electronic records.
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BOARD OF SOCITAL WORK IMPLICATIONS

Instances of inappropriate use of social/electronic media or technology-assisted therapy may be
reported to the Board, and it may investigate such reports, including reports of inappropriate
disclosures on social media by a social worker, on the grounds of:

Unprofessional conduct;

Unethical conduct;

Moral turpitude;

Mismanagement of client records;
Revealing a privileged communication; and
Breach of confidentiality.

If the allegations are found to be true, the social worker may face disciplinary action by the
Board, including a reprimand or sanction, assessment of a monetary fine, or temporary or
permanent loss of licensure, certification, or registration.

GUIDING PRINCIPLES

Social networks and the Internet provide unparalleled opportunities for rapid knowledge
exchange and dissemination among many people, but this exchange does not come without risk.
Social workers and students have an obligation to understand the nature, benefits, and
consequences of participating in social networking or providing technology-assisted therapy of
all types. Online content and behavior has the potential to enhance or undermine not only the
individual practitioner’s career, but also the profession.

HOW TO AVOID PROBLEMS USING SOCIAL MEDIA

It is important to recognize that instances of inappropriate use of social media can and do occur,
but with awareness and caution, social workers can avoid inadvertently disclosing confidential or

private information about clients.

The following guidelines are intended to minimize the risks of using social media:
* Recognize the cthical and legal obligations to maintain client privacy and confidentiality
at all times.

» Client-identifying information transmitted electronically should be done in accordance
with established policies and state and federal law.

* Do not share, post, or otherwise disseminate any information, including images, about a
client or information gained in the practitioner-client relationship with anyone unless
permitted or required by applicable law.

* Do not identify clients by name or post or publish information that may lead to the
identification of a client. Limiting access to postings through privacy settings is not
sufficient to ensure privacy.

* Do not refer to clients in a disparaging manner, or otherwise degrade or embarrass the
client, even if the client is not identified.
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* Do not take photos or videos of clients on personal devices, including cell phones. Follow
employer policies for taking photographs or video of clients for treatment or other
legitimate purposes using employer-provided devices.

 Maintain professional boundaries in the use of electronic media. Like in-person
relationships, the practitioner has the obligation to establish, communicate and enforce
professional boundaries with clients in the online environment. Use caution when having
online social contact with clients or former clients. Online contact with clients or former
clients blurs the distinction between a professional and personal relationship. The fact
that a client may initiate contact with the practitioner does not permit the practitioner to
engage in a personal relationship with the client.

* Consult employer policies or an appropriate leader within the organization for guidance
regarding work related postings.

 Promptly report any identified breach of confidentiality or privacy in accordance with

state and federal laws.

CONCLUSION

Social/ electronic media and technology-assisted therapy possess tremendous potential for
strengthening professional relationships and providing valuable information to health care
consumers. Social workers need to be aware of the potential ramifications of disclosing client-
related information via social media or through technology-assisted therapy. Social workers
should be mindful of relevant state and federal laws, professional standards regarding
confidentiality, and the application of those standards. Social workers should also ensure the
standards of practice set forth in 18 VAC 140-20-150 are met when performing technology-

assisted therapy.
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