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This chapter provides an overview of voting equipment use for electiondein t
Commonwealth of Virginia.See 88 24.2-652 — 642detailing requirements for voting
equiptment and systems).

The Help America Vote Act of 2002 (HAVA) led to election refgr which included
specific requirements for voting systems which prompted the fi@nsitvay from punch
card and lever type voting equipment to electronic voting systemse dDthe key
provisions of HAVA was accessibility accommodations for disabledgme: All voting
systems used in Virginia must meet these federal requireragntgll as additional state
requirements established by the State Board of Elections gtinras certification
program.

All localities must provide electronic voting or counting systemsluding accessible
equipment, of a kind approved by the State Board of Elections at premiyct, for all
elections. 88 24.2-62624.2-626.1 Note the restrictions on direct recording electronic
(DRE) systems. The General Assembly passed additionati@nitith respect to DRE
systems, permitting the purchase of DREs from any source totheekegal mandate to
provide accessible voting equipment. The law goes into effeculynl) 2011 and

1of11 Rev 7.2011


http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+TOC24020000006000000000000
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-626
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-626.1

expires June 30, 2012. All rules pertaining to the procedures for acpwioting
equipment remain the sarhe.

20.1  Typesof Voting Equipment

There are two general types of voting equipment used in Virginia.

20.1.1 Direct Recording Electronic (DRE)

On these computerized machines, the voter touches areas of i, suraeses other
control features, and his choice(s) is recorded electronically. mMest DRE machines,
the results are recorded in two places: an on-board data stlanage embedded in the
machine and a removable data storage device. These systemsipped with a printer
feature for printing out the results. DREs meet the requirements for iaddgss

There are two types of DREs are used in Virginia: full-badlateen and small touch
screen machines.

20.1.1.1 Full-ballot screen

On these machines, a large paper ballot shows the voter the coimgllet. Touching
the ballot near the preferred candidate’s name activatessingedevice beneath the
ballot face.

20.1.1.2 Small touch screen

These machines look like computer monitors. To make a choice, thetaatbes the
screen or buttons around its periphery. Depending on the number of dfices
candidates, the voter may have to “scroll” through several scre@mddanto access the
entire ballot. Some of these machines are designed toibatadtwith smart cards that
allow multiple ballot styles to be accessed on the same machine.

20.1.2 Optical Ballot Scanning Equipment

On this type of equipment, electronic counters “read” marks madellotstspecifically
formatted for the purpose of being scanned, similar to feedidgcament into a fax
machine. The voter makes his choice(s) by shading an oval ordetsignation, such as
completing the line between two dashes, next to the candidate&s néhe ballot is then
fed into the counter. Generally, only one counter is needed for eaatgpulice. This
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type of voting system alone typically does not satisfy HAVAessibility requirements.
Additional equipment must also be provided in order to provide accgmysons with a
disability.

20.2  Number of Voting Machines Required

All localities are required to use electronic voting or countsygtems, of a kind
approved by the State Board, at every precinct and for atials held in the county, the
city, or any part of the county or city. The number required isnsite Code.See 88
24.2-62624.2-627

The Code of Virginia and HAVA require at least one accesgidee of voting
equipment be available and operational in each precinct for alloglect This includes
all state, local, and town elections, as well as central ales@néeincts (CAPS). An
accessible piece of equipment is also required during in-person edbsering.See 8
24.2-626.1 see alsp EAC Advisory 2007-001 As of this update, DREs and the
Automark ballot marking device are the only Americans with Digegdsl Act (ADA)
compliant equipment certified for use in Virginia that meet ssibdity requirements.
For November general elections, localities using DRE machineshaus one machine
in each precinct for every 750 active registered voters. Thamsnd a precinct has 751
active registered voters, at least two machines are reqifieegrecinct has 1501 voters,
at least three machines are required, and s@@.2-627

For November general elections, localities using optical scaraystgms must have at
least one counter for each precinct and one voting booth with a malwnge for every
425 active registered voter§.24.2-627

For May general elections, special elections, and primariesp¢hedlectoral board may
use the number of machines and devices it deems appropriate f@reeicict. 8§ 24.2-
627.

Paper ballots may only be used for the following specific reasons ciged4dr?-646.1

e The official paper ballot is the only ballot in use in the precinct.

e The official paper ballot is used by voters voting outside the polling pRce.
24.2-649

e The voter is casting a provisional ballot.

e The voter is provided an official paper ballot or copy thereof when voting
equipment is inoperable or otherwise unavaila®l24.2-642

e The official absentee paper ballot voted used in accordanc& &#tP-700et
seq.

e The voter is provided an official paper ballot for a presidential elecgdiv.2-
402
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20.3  Mixing and Experimenting with Systems

Localities may use different kinds of systems in differentipoée — or even in the same
precinct — but only with approval of the SBE. 24.2-630 Requests for such approval
should be forwarded from the electoral board to the Secretary of the SBE.

Localities may also experiment with new voting systems inamnmore precincts. A
new system may be one that has already been certified faayube SBE, or it may be
one that is still in the testing stage. In either case, ldwtoeal board must (1) gain
approval from the SBE for such an experimental use, and (2) unlesscéiigy has

successfully completed the bailout process, apply for pre-cleacdrtbe experimental
usage with the U.S. Department of Justigg.24.2-63024.2-631

20.4  Purchasing Voting Machines

The Code permits localities to obtain machines by purchase, lease purchase, or any
other method deemed appropria@.24.2-626 All voting equipment lease or purchase
contracts, whether for a new system or for additional units eketing system, must be
submitted to the SBE for review and approval prior to execution otdh&act. The
contract submitted must contain ortlye vendor’s signature. It must not contain the
signature of anyone from the purchasing locality.

This procedure ensures that only the certified version of anygvetystem is being
purchased, that the number of units purchased is in compliance witlgtheengents of
8 24.2-627 and that a warranty and specific delivery date are detailed by the vendor.

When a locality purchases a voting system that is new tdatality, such a purchase
may constitute a voting change that must be submitted to, and apprpvéte U.S.
Department of Justice as required by the Federal Voting RigiitsAll localities except
those which have completed the bailout process must request prexctearéor to
implementing a new voting system. This requirement also applidgetpurchase of a
new system to be used in a central absentee voter precinct. (GARpcality adopts, for
locality-wide polling place use, a system previously used onfy @AP, such adoption
must likewise be pre-cleared prior to implementation.

205 Custodians

For the purpose of programming and preparing voting and counting equipms&rding
the programming of any electronic activation devices or data staraglia used to
program or operate the equipment, and maintaining, testing, calibitishglelivering it,
the electoral board must employ one or more custodians. In mags; tas custodians
may be provided by the authorized sales and service repregembathe equipment in
use. It is highly recommended, however, that board members beconoaigtiigr

4 of 11 Rev 7.2011


http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-630
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-630
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-631
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-626
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-627

familiar with the system requirements and train the individuai®) will serve in this
capacity. In fact, several localities may share a custpdigeatly reducing their
dependence on vendor support and, in some cases, reducing their cost. Custostians
be sworn to perform their duties honestly and faithfufiy24.2-632

The final testing of equipment prior to each election shall be dotieeipresence of an
electoral board member or a representative of the board. uasentative shall in no
case be the custodian or a vendor or contractor technician whaegpansible for

programming the ballot software, electronic activation devices, emntrehic storage

media. § 24.2-632

The electoral board may assign a board member or registrarvi® without pay as a
custodian. Whenever the presence of an electoral board member andiacuss
required by the provisions of this title, the same person shafleme¢ in both capacities.
§ 24.2-632

20.6  Preparing and Testing the Equipment

Before the final testing of voting or counting equipment for alection, the electoral
board must notify the local political party chairs of the tamel place the equipment will
be prepared. Each party is allowed to have one representéinessthe preparation of
the equipment. If the election is a primary election, then onlpdhtgy chairman holding
the primary needs to be notified. If it is a city or town &becwith no political party

nominees, then the candidates must be notiffe@4.2-633

Logic and accuracy testing is an integral part of preparing for atogled&very machine
that will be used in an election must be tested prior to tleatien to ensure it is
functioning properly. The machine custodian typically manages tluiseps. Each
machine should be tested with enough sample ballots/votes to substtrdiatach

machine recorded the correct number of votes for each candidateslectoral board

member, or a designated representative, must be present dusiqydbess and must
certify the results from each machine. A representative shouldsée only if it is

impossible for a board member to be pres@i24.2-632

@ The EAC has developed Quick Start Guides that are available on their
website hereQuick Start Guideg¢see the Ballot Preparation/Printing and
Pre-Election Testing, and Voting System Security guides).

After the equipment is prepared and tested, each machine mustaled sath a

numbered seal or locked with a key. All the keys and any efectactivation devices
must then be delivered to the electoral board who shall keeputhidrthey are delivered
to the officers of election§ 24.2-634

50f11 Rev 7.2011


http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-632
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-632
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-632
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-632
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-632
http://www.eac.gov/resource_library/default.aspx?CategoryId=1&pg=1
http://leg1.state.va.us/cgi-bin/legp504.exe?000+cod+24.2-634

20.7  Voting Equipment Security

As with other computer systems, the State Board of Electentgnizes the need for
voting systems to be subject to the same security concerns arsdargceafeguards as
other Information Technology systems. Consequently, in accordatiteC@V ITRM
Policy SEC500-02information Technology Security Poljaye State Board of Elections
published a/oting Systems Security Polithat defines a formal Voting Systems Security
Program.

It is the policy of the State Board of Elections that eachtaigicboard is responsible for
the security of ALL voting systems, including electronic pollbooks, utider control
and that they shall take appropriate steps to provide for theitgecfithese systems
through the implementation of a local Voting Systems Securitgr®mno (VSSP). The
State program requires each locality to develop a written iseq@ian and update it
annually.8 24.2-625.(D). All plans should be submitted to SBE. SBE reviews each
submission and will officially endorse each plan that meethaltéquirements set forth

in the Voting Systems Security Standa(@OV VSM Standard SEC2005-01.1, dated
January 17, 2005).

SBE will direct all voting equipment vendors to submit updated bestiqgga concerning
the security of voting equipment and will make these best pracialable to electoral
boards. The EAC developed some general best practices and published @04,
and they are available.

To achieve the objectives of the Voting Systems Security Rro@@8E adopted voting
systems securitypolicies standards and guidelines (PSGs) which constitute
recommended minimum considerations for a comprehensive program. folihipart
document articulates policy, standards, and extensive referencasetrassessment
guidance:

e ThePolicy document emphasizes that each electoral board is responsilite for t
security of all voting systems under their control and directdoited boards to
develop and implement a Voting Systems Security Program. oElaé program
must be documented in a security plan that must be submitted to SBE for review.

e The Standardsdocument defines the recommended minimum requirements of a
comprehensive Voting Systems Security Program. Local plans must adlttess
requirements of these standards to be endorsed by SBE.

e TheGuidelinesdocument is designed to complement the Voting Systems Security
Standards. It provides additional information, examples, and recommendations
further strengthen local programs.

e The Self-Assessmerdocument consists of a series of questions that, when
answered, will indicate the extent of compliance with the standards.
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SBE also developed tools designed to aid localities in developing plagis and to
formalize SBE’s review process.

e ThePrécisis an abridged version of the Voting System Security Standards and
Guidelines. It summarizes all the specific requirementsntiugt be addressed in
a security plan to receive SBE’s endorsement (consolidatehithefive pages
of Standards and Guidelines content into five pages).

e TheReview Checklisitemizes the requirements summarized inRh&cis. It is
the baseline SBE uses to review security plans submitteachifties (4 pages of
content). Localities may find the Checklist useful as an outlin@ @uick
reference guide in developing their plans.

e The On-site Assessment Checklisemizes the requirements summarized in the
Précis,similar to theReview Checklishut with emphasis on documentation. It is
a useful tool to gauge compliance with the standards. Locafiteas use this
Checklist in lieu of the Self-Assessment Questionnaire (whiclorapanies the
PSGs) to facilitate their annual program reviews.

For reference, please be aware that “[r]lecords of the SBEataofl electoral board, to
the extent such records describe protocols for maintaining the securéiod$ lor voting
and counting equipment, or reveal the results of risk assessmesgzedafic local
electoral procedures, the release of which would compromisedhgtg®f any election,
shall be confidential and excluded from inspection and copying under ithei&
Freedom of Information Act (FOIA).”8 24.2-625.1Electoral boards or the SBE may
hold a closed meeting pursuant to the provisions of FOIA to discassitgeorotocols
under circumstances outlined in the code section. The Code does natatti®use of
a closed meeting to discuss a breach of security. This setsimmpm@vides that two
members of a local electoral board may conduct site visitshi®rsole purpose for
investigating compliance with security policies and proceduge®!.2-625.(C).

20.7.1 Configuration Management Database

The Security Procedures also require that each local board g@stabfiConfiguration
Management Database.” This simply means compiling a listllofoéing system
hardware, software, and firmware, complete with version numberseaia sumbers
where appropriate. Any time any person, for any reason, hassattc any component,
the time, date, person, reason for access, and the activitypmustted in the database.
These requirements are best practices that will help ensuredl@nanges are made to
any component, firmware, or software without the knowledge and cowmdetite
responsible person in the locality. SBE highly recommends usingvaaseftool such as
a spreadsheet or database application to maintain your database.
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@ According to the State Certification of Voting Systems, Reguants and
Procedures, (item 1.3. Applicability); any changes to firmvearsoftware
could invalidate the certification of the equipment.

20.7.2 WirdessProhibition

Wireless communications to or from any piece of voting equipmepitoisibited while
the polls are open on Election Day. Wireless features madybstiused to set up,
program, open, close, and get vote totals from the voting equipment thefqrells open
and after the polls have closed. ***This wireless prohibition does pyoily &0 voting
machines purchased by any locality before July 1, 2007. In additienptbinibition
does not prohibit the use of electronic pollbooks on Election ®ay¢.2-625.2

20.8 Virginia Freedom of Information Act (VFOIA)
Considerations

limited exemptions from VFOIA public meeting and records discl®sequirements for
voting equipment security issues. An electoral board may closeeting to discuss
security protocols and conduct security compliance site visits gedcand followed by

open meetings about the visi§.24.2-625.1 Records describing security protocols or
specific risk assessments that could compromise election geifugteased are exempt

from disclosure. This exemption does not extend to records concerning voting equipment
security breaches.

There is a further exemption from public meeting requirements for metition
related matterg 24.2-107 This exemption includes preparation for specific elections
without discussion or deliberation requiring a public meeting. Examples of such
preparations include preparation of ballots, election materials or voting ezntipm
Inspection of polling places and Training of officers of election. Electionddussion
of a matter requiring immediate resolution following effort to notify athtal members is
also exempt.

The exemption for election preparations recognizes that elettoaatls have functions
that do not necessarily take place in (or require) a meeting,rambinecessarily open
to the public. This exemption is similar to the "social exemptianVFOIA in that it
does not apply to discussion or deliberation of what would otherwise eeguublic
meeting (e.g. adoption of a new policy regarding assistance gigpplhces).See § 2.2-
3707G); see alspGREB 26.
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20.9  Voting Equipment Certification Procedures

Under the Code of Virginia, the SBE must approve any mechani@éctronic voting
system or equipment before it can be purchased or used by atyylog 24.2-626
This includesany upgrades or modifications to hardware, firmware, and software. The
State Certification of Voting Systems, Requirements and Proegdstate that any
modification to existing software, which has been previously cstiill, in general,
invalidate the results of the prior certification unless and urddm be determined by the
SBE that the change does not affect the overall flow of progantrol or the manner in
which ballots are interpreted and the vote data are processednddms that no change
of any kind can be made to any voting system software owhne unless the SBE has
been informed of the proposed change and determined whether or notréquilie re-
certification of the system.

@ These procedures are strict in order to protect the localityluré&do
follow these requirements may result in decertification of voting
equipment and provide candidates a reason to contest an election.

As set forth in the State Certification of Voting Systemsguitrements and Procedures
(Revised March 3, 2010), the voting system or equipment must medollbwing
requirements:

e Have completed federal certification as prescribed by the apjdigarsion of the
Voluntary Voting Systems Guidelines, published by the U.S. Electasistance
Commission (Federal certification should substantiate compliaitbe8@01(a) of
the Help America Vote Act of 2002)

¢ Comply with the applicable provisions of the Code of Virginia retato voting
equipment and the policies of the State Board of Elect®$4.2-625 — 642

e Accommodate interactive visual and non-visual presentation of infamméo
voters and alternative languages when required

Each system must successfully complete three distinct levels of testing:

e Qualification testing The purpose of qualification testing is to show that the
voting system complies with the requirements of its own desigrifiga¢ion and
with the requirements of the SBE. The testing of hardware andasefmay be
conducted by an Independent Testing Authority.

e Certification testing The purpose of certification testing is to ensure the syste
meets all applicable requirements of the Code of Virginiais Hot intended to
result in exhaustive tests of system hardware and softwaiteutds; these are
evaluated during qualification testing. However, all system iomst which are
essential to the conduct of an election, will be evaluated.

e Acceptance testingThis test is conducted by the locality to assure the rayste
meets their needs and is identical to the certified sys#oeeptance tests will be
conducted by the local jurisdiction with the assistance of stdteiatd or
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consultants. The tests will be performed as part of the proeatepnocess for
the voting system.

The following is a summary of the certification Process:

Letter of Request for Certification and Certification Fee
Vendor submission of technical Data Package and Corporate Information
Preliminary review by evaluation agent
Vendor authorization to proceed
Evaluation by evaluation agent

Board review of evaluation

Test election

Board certification and notification

20.9.1 Voting Equipment Certified for Usein Virginia

The voting systems listed below have been certified for use ginérelections. Please
contact SBE for system version, vendor contact, or any other additiborahation. See
notes following the chart for vendor updates.

M odel Vendor Equipment Type
Accu-Vote Premier Election Solutions Optical Scan
Accu-Vote TSR6 | Premier Election Solutions DRE
Accu-Vote TSX Premier Election Solutions DRE

Marksense Voter Assist

Automark Election Systems and Softwarelerminal

AVC Advantage | Sequoia Voting Systems DRE

Ballot Now Hart Intercivic Optical Scan
Edge Sequoia Voting Systems DRE

eScan Hart Intercivic Optical Scan
eSlate Hart Intercivic DRE

Insight Sequoia Voting Systems Optical Scan
iVotronic Election Systems and Software DRE

M100 Election Systems and Software  Optical Scan
M650 Election Systems and Software  Optical Scan
Optech 1lI-PE Sequoia Voting Systems Optical Scan
Patriot Unilect Corporation DRE

Patriot MS Unilect Corporation Optical Scan
Winvote Advanced Voting Solutions DRE
Winscan Advanced Voting Solutions Optical Scan
Notes:
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1. Premier Election Solutions voting systems interests wegeirad by Election

Systems and Software and Dominon Voting Systems in 2009. These cesngapport

Premier equipment.

2. Advanced Voting Solutions no longer supports voting equipment. Electiviceser
Online provides support for their systems.

3. Dominion Voting Systems acquired Sequoia Voting System in 2010.
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